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EMCO MSI Package Builder 11 Introduction

Chapter 1: Introduction

Welcome to EMCO MSI Package Builder. The program is designed to help you with repackaging of
non-silent installations into silent MSI packages, virtual App-V packages and MSIX/AppX packages.
This allows you to deploy repackaged installations remotely using any of software distribution tools,
Microsoft Application Virtualization technology, Windows Store, sideloading or local distribution
network. You can also use the program to create and test silent custom installations quickly and
easily. This manual provides you with a detailed description of the program's features and shows you
how to use these features in practice.
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EMCO MSI Package Builder 11 Introduction

Downloading the Program

You can download the program on the Downloads page of the website. The download includes a free
30-days trial of the Architect edition of the program. It provides access to all the available features.
You can compare the features of the different editions on the Compare Editions page of the
website.

You can use an evaluation version during 30 days. After this period, you have to register the
program to continue using it. Packages generated by an evaluation copy have some limitations: they
can be deployed during 30 days following their generation date and are displayed with the evaluation
mark in Windows Programs and Features after being deployed.

Using Documentation

The program is designed to provide you with an easy and straightforward approach to repackaging
third-party installations and creating customized installations in the MSI, App-V and MSIX/AppX
formats. To repackage an installation, you just need to follow the steps of the repackaging wizard,
and you will get an automatically generated MSI, App-V or MSIX/AppX in the end. It means that you
can use the program without referring to the documentation.

If you wish to get an overview of the program features, to understand how the program works and
to see how to use the main features in practice, you can read the Getting Started guide. To get
more information about the program features, you can refer to the corresponding chapters of this
manual.

Getting Help

If you see that a generated MSI, App-V or MSIX/AppX package doesn't work as required, first you
need to check if the repackaging best practices were followed during the repackaging since the
repackaging results depend on the compliance with the repackaging requirements and other aspects.
You can learn more about this in the Overview of the Repackaging Best Practices chapter. You can
also refer to MSI Packages Testing and Troubleshooting to learn about the general troubleshooting
recommendations.

To get help on a problem, you can also contact support. Please send us the problem details
including the name and the version of the installation you try to repackage, the OS name and the
platform (x86 or x64) of your repackaging environment, and the problem description. This information
should help the support team to reproduce the problem and provide you with troubleshooting
instructions.

Copyright © 2001-2024 EMCO. All rights reserved. 5



EMCO MSI Package Builder 11 Getting Started

Chapter 2: Getting Started

EMCO MSI Package Builder is a packaging tool that allows you to repackage non-silent installations
into silent MSI packages and create custom silent installations quickly and easily. The program uses
a unique repackaging technology that allows converting almost any non-silent installation into a
silent MSI to enable its automatic deployment using Group Policy or other software distribution tools.
The same technology can be used for automatic creation of customized MSI packages. If you need
to repackage applications into App-V or MSIX/AppX, the program can cope with this task as well.
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Using EMCO MSI Package Builder, you can benefit from the following features that are demonstrated
in the course of this tutorial.

e Multiple MSI packaging methods. Depending on the project, you can use one of the provided
packaging methods that are suitable for that project. You can convert non-silent installations
into a silent MSI automatically using Live Monitoring. In the specific cases, when Live Monitoring
cannot be used, you can wrap installations into an MSI package if those installations can be
deployed silently.

e Best-in-class repackaging technology. The program allows you to repackage a non-silent
installation of any complexity into a silent MSI package. The program supports repackaging of
installations that performm complex changes such as modifying file system and registry
permissions, installing Windows services and drivers, changing Windows environment variables,
etc.

Copyright © 2001-2024 EMCO. All rights reserved. 6
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¢ Automatic MSI creation. The program allows you to repackage EXE to MSI automatically: you
just need to go through the deployment steps of the original EXE installation, and the program
will capture all the performed changes on the fly and generate an MSI for you. You can also use
the Live Monitoring technology to monitor any activity on a PC and generate an MSI reproducing
the captured changes.

o Easy MSI customization. Having created an MSI package, you can edit it, if required. You can
have an access to all captured changes to modify them or add additional changes. You can also
configure the MSI package to execute any scripts or executable files before and after the MSI
installation.

e Repackaging on virtual machines. You can repackage installations not only on a local
machine but also on virtual machines by connecting to Hyper-V, VMware and VirtualBox servers.
In this case, you can install a single copy of the program and repackage installations on
different virtual machines.

¢ Repackaging in Windows Sandbox. You can use Windows Sandbox running on the local
machine for repackaging installations in a clean environment. Windows Sandbox is available on
the modern Windows versions, it doesn’t require any setup and allows you to repackage
installations in an isolated, clean OS environment.

e App-V packaging. In addition to generating MSI packages, the program can also create App-V
packages. The procedure of repackaging into virtual packages is the same as repackaging into
MSI, so you only need to change the output format. Moreover, if you have a previously stored
project, you can open it and generate an App-V package without repeating the repackaging
process.

e MSIX/AppX packaging. Together with generating classic MSI packages and App-V
virtualization packages, the program can also create MSIX (targeting Windows 10 October 2018
Update or later) or AppX (earlier versions of Windows 10) packages, that can be distributed
through Windows Store, installed by sideloading or distributed in local networks.

e Packages deployment testing. The program enables testing of packages by deploying them
on a local machine or VM to verify installation, uninstallation, and functionality.

In the following chapters, you will learn about different packaging methods offered by the program
and will see how to use them in practice. In addition, you will get a brief overview of the installation
repackaging internals and best practices. Finally, you will learn how to test generated packages and
how to troubleshoot packaging problems.

What's Inside

Getting to Know the Program Interface

Overview of MSI Creation Methods

How Installation Repackaging Works

Overview of Repackaging Best Practices

Demo: Repackage EXE to MSI Using Monitoring
Demo: Create Customized Installations Using Monitoring
Demo: Repackage Silent Installations Using Wrapping
Installation Project Editing and Customizing
Selecting the Monitoring Environment

How to Create an App-V Package

How to Create an MSIX Package

Packages Testing and Troubleshooting
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Getting to Know the Program Interface

When you start EMCO MSI Package Builder the first time, you can see the main screen of the
program and the Repackage Installation wizard displayed at the top of it. The main goal of the
program is installation repackaging, so the wizard is designed to guide you through the repackaging
process. In the wizard, you can select the required repackaging method, choose the installations to
be repackaged, configure the deployment package settings, etc. In the next chapter, you will learn
how to select the right repackaging method in the wizard and you will see how to use the wizard in
practice in the following chapters.

The program has a Ribbon user interface, so the Ribbon menu is displayed at the top of the screen
providing you with access to the main actions of the program. Different types of the actions are
located on different Ribbon tabs, so you can switch them, if required. Additional Ribbon tabs are
displayed automatically when specific elements are selected and provide you access to the
contextual actions.

The main screen of the program provides access to the several views, which can be accessed using
the vertical navigator on the left side. Welcome is the default view . It features a list of
recent projects on the left and the program's primary functions on the right. These functions allow
users to repackage installations, open existing projects, and test the packages they have created.
Additionally, the Welcome view provides links to a video tour of the program and its technical
documentation.
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Pic 1. The main screen
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To manage installation projects you can switch to the Projects view using the navigator, located
on the left of the main screen. In the Projects tree you can see currently opened projects. You can
have more than one project opened to be able to copy data between the projects. A project
consists of different types of resources. If you select a project node in the Projects tree, you can
see and edit the project settings. If you select, for example, the File System node, you can review
and modify files and folders in an installation project using the file system editor . There are
different editors for managing different types of resources, so you need to select the required item
in the Projects tree to review and modify its content using the corresponding editor.
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Pic 2. The program screen with an opened project
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To manage the program's stored projects, select the Projects Storage node within the Projects
tree. It enables you to manage the project storage location, browsing available projects, opening
projects for editing, deleting, or importing projects into the storage Pic 3}

Home Project View Program
—
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Pic 3. Projects storage
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You can manage generated packages in the Packages view, accessible through the navigation bar
on the left. This view lists all generated packages, allows you to manage them and provides options

to test their deployment

EMCO M5! Package Builder Architect
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Pic 4. Packages view

At the bottom of the main screen, you can see the Log and Operations views. The Log view

reports status information for deployment packages generation and other operations. You can use
this view to find error messages and troubleshooting information in case of a problem. The
Operations view displays the currently running operations and allows you to manage them.

You can learn more about the available views and editors in the Program Interface Overview
chapter where you can find detailed explanations of features provided by every view.
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Overview of MSI Creation Methods

EMCO MSI Package Builder is designed to create silent MSI packages, i.e. packages that can be
deployed without interacting with a user. Such packages can be deployed manually on a local PC or
remotely across a network using any remote software distribution tool.

The primary feature of EMCO MSI Package Builder is repackaging of non-silent installations into silent
MSI packages. This allows you to convert non-silent installations, which cannot be deployed
remotely, into MSI packages that are ready for remote deployment. You can use the program in
many other cases, for example, to create custom silent installations or to combine multiple
installations into a single MSI package. The program offers different approaches to creating an MSI
to be used in different cases, so you need to know all available options and their features to select
the right approach for every case.

What is Monitoring, Wrapping and Manual Creation?

The primary method of MSI creation is monitoring, which is available in all editions of the program.
Using this method, you can repackage non-silent installations into silent MSI packages and create
custom silent installations according to your needs. It uses the Live Monitoring technology to
capture all changes performed under Windows to create an MSI reproducing such changes. You can
learn how it works in the How Installation Repackaging Works chapter.

The other MSI creation methods are wrapping and manual creation. Wrapping is available in the
Enterprise and Architect editions of the program. It can be used to repackage Windows system
installations that cannot be repackaged using monitoring. This method allows including one or
multiple silent installations in the EXE or MSI format into an MSI package, so the included
installations are deployed silently when you deploy the wrap MSI. Besides, you can create silent MSI
packages manually through visual editors by specifying the changes to be included into an MSI.

How to use these MSI creation methods in the program? When you start the program for the first
time, the Repackage Installation wizard is displayed automatically . In the Enterprise and
Architect editions of the program, as the first step, you need to select if you would like to use
monitoring or wrapping. In the Professional edition, you cannot use wrapping, so you need to select
the capturing type that will be described later in this chapter. If you wish to create an MSI manually
though editors, you can close the wizard and create a new project using the Ribbon options.

Copyright © 2001-2024 EMCO. All rights reserved. 12
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Getting Started

Fepackage Installation Wizard
Repackaging Method

the existing installations into an M5I package.

® Monitoring (generate M5, App-V or ML AppX packages)

changes and generate a package reproducing those changes.

Wrapping (generate M3 packages)

how to configure them to be depleyed silently.

Select whether you would like to moniter changes performed by the existing installations or to

< Back Next> | Finish

X

@&
- §

3 Create a package by captuning the file systenn and registry changes performed by the existing
-4, installations. Select this eption to repackage any type of executable installations, except for installations
that deploy Windows system components. Alse, use this option if you want to capture the system

Create & package in the MS format by wrapping existing installations. Select this option to repackage
installations that deploy Windows system components if they support silent deployment and you know

Cancel

Pic 1. Selecting a repackaging method

It is recommended that monitoring be used in most cases since it is a universal
wrapping or a manual MSI creation should be considered only if you have good reasons to do so.
Below, you can find some examples demonstrating when using different types of the MSI creation

methods makes sense.
Monitoring usage examples:

= Repackage one or multiple non-silent installations into a silent MSI.

method, and

» Create a silent MSI package that includes a repackaged non-silent installation and its

customization (the installed product registration, configuration, etc.).

» Create a custom silent MSI that includes any captured changes.

Wrapping usage examples:

» Repackage an installation of a Windows component, such as .NET Framework, for example, that
cannot be repackaged using monitoring. The repackaged installation should support silent

deployment.

= Wrap one or multiple EXE/MSI installations that can be deployed silently into a silent MSI.

Custom creation examples:

= Create a simple MSI that deploys only a few resources.

Note that you can use monitoring not only for repackaging but also for creating custom installations
by capturing the changes performed manually. It is much easier to use that approach than to create
an MSI manually using visual editors. You can see how to use monitoring in practice in the demos
included in the Repackage EXE to MSI Using Monitoring and Create Customized Installations Using
Monitoring chapters. Wrapping is demonstrated in the demo contained in the Repackage Silent

Installations Using Wrapping chapter.

Copyright © 2001-2024 EMCO. All rights reserved.
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How to Select the Capturing Type

You can use monitoring in a number of cases, for instance, to repackage an installation or to
repackage an installation together with its post-install customization. To support all those cases,
monitoring can work in two options, which are Capture Installations and Capture System
Changes that you can select in the Repackage Installation wizard

Repackage Installation Wizard W

Capturing Type [_,
Select whether you would like to repackage existing installations or to capture any system changes ‘_ -
and get an output package reproducing the captured changes. o —

@ Capture Installations

-"_?7 This cpticn allows you to repackage one or multiple installations. The pregram starts monitoring and
=%, runs the specified installations to being captured. Upon completion of the installations, the monitoring
is stopped automatically and the program generates an output package.

Capture System Changes

= This eption allows you te capture system changes and generate an output package reproducing these

. ." changes. The program starts monitenng, and you need to make the changes to be captured. When all
the changes have been made, you should stop monitoring manually, and then an output package will
be generated.

Learn more abaut the capturing typés

< Back [ Mexts | Cancel

Pic 2. Selecting the capturing type

When you select any of these options, EMCO MSI Package Builder uses the Live Monitoring
technology to capture the file system and registry changes and create an MSI reproducing such
changes. You will learn how it works in the next chapter. To understand which method you need to
select, you can review their comparison below.

Capture Installations Capture System Changes
How In the wizard, you specify a non-silent As the last step of the wizard, EMCO MSI
repackaging | installation that you need to repackage, @ Package Builder automatically starts
works and EMCO MSI Package Builder monitoring system changes. You
automatically starts monitoring system manually run one or several installations,
changes and runs the specified apply the required software
installation. You follow the installation customization or perform any changes
deployment steps, and after the that should be captured and included
deployment is finished, EMCO MSI into the MSI to be generated. Once you
Package Builder automatically stops are done, you need to switch back to
monitoring and generates an MSI EMCO MSI Package Builder and stop
package that includes the captured monitoring manually. EMCO MSI Package
changes performed by the monitored Builder automatically generates an MSI
installation. package that includes the captured

changes reproducing the activity you
performed during monitoring.
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Capture Installations

Requirements | You provide an installation to be

What it can
be used for

Examples

repackaged.

You follow the deployment steps of the
repackaged installation by selecting the
install options manually.

To repackage one or multiple non-silent
installations into a silent MSI package.

Repackage a non-silent installation of
Open Office into a silent MSI.

Capture System Changes

You run installations and/or perform any
changes you need to capture manually.

You manually stop monitoring in the
program.

To repackage installations that require
pre/post customizations, such as
software registration or tuning of the
settings.

To capture any custom changes
performed manually or by any executable
or script to create an MSI reproducing
those changes.

Repackage a non-silent installation and
its registration after deployment.

Create a silent MSI to install fonts.

In the next chapter, you can learn how monitoring works and what advantages and limitations it
has. In addition, you can find recommendations that will help you to use monitoring successfully in
the Overview of the Repackaging Best Practices chapter.
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15



EMCO MSI Package Builder 11 Getting Started

How Installation Repackaging Works

Installations monitoring is the primary repackaging method available in EMCO MSI Package Builder
that allows you to convert almost any non-silent EXE installation into a silent package. Usually, this
kind of repackaging is required to deploy software on remote PCs, because only silent installations
can be deployed remotely.

EMCO MSI Package Builder incorporates the best-in-class Live Monitoring technology used for
repackaging. It integrates into Windows to capture file system, registry and permission changes
performed by the repackaged installation. During repackaging, you just need to follow the installation
steps of the repackaged installation manually. After you select the installation options, the
monitored installer applies the corresponding file system, registry and permission changes that are
captured by EMCO MSI Package Builder.

Installation Repackaging

felc]
v

1 Changes l Changes l

EMCO MSI Package Builder Live Monitor

3

File System Registry

MSI Package Builder project

l !
2 &8 &8

=
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Once the installation is completed, EMCO MSI Package Builder automatically generates a package
that includes the captured changes, so the generated installation is identical to the original
installation and includes all the customizations you applied during the monitoring process. When you
install the generated package, it applies the same changes that were applied when you deployed
the original installation manually.

After the installation is repackaged, you can review the changes captured by EMCO MSI Package
Builder. The program intellectually interprets raw-data file system and registry changes into Windows
objects, so you can see, for example, Windows services and drivers that were deployed by the
monitored installation and edit them through visual editors, if required, to generate a modified
package.

Advantages of the Live Monitoring Technology

The Live Monitoring technology used in EMCO MSI Package Builder is the most capable installation
repackaging technology available on the market today. It has the following features that allow you
to perform repackaging quickly and easily.

e Successful repackaging of simple and complex installations. It does not matter what kind
of changes are performed by the repackaged installation - EMCO MSI Package Builder can
repackage anything, including complex Windows drivers, services, permissions, etc.

e Changes are captured on the fly. An output package is generated immediately after the
monitored installation is finished. Using other repackaging solutions, you need to make Windows
snapshots before and after the installation to compare them, so a package generation takes too
long.

e Monitoring is started and stopped automatically. The program tracks the system
information and knows when monitoring should be started and stopped without the risk of losing
important data.

e Repackaging is automated from start to finish. You just follow a simple wizard and get a
generated package at the end.

¢ Unwanted changes are filtered out. The program has a set of filters to avoid capturing
changes performed by unrelated processes. Any captured change is associated with the
process that generated it, so unwanted changes are removed automatically.

It is very easy to repackage an installation using the Live Monitoring technology. You can see how
to use it in practice in the Repackage EXE to MSI Using Monitoring and Create Customized
Installations Using Monitoring chapters.

Repackaging Limitations

EMCO MSI Package Builder allows you to repackage almost any installation, but still here are a few
cases when repackaging using the Live Monitoring technology is not possible.

e Windows cloning. It is impossible to repackage Windows itself, because the repackaging
technology is designed to be used for applications only. There are third-party tools that can
clone Windows images, so you can use them if needed.

e Installation of Windows components. During repackaging, EMCO MSI Package Builder
captures file system and registry changes, but when you install a system component such as
.NET Framework, for example, it installs resources into protected areas of the file system and
registry, so it is not possible to reproduce those changes. In this case, if the repackaged
installation supports silent deployment, you can use the wrapping approach to repackage the
installation.
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o Installation of system software that modifies Windows on reboot. When Windows is
modified on reboot, it is not possible to capture and reproduce those changes, so use wrapping
instead or repackaging for installations that apply such changes.

The limitations listed above are common for all repackaging tools, and there is no way to bypass
them using the Professional edition of the program. The Enterprise and Architect editions allow you
to use the wrapping method that should be used instead of monitoring to avoid the above
limitations. The Architect edition can also generate MSIX/AppX and App-V packages if you need to
repackage applications into these formats.

Overview of Repackaging Best Practices

The installation repackaging process is based on monitoring file system and registry changes
performed by the monitored installation as explained in the How Installation Repackaging Works
chapter. Depending on the computer state before and during the repackaging process, you may
obtain either correct or incorrect repackaging results. It is recommended that a special environment
be used and the repackaging best practices explained below be followed to achieve correct
repackaging results.

How to Create a Clean Environment for Monitoring

It's important to use a clean environment for monitoring to prevent the appearance of any unwanted
changes in the monitoring results. A clean environment doesnt have any third-party software
installed that can generate file system, registry and other OS changes that may appear in the
monitoring results.

Follow the recommendations below to create a clean environment.

e Use a fresh Windows installation. It's recommended to use a brand-new Windows installation
where no additional software is installed.

e Disable an anti-virus, firewall and Windows updates. The system software running in the
background may generate changes that will appear in the created package. To avoid that, it is
recommended that Windows updates be disabled. An anti-virus, a firewall and other security
software may also produce unwanted changes and might cause an unstable or incorrect
monitoring operation, so they should be disabled as well.

e Close all running programs. You need to close all running programs to avoid monitoring of the
changes they produce.
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Use Windows Sandbox for Monitoring

The simplest option to use a clean environment is monitoring in Windows Sandbox. Windows Sandbox
is a part of Windows and it is available on Windows 10 or later OS. To use it you need to turn on
virtualization capabilities in BIOS on your machine and enable Windows Sandbox in the list of
Windows Features. Every time you run Sandbox, it runs a brand-new clean Windows that works in
an isolated environment. This clean environment doesnt require any setup, it is available
immediately. A sandbox is temporary. When it's closed, all the software and files and the state are
deleted.

Note that some software installations cannot be installed in Windows Sandbox, because Sandbox
environment has some limitations comparing with the regular environment. If repackaged software
fails to deploy in Sandbox, you can monitor it on a virtual machine.

Use a Virtual Machine for Monitoring

Using a virtual machine (VM) allows you to create a reusable clean environment for monitoring. A
virtual machine can run a regular Windows environment that doesn’t have any limitations of Windows
Sandbox, so it's recommended to use a virtual machine (VM) for monitoring. When you use a VM, it
is possible to create a snapshot of the machine and return to the same state repeatedly. To follow
the repackaging best practices, you should create a VM, set up a clean environment there as
explained above and make a snapshot of the clean VM state.

One-time VM Setup: N Clean VM Maonitoring N Modified

r r
Install Windows Snapshot VM

Disable Windows Update

Disable antivirus
Make a VM snapshot

Revert VI

Every time you need to perform monitoring, you should revert the VM to the snapshot with the clean
state. The VM revert works quickly and allows you to use a clean environment for every repackaging
operation.

7y To optimize the monitoring process, it’s recommended to use “online” snapshots. These
2 snapshots are with running Windows and logged-on user, so you don't have to start
Windows on the VM and to log in manually every time you need to repackage an installation.

Depending on the used edition of EMCO MSI Package Builder and the monitoring environment
selected in the program, there are different approaches to configuring and using a VM.

e Use a VM for monitoring to monitor on the local machine. Configure the VM as explained above
and install EMCO MSI Package Builder on the same VM to perform monitoring locally. In this
case, you should run EMCO MSI Package Builder on the VM, perform repackaging and revert the
VM to the clean state after repackaging. This is the only option available in the Professional
edition of the program. In the Enterprise and Architect editions of the program it can be
selected as the Monitor on This Computer option.
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e When you select the Monitor on an Existing Virtual Machine option (available in the
Enterprise and Architect editions of the program), a VM is connected remotely by the program
to perform monitoring. You can configure the VM as explained above and run EMCO MSI Package
Builder on your machine and use the VM for monitoring.

You can benefit from the repackaging automation using the Monitor on an Existing Virtual
Machine option available in the Enterprise and Architect editions of the program. In this
case, the program automatically maintains the clean state of the VM. You can learn more
about all advantages of this approach in the Selecting the Monitoring Environment chapter.

How to Perform Repackaging If You Don’t Have a Virtual Machine or
Sandbox

Using a clean environment for repackaging is important to get correct repackaging results. The
repackaging process can be simplified when you use a VM, because you can quickly and easily
restore the clean VM state utilizing VM snapshots. Alternatively you can use Windows Sandbox that
runs an isolated clean machine and doesn’t require any setup. If you plan to perform repackaging
regularly, it's strongly recommended to consider creating a VM.

If for some reason you cannot use a VM or Sandbox, you need to follow the repackaging best
practices listed in the next section, as well as some additional steps, namely:

e Close all running applications and processes. You should close all running applications and
processes except EMCO MSI Package Builder before you start repackaging since they are not
related to the repackaged installation and may cause changes that will appear in the
repackaging results.

¢ Uninstall the monitored application. If an installation you need to repackage is already
installed, uninstall it with all its components and dependencies.

Note that even if these recommendations are complied with, the monitoring results may not be as
precise as those produced in a clean environment.

Repackaging Best Practices

When repackaging installations, you should always keep in mind that it is strongly advised:

e Use a clean environment. It's important to use a clean environment for repackaging to
prevent the appearance of any unwanted changes in the repackaging results. Use a VM for
repackaging and create a clean repackaging environment as explained above.

¢ Monitor and deploy on the same platform. When you deploy the same installation on
different platforms (x86 and x64), it can create different resources, so you should monitor the
installation on the same platform and, preferably, under the same OS that will be used for
deployment of the package to be generated. If you need to deploy an installation on both the
x86 and x64 platforms, you should create two separate packages for these platforms.
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¢ Prevent an auto-start of the repackaged application after its installation. When you use
the Capture Installations option for monitoring, EMCO MSI Package Builder automatically starts
monitoring before running the repackaged installation and stops monitoring when the installation
is finished. Some installations prompt you to run the installed application as the final step of the
deployment, which prevents EMCO MSI Package Builder from detecting the end of the
installation and stopping the monitoring process at the right place automatically. You have to
skip running the installed application in the course of the installation process. If the application
starts automatically after the installation, just close it to notify EMCO MSI Package Builder of
the end of the installation process.

e Skip reboots. If the monitored installation requires a reboot, you should stop monitoring and
generate a deployment package before rebooting.

Usually, repackaging problems are caused by non-compliance with one or more of the best practice
recommendations, so if you get a deployment package that does not work properly, make sure you
use a clean environment for repackaging and follow other best practices.
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Demo: Repackage EXE to MSI Using Monitoring

Repackaging of existing non-silent EXE installations into silent MSI packages is one of the main
features of EMCO MSI Package Builder, so let's see how to use it. Let's assume we need to

distribute Open Office across our entire network. When you run the Open Office installation, it

requires that you select the installation options and the packages to be deployed. You cannot use
the original installation for remote deployment because it is not silent. To prepare the installation for
remote deployment, we can repackage it into a silent MSI package using EMCO MSI Package Builder.

In this demo, we only need to repackage an Open Office installation without any pre- and post-

install customization, so, as you learned in the Overview of the MSI Creation Methods chapter, we
can use the Capture Installations option for repackaging and follow the steps below.

Step 1. Open the Repackage Installation wizard

The Repackage Installation wizard is automatically opened when you start EMCO MSI Package
Builder. If you do not see it on the screen, press the Repackage Installation button on the Home
tab in the Ribbon. When the wizard is started, read the welcome information and press the Next
button.

Step 2. Select the Monitoring option

The wizard allows you to repackage an installation using either monitoring or wrapping. To repackage
a non-silent installation into an MSI package, select the Monitoring option and press the Next
button

Repackage Installation Wizard W
Repackaging Method i 1
Select whether you would like to moniter changes performed by the existing mstallations or to wrap

the exasting installations inte an MSI package. L

®) Monitoring (generate M5, App-V or MDY AppX packages)

Create a package by captuning the file systenn and registry changes performed by the existing

iy, Installations. Select this option to repackage any type of executable installations, except for installations
that deploy Windows systern components. Alse, use this option if you want to capture the system
changes and generate a package reproducing those changes.

Wrapping (generate MSI packages)
Create 3 package in the M3l format by wrapping existing installations. Select this option to repackage
installations that deploy Windows system components if they support silent deployment and you know
hew to configure themn to be deployed silently.

Learn more abouyt the répackaging methods

LEULIL - L LU RILALLL

< Back Mext> | Cancel

Pic 1. Select the repackaging method
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Step 3. Select the Monitor on This Computer option

The program allows monitoring an installation on the local machine, in Windows Sandbox or on a
virtual machine. In this demo, we will perform repackaging on the local machine, so select the
Monitor on This Computer option. You can learn how to monitor in Windows Sandbox or on a
virtual machine in the Selecting the monitoring environment chapter.

Repackage Installation Wizard .

Menitaring Environment ]
Select whether you would like to moniter the installation and capture installation changes on this i ﬁ
computer or use an existing virtual machine.

@) Monitor on This Computer
o | This option allows you to launch the installation to be repackaged and capture the changes performed
A= by this installation on your local machine.
Meoniter in Windows Sandbox
% This cpticn allows you to capture installation changes in a Windows Sandbox environment, which
represents a brand-new isolated installation of your current 05,
Menitor en an Existing Virtual Machine

= This opticn allows you to capture installation changes on an existing virtual machine. The program
supports repackaging on Viiware, Hyper-V and VirtualBox virtual machines. Select an existing Vi
prefile or create a new one for the virtual machine to be used for repackaging.

1L
VM Prafile: |<Select VM Profilex

_|_ SAMM MOre abo |=|t monitoring emvironme n:_

< Back | Mext » Finish Cancel

Pic 2. Select monitoring environment
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Step 4. Select the Capture Installations option

As you learned in the Overview of the MSI Creation Methods chapter, you can convert a non-silent
EXE into a silent MSI package using the Capture Installations option, so select this option in the
displayed dialog <"1, In this case, the program will automatically stop the monitoring and
generate an MSI once the monitored installation is completed. Press the Next button to proceed to
the next step.

Repackage Installation Wizard 5

Capturing Type
Select whether you would like to repackage existing installations or to capture any system changes
and get an output package reproducing the captured changes.

®) Capture Installations

p== This opticn allows you to repackage one or multiple installations. The program starts monitoring and
runs the specified installations to being captured. Upon completion of the installations, the ronitoring
is stopped automatically and the program generates an output package.

Capture System Changes

—7 This option allows you to capture system changes and generate an output package reproducing those

|__'h{ changes. The program starts monitening, and you need to make the changes to be captured. When all
the changes have been made, you should stop monitoring manually, and then an output package will
be generated.

Learn more abaut the capturing bypes

< Back Finish Cancel

Pic 3. Select the capturing type
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Step 5. Check the repackaging best practices

The repackaging results depend on the environment where such repacking is preformed, so the
wizard shows you a brief summary of the repackaging best practices. You can find more details on
this topic in the Overview of the Repackaging Best Practices chapter. Make sure you perform
repackaging in a clean environment and follow other recommendations, then press the Next button.

Step 6. Prepare the computer for monitoring

The program automatically checks the computer for potential monitoring problems and displays the
discovered issues . The program checks the status of the Windows services, such as
Windows Update and Windows Search, detects if the antivirus is disabled and determines the list of
running applications. All those services and applications may introduce unnecessary changes to the
package being created. If any issues are detected, you need to follow the displayed instructions. To
resolve the environment issues automatically, select the displayed items and click the Fix Issues
button. Once all the issues have been resolved, you can proceed to the next step.

Repackage Installation Wizard W

Prepare Computer for Monitoring I
All system changes made on this computer will be captured to generate 3 package. Seme items _.l
detected on this computer may intreduce unnecessary changes to the package being créated. i

Menitoring Environment lssues Fix lssues 7 B B B

~ Addtional Preparations
MSI Package Builder Monitoring Modules Installed
The monitoring modules must be installed to run repackaging

~ Active Antivirus Software
wWindows Defender Antivirus Bctrve

~ Running Applcations
Adobe Photoshop 2021 Running
We recommend to close this application since it may affect the monitoring results

Help & Manual Running

prépare this computer f

< Back Mext » Finish Cancel

Pic 4. Monitoring environment issues
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Step 7. Select the installation file

At this step, we need to specify the path to the original installation file to be monitored, so select
the path to the downloaded Open Office installation. Once the path to the installation file is
specified, you are prompted to enter the installation parameters. The parameters are optional and
should be specified only if you need to run the monitored installation in a special way. In our case,
we can leave the parameters empty and press the OK button to confirm the installation
configuration. As you can see, the wizard allows you to specify multiple installations to be
monitored, so the installations will be executed one-by-one and will be repackaged into a single MSI
package. We need to create an MSI for the Open Office installation only, so we can press the Next
button

Repackage Installation Wizard .
Configure Installations for Repackaging .,.a'__]_
Specify the name for the project to be created, provide a set of installations to be monitored and = &
define the installations order. =
Project Mame: (Open Office 4-1 -1| |
Installations " Add Installaticn Edit Installation
= Installation Path Parameters
1 D\ InstallEXE\Apache_ OpenOffice_4-1-1_Win_x86_install_en-US....
< Back Mext = Finish Cancel

Pic 5. Specify the installation to be repackaged
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Step 8. Select an output package format

The program enables generating an output package in different formats, such as MSI, App-V and
MSIX. Additionally, it offers the capability to capture changes with no package generation. For our
purposes, we will generate an MSI package, so select the MSI Package option Pic 6}

Repackage Installation Wizard 2w

Qutput Package Format
Select the format of the cutput packege to be generated. Some formats may have functionality or OQ
Windows compatibility limitations, so select the format that mests your requirements.

®) M3l Package
This format supports all the packaging features and provides the best compatibility with Windows
3 environments and deployment tools.
App-V Package

by This format is compatible with Windows environments ready for App-V (Microsoft Application
# Virtualization) and may include features supported by App-V.

MSIX AppX Package

M This format is compatible with modem Windows environments and distribution tocls designed to
deploy M5/ AppX. It may include features supparted by M5 Appi.

Skip Package Generation

Select this option if you need to monitor changes only and skip package generation upon completing
the monitoring.

< Back Finish Cancel

Pic 6. Output package format
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Step 9. Specify the MSI properties

The wizard prompts you to select the output package type, so select MSI. Also, you need to
specify the properties of the MSI package to be generated as a result of the repackaging, so you
should enter the MSI path. In this dialog, you should also specify the required Manufacturer name,
SO you can enter your company name, for example. All other information, such as Product Name,
Version and Icon is extracted automatically from the original installation, and you can edit it, if
required . You can also manage other options in this dialog, but for most of the installations,
including this one, the default options are optimal, so you do not need to change them. You can
learn more about the options in this dialog in the Creating an MSI Package chapter. Once you have
specified the required settings in the dialog, you can press the Finish button.

Repackage Installation Wizard %
MSI Package Properties

Provide a path to the MSI package being created, specify the package metadata and configure the =
M5l package deployment settings, "ﬂ

General | Identification & Upgrade | Digital Signature  Install Options | Support Information | Summary Info

WS Path: AmanOpen Office 4-1-1\0pen Office 4-1-1.msi

Product Mame: (Open Office 4-1-1 Platform: Auto -

Manufacturer: [Mlex Delorian - | lean:

Language: English (United States) = | Version: [1.0.0.0 @

@) Install M5l to Current User Show in Windows Programs and Features:
Mon-Elevated Installation The created MSI package only

Install M5l to All Users

Smart All Users Mode

Restart Mode:

Restart the computer only if necessary -
Learn more about the MSI instatlation contest

< Back Mext » Finish Cancel

Pic 7. Specify the MSI properties
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Step 10. Follow the installation steps

As you can see, the wizard has been closed and the specified original installation has been started.
It means that monitoring is in progress now, and you need to follow the steps of the original
installation. You can select the required installation options and, as a result, the original installation
will create corresponding files and registry keys that are monitored by the program. Once the
installation is completed, EMCO MSI Package Builder will automatically stop the monitoring and
generate an MSI package. Note that if the installation prompts you to run the installed application,
you should skip this step to let EMCO MSI Package Builder detect that the installation has been
completed. If the application starts automatically after the installation, just close it to notify EMCO
MSI Package Builder about the end of the installation process.

Step 11. Get the generated MSI package

Once the installation is completed, you can return to EMCO MSI Package Builder that should
automatically start generating an MSI package using the capturing results. Depending on the
captured data size, the generation process may take some time. Once the generation is completed,
you can see the generated MSI package in Windows Explorer.

EMCO M3 Package Builder Architect

Home Project View Program
% o I HLMERXEE » G
= 1 Al g = =
Repackage Project Create M5 Create App-V  Create MSIUAppX Mew Open Close Close Rename Delete Import  Export Start Manage
Installation  Setup Package Package Package All Menitoring  ¥M Profiles
Wizards Build Project Managernent Capture  Vitualization ~
187 Projects el s Manage i — o *
'"i' :-E: Prn.if_f-':':-:'alt.il_?:”.__ “ Home Share Viiew Application Toals a
[L” ] . —'l oh Cut I x _I ) Mew item = 7 Blopen - FHsetecan
o Eﬂ Open Office : L w= Copy path # - T | Easy antess = - Edit Select none
A [Version: 4.1.1 | Fin itk Copy Faste N Move Copy  Delete Rename  Mew Properties
. [#] Paste shomeut  gaw  pow - Tolder - & Histery (7 Invent selection
Clipboard Organize Hew Open Select
&« L » ThisPC » Local Disk (C:) » mu w & Searchmsi o
o Quick access
~ B8 This A :@ r‘
» o 30 Objects
» H Desktop Adobe Reader OpenOffice.msi
> |5 Decuments Mmsi
» b Downloads
3 J1 Music
v = Pictures
v B Videos
3 i Leeal Disk (C:)
b Wtk (D)
= Work (D)
)
=
& e Network
=
=)
o
Log 4 Opesations I
2itens 1 itern sebected 255 ME i~
Done B “H

Pic 8. Getting the generated MSI
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If you use an evaluation version of EMCO MSI Package Builder to generate an MSI, you get a trial
MSI package with a few limitations. The generated package can be deployed during 30 days only
and after deployment is displayed in Windows Programs and Features with the evaluation mark.
These limitations do not influence the functionality of the repackaged application, so you can test it
to make sure it works as expected. You can learn how to test MSI packages in the MSI Packages
Testing and Troubleshooting chapter.

When generation of an MSI package is finished, EMCO MSI Package Builder automatically opens the
MSI project, so you can review its content and customize it, if required. You can see the file
system, registry and other resources captured during repackaging, modify them and add new
resources to generate a new custom MSI package using the data stored in the MSI project. Besides,
you can add custom pre- and post-install actions to be executed before and after the MSI
deployment. You can learn how to use those features in the Installation Project Editing and
Customizing chapter.

Demo: Create Customized Installations Using Monitoring

In some cases, you may need not only to repackage a non-silent installation but also to customize it
after installation to apply a license code or change the installed application settings and to get a
deployment package that includes the installation and its customization.

As you may have learned in the Overview of the MSI Creation Methods chapter, you can repackage
such installations using the Capture System Changes option of repackaging. It allows you not only
to monitor an installation but also to monitor any changes performed in Windows and create a
deployment package reproducing those changes. This very powerful feature of EMCO MSI Package
Builder allows you to create any type of installation quickly and easily. Let's have a look at some
examples of how you can use it.

Create a Customized Firefox Installation

Let’s suppose we need to distribute Firefox across a local network. The standard Firefox installation
doesn't work silently, so we need to repackage it into an MSI. An additional requirement here is that
the Firefox installation should show our company home page at start and should have certain
changed proxy settings. Those changes can be applied in Firefox options after installation, so we
need to monitor the installation and application customization steps to create the required MSI.
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Step 1. Open the Repackage Installation wizard

As the first step, you need to open the Repackage Installation wizard. If it isn't opened
automatically, press the Repackage Installation button in the Home Ribbon page, read the
welcome information and press the Next button.

Step 2. Select the Monitoring option

We are going to use installation monitoring, so select the corresponding option and press the Next
button to proceed

Repackage Installation Wizard 0,
Repackaging Method - :';
Select whether you would like to moniter changes performed by the existing installations or to wrap ri

the existing installations inte an MSI package.

o

®) Menitering (generate M3|, App-V or MSLL AppX packages)

Create a package by captunng the file systern and registry changes performed by the existing

b4, installations. Select this option to repackage any type of executable installations, except for installations
that deploy Windows systemn components. Also, use this option if you want to capture the system
changes and generate a package reproducing those changes.

Wrapping (generate M3 packages)

& Create a package in the M3l format by wrapping existing inctallations. Select this option to repackage
1Y installations that deploy Windows systerm components if they support silent deployment and you knew
how to configure them to be deployed silanthy.

Learn more about the repacksgeng methods

< Back Finish Cancel

Pic 1. Select the repackaging method
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Step 3. Select the Monitor on This Computer option

The program allows performing repackaging on the local computer, in Windows Sandbox or on an
existing virtual machine. In this tutorial, we will repackage an installation on the local computer, so
select the Monitor on This Computer option and proceed to the next step. To learn how to
repackage an installation in Windows Sandbox or an existing virtual machine, refer to the Selecting
monitoring environment chapter.

Repackage Installation Wizard x

Monitoring Environment JR—
Select whether you would ke to moniter the installstion and capture installation changes on this i ﬁ
computer or use an existing virtual machine.

®) Monitor on This Computer

o | This option allows you to launch the installation to be repackaged and capture the changes performed
¥a= by this installation on your local machine.

Menitor in Windows Sandbox

M. This opticn allows you to capture installation changes in a Windows Sandbox environment, which
represents a brand-new isolated installation of your current O5.

Meniter en an Existing Virtual Machine

= This opticn allows you to capture installation changes on an existing virtual machine. The program
supports repackaging on Viiware, Hyper=V and VirtualBox virtual machines. Select an existing VM
prefile or create a new one for the virtual machine to be used for repackaging.

VM Praofile: |<Select VM Profilex

Learn more about monitoring envirgnment

< Back | Mext> | Finish Cancel

Pic 2. Select monitoring environment
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Step 4. Select the Capture System Changes option

We need to monitor not only the Firefox installation but also the post-install customization, so we
cannot rely on automatic monitoring stopping, that is provided by EMCO MSI Package Builder for
installations repackaging. As you learned in the Overview of MSI Creation Methods chapter, we need

to use Capture System Changes to stop monitoring manually, so select the corresponding option
and press the Next button "= 1,

Repackage Installation Wizard .

Capturing Type
Select whether you would like to repackage existing installations or to capture any system changes
and get an output package reproducing the captured changes.

Capture Installations

u'—:?"“ This epticn allows you to repackage one or multiple installations. The program starts monitoring and
==y runs the specified installations to being captured. Upon completion of the installations, the monitering
is stopped automatically and the program generates an cutput package.

(®) |Capture System Changes|
- This epticn allows you to capture system changes and generate an cutput package reproducing those
[ ‘% changes. The program starts monitoring, and you need to make the changes to be captured. When all

the changes have been made, you should stop menitonng manually, and then an output package will
be generated.

Léarn more about the captuiing typeés

< Back Mext » Finish Cancel

Pic 3. Select the capturing type
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Step 5. Check the repackaging best practices

When you use monitoring, you need to follow the repackaging best practices to get accurate
repackaging results. Review the recommendations displayed by the wizard, make sure that you
perform repackaging in a clean environment and follow other best practices, and then press the
Next button. You can learn more about this topic in the Overview of Repackaging Best Practices
chapter.

Step 6. Prepare the computer for monitoring

The program automatically checks the computer for potential monitoring problems and displays the
discovered issues . The program checks the status of the Windows services, such as
Windows Update and Windows Search, detects if the antivirus is disabled and determines the list of
running applications. All those services and applications may introduce unnecessary changes to the
package being created. If any issues are detected, you need to follow the displayed instructions. To
resolve the environment issues automatically, select the displayed items and click the Fix Issues
button. Once all the issues have been resolved, you can proceed to the next step.

Repackage Installation Wizard W

Prepare Computer for Monitoring PR
All system changes made on this computer will be captured to generate a package. Some items _J'l'
detected on this computer may introduce unnecessary changes to the package being created. -

Monitoring Environment lssues Fix lssues 3, BE B F:

~ Addtional Preparations
M5I Package Builder Monitaring Modules Installed
The menitaring modules must be installed to run repackaging

~ Active Antivirus Software
wWindowt Defender Antivirus Active

e e the Windows Defender Antivirus software when perfarming monitoring. You

~ Running Applcations

Adebe Photoshep 2021 Running
We recommend to close this application since it may affect the monitoring results
Help & Manual Running
How to prepare thiz computer for monitoring?
< Back Mext > Finish Cancel

Pic 4. Monitoring environment issues
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Step 7. Specify the project name
EMCO MSI Package Builder will automatically create an installation project when the monitoring is
completed, so you need to enter the project name and press the Next button.

Step 8. Select an output package format
The program enables generating an output package in different formats. For our purposes, we will
generate an MSI package, so select the MSI Package option == 1,

Repackage Installation Wizard .

Qutput Package Format
Select the format of the output package to be generated. Some formats may have functionality or OQ
Windows compatibility limitations, so select the format that meets your requirements.

@) M5l Package

1 This formiat supports all the packaging features and provides the best compatibility with Windows
: environments and deployment tools.

App-V Package

P This format is compatible with Windows environments ready for App-V (Microscft Application
8 Virtualization) and may include features supported by App-V.

MSIX AppX Package

M This format is compatible with modem Windows environments and distribution tools designed to
deploy MEI AppX. It may include features supported by M3/ Appi.

Skip Package Generation

Select this option if you need to monitor changes only and skip package generation upon completing
the monitoring.

< Back Finish Cancel

Pic 5. Output package format
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Step 9. Specify the MSI properties

At this step, you need to select the output package type, so select MSI. Also, you need to specify
the properties of the MSI package to be generated. You need to specify the path to the MSI file
that will be generated automatically after the monitoring ends. You also need to specify Product

Name and Version that should be the same as in the repackaged Firefox installation. You can
enter your company name as Manufacturer and click on Icon to pick it from the Firefox installation

file . To learn more about the options in this dialog, refer to the Creating an MSI Package
chapter. Press the Finish button when you finish editing the MSI properties.

Repackage Installation Wizard X
MSI Package Properties

Previde a path to the MSI package being created, specify the package metadata and configure the =0
M5l package deployment settings, _0

General | Identification & Upgrade | Digital Signature  Install Options | Support Infarmation | Summary Info

MESI Path: Chman Firefon Firefox.misi
Product Name:  Firefox Platform: |Aute =
Manufacturer: |Alex Dclarmr‘ . leon:
i B crad
Language: English (Linited States) - Version: [1.0.0.0
#) Install MSI te Current User Shaw in Windaws Programs and Features:
Mon-Elevated Installation The crested MS package only
Install M5! to All Users Restart Mode:
Smart All Users Mode

Restart the computer only if necessary -
Learn more about the MSH instablation contexd

< Back et > Finish | Cancel

Pic 6. Specify the MSI properties
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Step 10. Follow the installation and customization steps

At this step, the monitoring is started, and any file system and registry changes are being captured.
Note that you haven't specified the Firefox installation in the wizard, so it won't be started
automatically, and you need to find the installation file in Windows Explorer and run it manually. You
need to follow the Firefox installation process until Firefox is installed. The difference from
installation repackaging lies in the fact that monitoring isn't stopped automatically when the
installation is completed, so you can apply the required customization. After Firefox is deployed, you

can run the Firefox application and specify your company website as the home page, then set the
required proxy settings in the program options.

Step 11. Stop the installation and get an MSI package

Now that all the Firefox installation and customization steps are finished, you can go back to EMCO
MSI Package Builder and press the Continue button to stop the monitoring . As you can see,
once the monitoring is stopped, EMCO MSI Package Builder generates an MSI package automatically,
and you can see it in the Windows Explorer.

Monitoring W

Maonitoring is in progress...

2% Press ‘Continue’ to proceed with the MSI package crestion once you've
ensured that the installation iz complete and all required changes have
been made.

Continue

Pic 7. Monitoring is in progress

After getting an MSI package, you need to test it before you can deploy it across a network. The
testing approach is explained in the Packages Testing and Troubleshooting chapter. If you generate
an MSI using the trial version of EMCO MSI Package Builder, you get a trial MSI package that can be
deployed during 30 days only and that displays a trial message in Windows Programs and Features
after the deployment. These limitations do not influence the functionality of the repackaged
application, so you can fully test it to make sure it works as expected.

As you can see, installation repackaging using the Capture System Changes option works
automatically and is identical to the Capture Installations option except for the requirement to run
the repackaged installation and stop the monitoring manually, but that allows you to repackage
installations that require customization.
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Create a Custom Font Installer

Using repackaging with the Capture System Changes option, you can easily get custom
installations for any software deployment or Windows administration task. For example, let's assume
that you need to distribute a font across your network, but you only have a font file. Of course, you
can create an installation from scratch manually using the visual editors of EMCO MSI Package
Builder, but in this case, you need to know a lot of technical details like the folder where the font
should be installed, how to register the font, etc. Using Capture System Changes, you can create
the required MSI automatically and let EMCO MSI Package Builder capture all the required changes
while you install the font manually. Let's see how it works.

Steps 1 - 9. Select the Capture System Changes option and configure the MSI properties
Every time you use system changes capturing, the initial steps are the same: you need to open the
Repackage Installation wizard, select the Capture System Changes option and make sure you
follow the repackaging best practices. You also need to specify the MSI properties and to use the
installation-specific properties such as the MSI path, Product Name and Version. You can see the
details steps 1 to 8 in the example above. In the dialog where you need to provide the MSI
properties, you should use the Always restart computer after the installation option for Restart
Mode. It is required to make the installed font visible in the system after the deployment.

Step 10. Install the font

Now that EMCO MSI Package Builder monitors all the changes, you can select the font file to be
installed in Windows Explorer and choose the option to install it from the context menu. Check the
Windows Control Panel > Fonts to make sure the font has been installed correctly.

Step 11. Stop the installation and get an MSI package

Once the font installation is finished, you can go back to EMCO MSI Package Builder and press the
Continue button to stop the installation and generate an MSI. As a result, the MSI generation is
started automatically, and you get an MSI package that installs the font.

Using this approach, you can create an MSI automatically for any system administration task. For
example, if you need to create an installation that deploys a set of files and registry keys. At Step
9, you can copy these files to the required target folders in Windows Explorer and create the
required registry keys in Registry Editor manually, and EMCO MSI Package Builder will create an MSI
that reproduces the captured changes.

Demo: Repackage Silent Installations Using Wrapping

As you learned in the Overview of the MSI Creation Methods chapter, you can use the wrapping
method to repackage specific installations that install Windows components and cannot be
repackaged using monitoring because it isn't possible to reproduce these installations by capturing
their changes.

When you wrap an installation, the original installation file is included into the wrapped MSI package
and is executed during the MSI deployment. Since the generated MSI package should be deployed
silently, the included installation should be configured to run silently as well, so you can use this
method if you know how to deploy an installation silently.

Let's see how to use wrapping. For example, we need to repackage a .NET Framework installation
that is a Windows component, so we cannot repackage it using monitoring.
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Step 1. Determine and test the silent installation parameters
Since we need to create a wrapping MSI package ready for silent deployment, we should ensure
that the included installation could be deployed silently. Using the Internet search, we can find out

that .NET Framework installation can be deployed silently if the installation file is executed with

specific parameters. Before generating an MSI package, we need to ensure that the silent
deployment of the original installation works as expected. Use a virtual machine with a clean

environment to test the silent installation of .NET Framework, which should be completed

automatically while you should not be prompted to select any installation settings. If the tested
installation can be deployed silently, you can proceed to the next step.

Step 2. Open the Repackage Installation wizard

Run EMCO MSI Package Builder. By default, you should see the opened Repackage Installation
wizard at the start of the program. If it doesn't open automatically, you may click the Repackage
Installation button on the Home Ribbon page. Once the wizard is launched, read the welcome
information and press the Next button.

Step 3. Select the Wrapping option
We are going to use installations wrapping, so select the Wrapping option in the wizard and press
the Next button to proceed to the next step

Repackage Installation Wizard W
Repackaging Method i 1
Select whether you would like to moniter changes performed by the existing mstallations or to wrap

the existing installations into an M5l package. L .

Menitaring (generate M5, App-V or MSLDU AppX packages)

Create a package by capturing the file system and registry changes performed by the existing

&, installations. Select this option to repackage any type of executable installations, except for installations
that deploy Windows system components. Alse, use this option f you want to capture the system
changes and generate a package reproducing those changes.

(@) Wrapping (generate MSI packages)
Create a package in the M3 format by wrapping existing installations. Select this option to repackage

installations that depley Windows systemn components if they support silent deployment and you know
how to configure them to be deployed silently.

Learn more abaut the répackaging methads

e "Lilt Btk

< Back Mext > Finish Cancel

Pic 1. Select the repackaging method
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Step 4. Specify the installation file and the installation options
You are prompted to enter the path to the installation. In the file picker dialog, specify the path to

the .NET Framework executable installation file. You should specify the installation options in the
New Wrapped Package dialog. You can change the package name to .NET Framework, if you
wish. In this dialog, you also need to specify the silent command-line parameters to be passed to
the installation . As we know, a .NET Framework installation can be deployed silently when

executed with the /q /norestart parameters, so enter them into the Parameters field and press
OK to close the dialog. Finally, press the Next button in the wizard to proceed to the next step.

MNew Weapped Package X

Wirapped Package Properties
Specify the installation package to be deployed together with the generated M3, define the package
narme and the parameters to be passed to the setup dunng the package deployment.

4 "

liMame |Mi:1ns¢rt MET Framewark 4.5

Setup File: |DAInstalNEXE\ dotMetFx45_Full_x86_x6d.exe
Parameters | Package Files

d “You must specify the parameters to be passed to the provided setup for performing a silent installation
andfor maintenance if you are going to deploy the generated MSI package silently. If the parameters are
not defined or are defined incorrectly, the deployment process will hang indefinitely waiting for the user
input.

Why is it important to supply installer command fine parameters?

Install Parameters

You can defing the pararneters to be passed to the installer during the M5 package installation, if required.
Parameters | /5 /vign
Check for install failure by the exit code  Success Exit Codes 0

Maintenance Parameters

You should define the command line to be used to pedform uninstall and repair if you would like this
installation to be repaired or uninstalled wsing the created M5I package.

Allow Repair Repair CMD Lime:

Allow Unminstall  Uninstall CMD Line:

QK Cancel

Pic 2. Configure the .NET Framework installation options
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Step 5. Specify the MSI properties

You should enter the path to the MSI package to be generated. You also need to enter the
Manufacturer name and change other options, if required . Press the Finish button to start
the MSI generation.

Repackage Installation Wizard .
MSI Package Properties

Previde a path to the MSI package being created, specify the package metadata and configure the ol
MS| package deployment settings. _ﬂ

General | Identification & Upgrade | Digital Signature | Install Options | Support Information | Summary Info

MESI Path: Chmanblicrosoft NET Framewaork 4.5 Microsoft MNET Framework 4.5 misi
Product Mame [Microsoft MET Framework 4.5 Platform: =64 =
Manufacturer: |Alex Deloran . | leon: %
e

Language: English (Uinited States) * Version: [4.5.50709.17929 -
&) Install MSI te Current User Shaw in Windews Programs and Features:

Install MSIto All Users The created MSI package onlby

Smart All Users Mode Restart Mode:

earn more about the MSI instailation conted

Do not restart the computer after installation -

< Back Mext > Fimish Cancel

Pic 3. Specify the MSI generation options

Step 6. Get the MSI package

EMCO MSI Package Builder generates an MSI package that wraps the specified silent installations
and deploys them when you deploy the MSI. You can see the generated package in Windows
Explorer that opens after an MSI is generated.

You need to test the generated MSI package before you can deploy it across a network to make
sure it works as expected. Follow the testing recommendations provided in the MSI Packages
Testing and Troubleshooting chapter.

If you use the trial version of EMCO MSI Package Builder, the generated MSI has trial limitations, i.e.

it can be deployed during 30 days only, and its entry displayed in Windows Programs and Features
includes the trial mark after the installation.

Using wrapping, you can also create an MSI package that deploys multiple installations. The
wrapped package may include both EXE and MSI installations, the only requirement for wrapping
being the ability to support silent deployment.
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Installation Project Editing and Customizing

Regardless of the repackaging method you use to create a deployment package, you can see that
the main screen of EMCO MSI Package Builder changes when the package generation is finished.
EMCO MSI Package Builder automatically creates an installation project when you use installation
monitoring and wrapping and opens such a project after the deployment package is generated, so
you can review and edit it. The projects are created in the program's storage, and you can open
and edit them anytime. You can apply custom changes through the visual editors and generate a
modified deployment package.

In most cases, you don't need to review and edit installation projects because you get deployment
packages at the end of the Repackage Installation wizard, but you can get access to the
advanced features if you know how to edit and customize installation projects. Let's see how it
works in practice.

Review and Modify Project Properties

After the generation of a deployment package is complete, the program automatically opens the
Projects view, and the newly created installation project is added to the Projects tree for editing.
Upon addition, a project appears as a root node in the Projects tree, with its sub-elements
representing the file system, registry, and other modifications included in the project. If you select
the root node of a project in the Projects tree, you can see the project properties on the right of
the screen. Those are the properties you specified in the Repackage Installation wizard

EMCO M5! Package Builder Aschitect

Home  Project  View  Program

a3 o I ¥ BELUERERXEEF P T
Repackage Project  CreateMS! Create App-V  Creste MSUUAppX  Mew Open  Close Close  Rename Delete  Import  Export Start Manage
Installation  Setup Package Package Package all Monitaring VM Profiles
Wizards Build Project Managerment Captisne Virtualzation -
|| Projects Praject Build Properties

}| | i) Projucts Storage F3} General ~
e tcts in the = General - Product Details

En -
— 77l Adobe Reader 11 | Product Details
L"‘ Version: 11.0.3.37 | " Preduct Name: | Adobe Reader Platform: x5 =
i Fie System Dugrtal Signature
61 ¢ : Manufacturer: | Alex Delonsn = o
Preduct Suppot Infarmation ﬂ
ﬁ Req . Language: English (United States) - Version: | 11.0.3.37
.JJ',- Ernvirorment Variables
) T msi ~
q:‘ Services o
=

Assambles General Properties
Identification & Upgrade
Install Options

Surmmary Infe

0 Appv ~

General Properties
Install QOptians

Intermal Package Info

B IV e ~

“ | Projects

Log 4 UOpesations

Done Clipboard: <Empty>

Pic 1. Editing the project properties
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If you made a mistake when creating a deployment package and specified, for example, a wrong
Product Name or Version, you can edit them in the project settings and press the Create MSI
Package, Create App-V Package or Create MSIX/AppX Package button on the Ribbon to
generate a new package with the modified properties.

Configure an MSI to Update Another MSI

You can configure an MSI package to be installed as an update for an older version of the same
product installed as another MSI package. Windows Installer supports updates automatically; so if it
detects that you install an update, it uninstalls the old MSI package and then installs the new one.

To configure an MSI to be deployed as an update, you only need to modify the MSI package
properties. First, you need to modify the properties displayed in the Identification and Upgrade
section. Enable the Allow an installation upgrade option and specify the same Upgrade GUID as
the one used in the MSI you wish to update. You also need to update the Version number to
ensure that the new MSI has a higher version number than the old one. Learn more about the
technical requirements for an upgrade in the How should I configure the repackaged installations to
support an upgrade? chapter.

Digitally Sign MSI Packages

MSI packages apply Windows changes on deployment, so Windows Installer requires that they
should be run under an account with administrative permissions The Windows UAC automatically
checks the validity of digital signatures when software is executed with administrative permissions.
By default, MSI packages generated by EMCO MSI Package Builder aren't digitally signed, so you can
see the signature warning in the Windows UAC when you deploy such MSI packages manually. If you
need to deploy the generated MSI packages remotely, note that such deployment tools as Microsoft
SCCM don't deploy unsigned MSI packages.

EMCO MSI Package Builder allows signing MSI packages if you have a digital code-signing certificate
and specify it in the program Preferences dialog. You can enable and disable digital signing of the
generated MSI packages by configuring the corresponding options in the Digital Signature section
of the MSI package properties. You can learn more about digital MSI singing in the Signing Packages
chapter.
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Review and Edit Changes

Under the project node in the Projects tree, you can find the list of changes applied by the
installation. These changes are grouped by types and are displayed as separate nodes in a tree, so
you can see File System, Registry, Assembles, etc. If you select a node, on the right you can
see a specific editor for the corresponding type of resources and can use it to review and modify
the changes . You can learn how to use every available editor in the Installation Projects

chapter, but here you can get a quick overview of the available features.

File System Tools EMCO M5! Package Buslder Aschitect
Home  Project  View  Program File System
% BEE R /XD LEE =l
o | ] [t ! v - e = I
System  Drve Folder  Sync File  Shortcut Edit  Delete Copy Move Folder  File Roll Rell  Unroll Tree  Flat
Folder Folder To Al Al
Mew Managerrent Impart Systern Folders Presentation -
A Projects File System
"‘"{ :‘-,__: Projects Storage & CommonPregramMenuFolder Mame Size Attributes
B (EEE 21 projects nthe sto B ProgramFilesFolder L AR
[ v [} Adobe -
&t [[5] Adabe Reader 11 - H 11 4 Browse
" ersion: 11.0.3.3 + Reader 110 b IDTemplates
....... Esl :
X ':Rﬂd" J 4 Javascripts
i s o — 4 Legal
* e Resource N
* 3 Setup Files - Al
> & SystemFolder . f:L;'mhd
> | WindowsFolder - SETVICES
> & WindewsValume 4 Tracker
4 A0l L
4 ACE.dIl

| 4 AcroBroker.exe
Agrofu32.dil

AeraTextExtractor.exe
4 AdobeResder.Dependencies. manifest

4 AdobeCollabSyne exe

4 AdobeLinguistic.dll

4 adoberfp.dil
Ju] 4 AdobeXMP.dil
bl 4 AGMLIl
=) 2 AGMAGDLINRtR ini
0 ProgramFilesFoldenrAdobe'\ Feader 11.00Reader
Log 4 UOpentions
Dene Cigbaard; <Empty> 4

Pic 2. Editing File System changes

If you select the File System node, for example, you can see the structure of folders on the left
and the modified files on the right. The resource icons shows the applied operation type, so you can
see the files that were created, modified or deleted. If you created an installation project
automatically using repackaging, you can notice that the file system paths are not absolute and
include so-called System Folders. This is required to make installations portable from one PC to
another, because different PCs may have different paths to standard Windows folders that store
applications, their data and so on. EMCO MSI Package Builder can convert an absolute path to
system folders automatically, so it's recommended that this conversion be performed if you edit a
project manually. You can learn more about System Folders in the System Folder Definition
Placeholders chapter.
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If you wish, you can switch the editor to the flat representation mode by clicking the Flat button on
the contextual Ribbon page. In this case, the changes are displayed as a grid and this grid is
grouped by default by the Creator values. This mode is helpful if the project was created using
monitoring, because it allows seeing the captured processes and the files they changed L If
you need to troubleshoot a problematic package, you can use this mode to find and delete the
changes performed by unrelated process monitored during the repackaging.

File System Tools

EMCO M3 Package Buslder Aschitect

Home  Project  View  Program File: System

Systern  Drve Falder File Rell Rell  Unrodl Tree Flat
Folder Al All

HNew Managerment Import Systern Folders Presentation -~

|| Projects File System
| |/ Projects Storage Path
g B8 31 projects in the storag
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Pic 3. File System changes grouped by processes that generated the changes

You can modify the set of file system and other resources using the actions available in the editor's
context menu and in the contextual Ribbon pages. If you need to review and modify other types of
changes, you can select the required node in the Projects tree and use the corresponding editors.

Define Custom Actions

EMCO MSI Package Builder allows you to configure a deployment package to execute custom actions
before and/or after the installation or uninstallation and to perform system configuration actions.
Such actions can be managed through a special editor displayed after selecting Custom Actions in
an installation project. You can configure a package to run any executable commands, scripts or

applications as pre and post actions. You can learn more about configuring custom actions in the
Using Custom Actions chapter.

Using EMCO MSI Package Builder, you can customize installations according to your needs. For
example, you can automatically create an installation project by monitoring the required actions and
then review and modify the project contents by adding additional resources or a configuration of
custom actions.
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Selecting the Monitoring Environment

When you follow the Repackage Installation wizard, you need to select where you would like to
monitor an installation and capture the installation changes: on the local computer, in Windows
Sandbox, or on an existing virtual machine

Repackage Installation Wizard W

Monitering Environment R

[

Select whether you would like to moniter the installation and capture installation changes on this f—
computer of use an existing virtual machine. .

# Monitor on This Computer

[# 1 Thisoption allows you to launch the installation to be repackaged and capture the changes performed

“Ea= by this installation on your local machine.
Maoniter in Windows Sandbox

w This option allows you to capture installation changes in a Windows Sandbox environment, which
represents a brand-new isclated installation of your current 05,

Meniter on an Existing Virtual Machine

=] This epticn allows you to capture installation changes on an existing virtual machine. The program
supports repackaging on Viiware, Hyper=V and VirtualBox virtual machines. Select an existing Vi
profile or create a new one for the virtual machine to be used for repackaging.

VM Profile: |<Select VN

< Back Finish Cancel

Pic 1. Selecting the monitoring environment

Monitoring on a virtual machine is a preferred option, so if you have virtual machines hosted on a
Hyper-V, VMware or VirtualBox server, you can select the option of monitoring an installation on an
existing virtual machine, which should be specified in the wizard. If a VM isn’t available, you can
monitor in Windows Sandbox or on the local computer.

Monitoring on the Local Computer

This is the default option that allows monitoring an installation on the same computer where EMCO
MSI Package Builder is running. To use it, ensure that the local computer is selected as your
monitoring environment and proceed to monitoring. Before starting monitoring, make sure you follow
the repackaging best practices and use a clean environment as explained in the Overview of
Repackaging Best Practices chapter.

o For successful repackaging, you need to use a clean environment and restore the clean

state every time you perform monitoring. When you monitor on the local computer, it is
required that you perform manual actions before or after repackaging to restore the clean
state of the monitoring environment. You can avoid this manual extra work if you use the
Monitor in Windows Sandbox or Monitor on an Existing Virtual Machine options.
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It's recommended to use existing virtual machines for repackaging, if possible. The advantages of
this approach are explained in the corresponding section below.

Monitoring in Windows Sandbox

Windows Sandbox is a feature available on the latest Windows versions starting from Windows 10
and above. Windows Sandbox allows you to run applications safely in isolated environment. Sandbox
runs a clean, brand-new Windows installation that is sandboxed and runs separately from the host
machine. All changes in sandbox are temporarily and are lost when sandbox is closed. These
features of Sandbox meet requirements of a clean repackaging environment explained in the
Overview of Repackaging Best Practices chapter, so you can use Windows Sandbox for monitoring.

Windows Sandbox doesn't require any setup or configuration. It is available out of the box on
modern Windows versions. To use it you just need to enable virtualization features on your hardware
and enable Sandbox it in Windows Features list. You can learn more about enabling Sandbox in the
Repackaging in Windows Sandbox chapter.

Using Sandbox is easier than using a virtual machine for repackaging because you dont need to
configure environment. Sandbox provides you with a clean environment each time when you run
Sandbox. Note that Sandbox environment isnt equal to the regular OS environment, so some
installations cannot be installed in Sandbox. If you need to repackage an installation that fails to
deploy in sandbox, it’s recommended to use a virtual machine to repackage this installation.

Monitoring on an Existing Virtual Machine

This option allows you to connect to a Hyper-V, VMware or VirtualBox virtual machine remotely and
use it for monitoring. In this case, virtual machines are used for monitoring only, but all other
operations, such as creation of installation projects, projects management and packages generation,
are performed on the local computer.

This approach is preferable to the traditional repackaging on the local computer for the following
reasons.

e You can switch among repackaging environments quickly and easily. You can install a single
copy of the program that can connect to different VMs hosted on Hyper-V, VMware and
VirtualBox servers to use them for monitoring. It allows you to have one local copy of EMCO MSI
Package Builder, and you don't need to install the program on every VM used for monitoring.

e Installation projects are stored on the computer where EMCO MSI Package Builder is installed. If
you revert a VM, your projects stay intact since they are stored on another machine. You don't
need to care about manual copying of projects from the VMs because the program automatically
copies projects into a central projects storage at the end of every repackaging.

e You can configure the program to restore a VM automatically to a snapshot with a clean state
at the end of repackaging. You don't need to restore VMs manually. If a VM has multiple
snapshots, you can configure the program to use a specific snapshot for repackaging.
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These features help to automate the repackaging process, so it is recommended to use monitoring
on an existing virtual machine if possible.

When the Monitor on an Existing Virtual Machine option is selected, you need to specify a VM to
be used for monitoring. All VM configurations are stored as VM profiles, so you can select the

required profile. If you don’t have profiles, you can click the |:| and open the VM Profiles Manager
to configure a new VM == 0,

Manage VM Profiles b4

i} o
= = -
s Do 3

Hyper-¥  VMware VirtualBex VM
Server Server Server Profile

Mew Manage

VM Profiles
v [l Hyper-V Servers Th IS PC
Bl 192168020

[l [his PC | Local Hyper-V server,
This element is predefined thus it cannot be modified.

b Ellj Vidware Servers
B 192188026 )
- 1;- 192.168.5.20 Check Server Connection Create VM Profile
5] Windows 10 i
T8 Windeows 7
Bl iz pC
w E! VirtualBox Servers
v [ 192.168.5.150
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£ mis pC

Local Hyper-V server requirements o

Enable remote access in Windows on the virtual machine configured in the VM profile.

= Use checkpoints of the standard type only.

Eefore starting monitoring, log in on the virtual machine with the user account specified in the VM profile.
If a checkpoint is selected in the WM profile, it's recommended to use an “online” checkpoint, i.e. the one
with turned on Windows and logged-on user.

= The account specified in the VM profile should have Local Administrator permissions in Windows on the
virtual machine.

The virtual machine can run Windows Vista SP2 or above 05,

Learn more about the technical requirgments

414 | Cancel

Pic 2. VM profiles configuration
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The program is able to work with Hyper-V, VMware and VirtualBox virtual machines hosted on the
local PC or on remote servers. To create a VM profile, you need to configure where the VM is
hosted. There are available default server configurations working on the local PC. If you need to
work with a remote server, you can configure it by specifying its host name, username and
password. Then you can create a VM profile by specifying the machine name, username, password

and the optional snapshot of the virtual machine

Mew VB Profile
VM Profile Properties

monitenng.

Profile Mame: 'Windows 10

Machine: Windows10

snapshet: < Cyrrent States

| Create a snapshot before operation

| Revart to the snapshot after operation

User Mame: Alex Delorian

Desenption:

Specify the virtual machine, cheose its snapshot and specify the user credentials to be used for

VM Server: [192.163.5.20

Encryption Password: | ="

F‘a-ss-.‘.-v;“rd' i ......... I

QK Cancel

I

-

X

9

Pic 3. VM profile configuration

After creating a VM profile, you can select it in the Repackage Installation wizard, so the program
will use the specified VM for monitoring. You can learn more about VM configuring and other topics in
the Repackaging on a Virtual Machine chapter. There you can find important information on the
technical requirements for virtual machines and servers that can be used by the program.
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How to Create an App-V Package

The Architect edition of the program allows generating packages in multiple formats, including App-
V. The App-V format is used by Microsoft Application Virtualization technology, so you can use the
program to convert installations into virtual applications for Microsoft App-V.

There are multiple ways to create virtual applications in the program. If you have an installation to
be converted into an App-V package, you can use installation monitoring in the same way as you
use it to create an MSI package. In this case, you need to open the Repackage Installation
Wizard and follow its steps. After selecting the Monitoring option in the wizard, you will be
prompted to choose the output package type. To create an App-V package, you need to select the
App-V option there . The next steps are the same as those for repackaging of installations
into MSI packages explained in the Demo: Repackage EXE to MSI Using Monitoring and Demo: Create
Customized Installations Using Monitoring chapters. The program starts monitoring to track changes
applied by the repackaged installation, and you get an App-V package instead of MSI in the end.

Repackage Installation Wizard b4

Quitput Package Format

Select the format of the cutput package to be generated. Some formats may have functionality or OQ
Windows compatibility limitations, so select the format that meets your requirements.

MSI Package
@ This fermiat supperts all the packaging features and provides the best compatibility with Windows
* 2 environments and deployment tools.
@} f;‘a.pp-'." F'acl-cage;
I*ﬁ?h, This format is compatible with Windows environments ready for App-¥ (Microsoft Application
L | Virtualization) and may include features supported by App-V.
MEIX/ AppX Package
e This format is compatible with medemn Windows environments and distnbution tocls designed to

deploy M5/ AppX. It may include features supported by M3I/Appi.

Skip Package Generation

T

://-. Select this option if you need to monitor changes only and skip package generation upon completing
4 the monitoning.

< Back Mext » Finish Cancel

Pic 1. Selecting the output format
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If you have previously repackaged an installation into an MSI and have a saved project, you can
open it in the program and click on Create App-V Package on the Ribbon to generate App-V from
the project contents. You don't need to repeat repackaging in this case, because the project
already includes the captured changes. It also works in the reverse direction: if you have created
an App-V package before, you can just open the project and generate MSI or MSIX/AppX packages.
An installation project stores all changes regardless of the output format, so you can generate MSI,
App-V and MSIX/AppX packages using the same project.

You can also create an App-V package manually. In this case, you should create a new empty
project and use File System, Registry and other editors in the program to add the required
resources into the project. Having the project ready, you can press the corresponding button on the
Ribbon to generate an App-V package.

When generating an App-V package, you get a set of files. Those files allow you to deliver an App-V
application from App-V Server to App-V Clients and to deploy an App-V package locally in the
standalone mode. The MSI file generated together with App-V allows you to install and uninstall the
virtualized application locally in the standalone mode.
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How to Create an MSIX Package

Using the Architect edition of the program, you can create MSIX/AppX packages and convert
existing installations into MSIX/AppX. MSIX is a new installation package format designed for
Windows 10. MSIX is a new and improved version of AppX that extends the features of AppX. AppX
was originally designed for distribution of UWP apps, so MSIX extends it to provide support for Win32
applications. The generated MSIX/AppX packages can be distributed through Windows Store,
installed by sideloading or distributed in local networks.

The contents and structure of an MSIX package are very similar to those of MSI, AppX and App-V
packages, so technically it is possible to use the same installation project to generate packages in
all these formats. It means that for creating MSIX/AppX packages you can use the same
approaches you use to create regular MSI packages: you can repackage an existing EXE installation
into MSIX/AppX, create installation contents manually using the editors, or, if you have an existing
installation project, use it to generate MSIX/AppX.

Installation repackaging works as described in the Demo: Repackage EXE to MSI Using Monitoring
and Demo: Create Customized Installations Using Monitoring chapters. You only need to select
MSIX/AppX as the output format in the Repackage Installation Wizard and set MSIX/AppX
options for the generated package, such as the target platform.

Repackage Installation Wizard b4

Qutput Package Format
Select the format of the cutput package to be generated. Some formats may have functionality or OQ
Windows compatibility limitations, so select the format that meets your requirements.

M5l Package
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e This format is compatible with medemn Windows environments and distnbution tocls designed to
deploy M5/ AppX. It may include features supported by M3/ Appi.
Skip Package Generation

*:/’( Select this option if you need to monitor changes only and skip package generation upon completing
S the monitoning.

< Back Mext » Finish Cancel

Pic 1. Selecting the output format

Copyright © 2001-2024 EMCO. All rights reserved. 52



EMCO MSI Package Builder 11 Getting Started

It's worth noting that MSIX/AppX packages can only be generated on PC running Windows 10 and
above. If you need to repackage installations into the MSIX/AppX format, you should run
repackaging on Windows 10 (or above). Depending on the selected target platform, the program will
automatically select the output package format. MSIX packages are generated only for target
platforms supporting MSIX. For earlier versions of Windows 10 that don't support MSIX, the program
generates AppX packages.

All MSIX/AppX packages must be digitally signed. So, if you have a digital certificate for code
signing, you can configure it in the program's preferences. Alternatively, you can use an auto-
generated self-signed certificate. Learn more about this topic in the Signing Packages chapter.

If you have previously repackaged an installation and there is an installation project available, or if
you have created a project manually, you can open it in the program and generate an MSIX/AppX
package by pressing the Create MSIX/AppX Package button on the Ribbon.
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Packages Testing and Troubleshooting

Once an installation package is generated, it needs to be thoroughly tested before being deployed
remotely across a network. You can test the package manually by deploying it on a virtual machine
with a fresh OS installation, or you can utilize the package testing features provided by the
program. The generated packages appear in the Packages view. You can access this view by
clicking the corresponding button on the vertical navigator located on the left side of the main
screen. This view enables you to test packages and log the installation results. To test a generated
package, follow the steps outlined below.

Step 1. Open the Packages view and initiate the test deployment

Click the Packages button on the navigator, located on the left side of the main screen, to open
the corresponding view. From the list of displayed packages, select the one you wish to test and
click the Test Deployment button found in the Actions group on the right side of the screen
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Pic 1. The Packages view
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Step 2. Choose the testing environment

In the dialog that appears, select the environment where you wish to test the package. Options
include deploying the package on the same computer the program is running, deploying in Windows
Sandbox, or deploying to a virtual machine. For accuracy, it'’s recommended to test in a clean
environment consistent with the best practices. Therefore, choose the Deploy on an Existing
Virtual Machine option and select an existing VM profile or create a new one.

Step 3. Choose the deployment test mode

During package testing, the program can verify the installation only, both installation and execution
of the installed program, or conduct a full test that includes installation, execution, and
uninstallation. For the purposes of this tutorial, a comprehensive assessment is required. Therefore,
select the Full option to thoroughly test all aspects of the package.

Step 4. Run the test
Click Finish to initiate the test. The program will then establish a connection to the selected test
environment, transfer the package, and perform deployment.

In the first testing phase, the package is deployed to the test environment. Deployment is
automated, and the program automatically detects and logs any errors that occur during this
process.

After deploying the package, MSI Package Builder will display a dialog box. In this box, you need to
confirm whether the deployed application functions correctly. To do so you need to manually run the
deployed application in the test environment to check its functionality. After testing, choose the
appropriate option in the dialog box to indicate if the application worked as expected. Include any
necessary comments. Finally, click Submit Run Results to proceed to uninstallation testing

Testing Package in Windeows Sandbox - w
Preparing Testing Finalizing
C m  The Adobe Reader S.msi’ package has been inctalled. Run the installed application
:T manually to ensure it operates a5 expected, and then submit your results alomg with
) | anycptional comments.

® ) The nstaled appicabion operates as expeched Submit Fun Results
The instaled application is not operating comrectly

Application verification was succoessful

Cancel

Pic 2. Submitting the application functionality testing results
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The program automatically performs the package uninstallation and detects and logs any errors that
occur during this process.

Step 5. Check test results

Once the test has finished, locate the new entry that displays the test results in the package's
Actions History. To examine the test outcomes and logs, click View Details. For each testing
phase, the results will be displayed. Any detected issues will be noted here. For detailed installation
and uninstallation logs created during the test, click the View Log link. For instance, you can
access the Install Log to review the detailed log generated by the MSI installation

Test Results b4

Deployment Test Results
Review the package deployment test results. Check the status of each testing step, and réview the generated logs.
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Pic 3. Package installation test results

If you encounter any issues during package testing, you can either edit the corresponding project to
address them or redo the repacking process.

Troubleshooting

Many problems can be resolved simply by using a clean environment for repackaging and following
the best practices explained in the Overview of the Repackaging Best Practices chapter. Below, you
can find a list of the most common MSI problems and recommendations on how to resolve them.
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A file is locked during MSI install

This problem usually happens when you don't use a clean environment for repackaging, and an
unrelated process, such as an antivirus running in the background during the repackaging, generated
a file change that is captured and included into the MSI. When you deploy the MSI, it tries to
modify the file, but the file is in use by the running antivirus, therefore the MSI deployment cannot
be finished. To resolve this problem, you need to repeat the repackaging using a clean environment
as suggested in the repackaging best practices.

A file is locked during MSI uninstall

This problem is similar to the one described above. An MSI includes a change initiated by an
unrelated application, which may be an antivirus, for example. When you deployed the MSI, the file
change is accepted, but when you try to uninstall the MSI, the file is locked by the antivirus. To
resolve this problem and uninstall the MSI, you need to close the program that locks the file and
then uninstall the MSI. In any case, the generated MSI is incorrect and you need to create a new
MSI using a clean environment for repackaging.

An MSI was installed successfully, but the installation does not appear in Windows Programs
and Features

By default, EMCO MSI Package Builder creates MSI packages that are deployed per user, so if you
didn't use any special options during the MSI deployment, the installation is visible for the current
user only, and if you switch to another user, you won't be able find it in the Windows Start menu
or in Programs and Features. To resolve this problem, you may provide special deployment options

for the msiexec utility to be deployed to all user accounts during the MSI deployment. Alternatively,

you may change the MSI project settings to use the All Users option instead of the Current User
option and generate a new MSI package.

An MSI upgrade doesn't remove the old version of the same application

Windows Installer uninstalls the previous version of MSI automatically if a new version is being
installed. Note that this only works for MSI packages, so you cannot rely on this feature if the
previous version of the application was installed by an EXE installer. Besides, to use this feature,
you need to properly configure the MSI version, Upgrade GUID and the installation scope as
explained in the How should I configure the repackaged installations to support an upgrade? chapter.

An MSI doesn't replace some files

When you deploy an MSI package, Windows Installer checks the file properties for every file to be
replaced. For files that contain version information in their properties, like DLL or EXE files, Windows
Installer compares the versions of the new file and the existing one and replaces the existing file
only if the new file version is greater than that of the existing one. This behavior is configured in the
Install Options section of the MSI properties, so you can change it to replace all files
unconditionally.

If you face a problem, first make sure that you follow all the repackaging best practices and repeat
the repackaging in a clean environment. If you still have questions after that, you can contact
support and provide information on the problem and the installation you try to repackage.
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Chapter 3: Program Interface Overview

EMCO MSI Package Builder is designed for creating, modifying, and testing installation packages. It
supports various formats, including MSI, App-V, and MSIX/AppX. The user interface grants access
to all necessary features for creation and editing packages in different formats. Key operations like
installation repackaging and package testing are automated. The program's graphical interface
wizards guide you through these complex tasks, so they can be performed quickly and easily. This
chapter explains the organization of the graphical interface and how to utilize the available views in
the program.

The program features a modern Ribbon-based interface . The Ribbon menu, located at the
top of the screen B, includes a few main tabs with the main items. Additional contextual tabs
appear on the Ribbon when using certain views and editors.
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Pic 1. The main program window
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Under the Ribbon the main area is located E. It includes one of the main views of the program. By
default, the Welcome view is presented, which lists recent projects that can be opened for editing.
This view also offers access to the program's primary actions, including repackaging and project
management. To navigate to other views, use the navigation bar on the left side of the main screen

If you select the Projects button on the navigation bar, the Projects view appears in the main
area. This view enables you to create new installation projects and edit existing ones to produce
output packages. Within this view you can review and edit content of a package to be generated
using the views and editors described in the following chapters.

When you click the Packages button on the navigation bar, the Packages view will be shown in
the main area. This view lists all the packages generated by the program, providing functionality for
package management and testing. Use this view to find generated packages, initiate test
deployments, and examine test results as well as package installation and uninstallation logs.

At the bottom of the main screen, you can find the Log and Operations views 0. The Log view
can be used to see all the events and error messages reported by the program. The Operations
view can be used to manage the running operations.

To configure the program settings, you can open the Preferences dialog by selecting the
corresponding option under the Application menu. The Preferences dialog allows you to configure
various settings on the program, such as user interface options, projects configuration, monitoring
filters and so on.

What's Inside

Welcome View
Projects View
Packages View
Log View
Operations View

Graphical User Interface features
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Welcome View

The Welcome view is displayed when you start the program . You can also open it by
clicking the corresponding button on the vertical navigator located on the left side of the main
screen. The Welcome view is intended to help you start working with MSI Package Builder.
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Pic 1. The Welcome view

The Open Recent section E¥ of the Welcome view contains links to recently used projects,
allowing you to open any of these projects for editing. The Get Help part B contains links to the
information that is useful to anyone who is new to MSI Package Builder and would like to know more
about the program. The central feature of the Welcome view is the Get Started section @ 1t
includes shortcuts for commonly used actions such as repackaging installations, managing projects,
and handling generated packages. You can use one of the actions available in the Repackage
section to start repackaging of an existing installation. As the result, the program opens a wizard
that will guide you through the repackaging process.
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Projects View

The Projects view is intended for the management of installation projects, allowing you to review,
edit, import projects into the program, and create new projects (SR Access this view by clicking
the corresponding button on the vertical navigator on the left side of the main screen, or by
selecting the Projects button on the View tab of the Ribbon.

Projects
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31 projects in the storage can updste the folder path. m
. Regular Project
Adabe Reader 11 Sorge Lucation
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m‘ . ] |i Adobe Reader 11 I Create a new project and save it to the projects storage.
L .
&, Printers . Adobe Reader 9 ol
ﬁ HNo entries Dpen the selected projec for editing.
\:‘Iﬁw:lwﬁrmal . Drives Export Project
0 endries N
Export the selected praject.
B B Frefox 4
No endries - Fonts Instalation Delete Project
Nested Packages Delete the stiected project from the projects starage.
No eniries . LibreOffice
S Bn Tookk
& entries anager 1o
[ ms1 Package Buider Shartcut
. MestedPackages
[ 5o nn

Pic 1. The Projects view
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On the left side of the view you can find the Projects tree EN that allows you to navigate through
the projects. When the program is started, no projects are open, and the only node visible in the
Projects tree is Projects Storage. Select this node to open the Project Storage view B on the
right side next to the tree to review all projects saved by the program. From here, you can choose a
project to edit. Additionally, project management actions are available to import a project into
storage, open an existing project for editing, or create a new project.

After creating a new project or opening one for editing, it will be displayed in the Projects tree. You
can open a single project or you can open multiple projects, which is particularly useful when you
need to transfer changes from one project to another. Each project encapsulates the changes that
a generated package will implement. The project is presented as a tree structure: the root node
represents the project properties which can be edited, and the child nodes represent various types
of changes, including the file system, registry, services, drivers, and more. Selecting a specific node
will open a dedicated editor on the right side of the screen, enabling you to review and modify the
changes of the selected type.

The Projects tree shows a list of currently opened projects. Distinct icons next to each project
denote its current status, providing at-a-glance information. These icons reveal if a project is in
process or if there are any processing issues. The icons used include:

- an MSI Package Builder project;
- an MSI Package Builder project is being operated;

&7 - an MSI Package Builder project containing errors that should be resolved before creating a
deployment package;

- an MSI Package Builder project based on monitoring results that is not prepared;
- an MSI Package Builder project based on monitoring results that is prepared;

- an MSI Package Builder project based on monitoring results that could not be fully prepared
(not all of required files were available during the prepare operation).

The Projects tree is the starting point for managing changes and creating a deployment package
based on existing projects. The actions for adding, editing and deleting projects and other
operations are available in the Projects tree pop-up menu and on Ribbon.

Functions Overview

Projects Management In the Projects view, you can create, rename, delete, open and close
MSI Package Builder projects. To perform these actions, you can either
use the pop-up menu of the Projects tree or the buttons from the
Project Management group on the Home Ribbon page. The actions for
creating a new project, opening existing projects and closing all projects
are available in the pop-up menu displayed on an empty selection of the
tree, and to edit, rename, delete and close specific projects, you should
first select those projects. Detailed information about the projects
management abilities is available in the Projects Management section of
this document.

Projects Preparation Within the Projects view, it is possible to prepare the projects created
on a basis of the monitoring results. The preparation steps consist of
copying the file system resources to the projects storage, repairing
missing links and rolling system folders. These actions are available in the
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pop-up menu of the tree and on the Project Ribbon page. To learn more
about preparing the projects, refer to the Projects Preparation section of
this document.

Capturing Changes From the Projects view, it is possible to capture changes to the
underlying operating system and create a project, containing the
performed changes. To start a new session of changes capturing use
either the Start Monitoring item from the pop-up menu displayed on an
empty selection of the tree, or the Start Monitoring button from the
Capture group on the Home Ribbon page. To stop the changes
capturing session, use the Stop Monitoring items. The capturing abilities
can be used for low-level repackaging and for simple monitoring of the
application activity.

Deployment Package You can easily create a deployment package containing the changes

Generation represented by any project displayed in the Projects tree. Just select
that project and choose the Create MSI Package, the Create App-V
Package or the Create MSIX/AppX Package item in the pop-up menu -
it is equivalent to using the corresponding buttons from the Builder group
on the Home Ribbon page. Detailed information on the deployment
package generation abilities is available in the Creating an MSI Package,
Creating an App-V Package and Creating an MSIX/AppX Package sections
of this document.

Deployment Package | It is possible to create a project by extracting any deployment package

Import generated with MSI Package Builder in the Projects view. This feature is
called a deployment package import. To perform import, use either the
Import Project item from the pop-up menu displayed on an empty
selection of the tree, or the Import button from the Project
Management group on the Home Ribbon page.

Search Within the Projects tree, you can execute a search for specific project
using the Find item from the pop-up menu.

From the Projects tree pop-up menu, depending on the selection, it is possible to perform projects
management, import existing deployment packages, etc.

In the subsequent chapters, you'll learn more about the Projects Storage view and other views for
reviewing and editing project content.

What's Inside
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Project Storage View
Project Details View

File System View
Registry View
Environment Variables View
Services View
Assemblies View

Drivers View

Printers View

Windows Firewall View
Scheduled Tasks View
Nested Packages View
Custom Actions View
Wrapped Packages View
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Project Storage View

When you select the Project Storage node in the Projects tree, the Project Storage view
appears in the main program area . At the top of this view, the path to the folder where
projects are stored is displayed. You have the option to modify this path if necessary. Below the
path there is a list of the projects stored by the program. A context menu offers options to open a
project for editing, delete a selected project, or search for a specific project.
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Pic 1. The Projects Storage view

If no project is currently selected in the list, a chart will be displayed indicating the percentage of
free disk space available, which helps ensure there is sufficient space to store new projects. When a
project is selected, the main details of that project are shown, including its type, version, creation
date, and date of last modification. Additionally, the view presents main actions you can take with
projects, such as creating a new project, opening or deleting a selected project, or importing a
project into storage. You can also export a project as a file or importing a project into storage.
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Project Details View

The Project Details view is displayed within the Projects view when an MSI Package Builder
project node is selected in the Projects tree. This view is used to configure properties of the
package being created on a basis of the project CZEEE . On the left side of the view you can find a
navigator that allows you to switch between project configuration sections. These sections are
grouped by functionality, so you can navigate through general settings and settings for MSI, MSIX
and App-V packages.

Project Build Properties

[} Genera ~ | General - Product Details
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Product Name: [Adobe Resder
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Pic 1. The Project Details view
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The Product Details section of the General group allows you to define the generic package
properties such as the product name, manufacturer, language, etc. Within the Digital Signature
section, it is possible to override the common package signing configuration for the selected project,
if it is required. You can also select there a set of project files that should be digitally signed during
the package generation. The Product Support Information section can be used to override the
common support configuration defined within the program preferences.

The MSI group is used to configure the Windows Installer package settings of the project. The
General Properties section allows you to define the MSI installation context, the way the
generated package behaves regarding the Programs and Features section of the Control Panel and if
the PC should be restarted for the installation to complete. The Identification & Upgrade section
is used to define the product GUID and upgrade GUID, if it is required. The Install Options section
allows you to define the supported operating systems, the required Microsoft .NET Framework
version and install mode. And the Summary Info section is responsible for defining summary
information for the package.

This configuration is stored between sessions and is used to complete the corresponding properties
during an MSI package creation. For a detailed description of each option, refer to the Creating an
MSI Package section of this document.

The App-V and MSIX/AppX groups are available only for regular installation projects and are is
used to configure the corresponding deployment packages output based on the project.

As for the App-V one, within the General Properties section, you may define the package GUID
(witch is generated automatically by default) and the package description. The Install Options
section allows you to define the supported operating systems and the model of interaction between
the virtual application and the underlying operating system. The Internal Package Info section is
used to maintain the App-V package history.

In the MSIX/AppX group, the General Properties section contains the fields to define a package
name, a publisher for the package and a description. The Applications section is used to configure
MSIX entry points and fixups. The Target Platforms section allows you to configure the minimum
and maximum desktop and server operating system versions, that are supported by the package.
The Capabilities section allows you to configure MSIX package capability options.
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File System View

The File System view is displayed within the main program area when the File System node of any
project is selected in the Projects view. This view is used to define and review the changes to be
performed to the file system when installing a deployment package created on a basis of this project
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Pic 1. The File System view

The file system modifications can include modifications of folders, files and shortcuts. The location
of each element is represented with a file system path, that consists of drive name or system folder
and several folders included into each other. When monitoring existing installations, the required
changes are created automatically and added to the corresponding project representing the
installation process. It is also possible to create the changes manually or import files and folder from
local file system.

_ Tree
#== | The Tree button from the Presentation group of the contextual File System tab should
Tree | be used to display the file system modifications in form of a tree, similar to Windows
Explorer.
Flat

The Flat button from the Presentation group of the contextual File System tab allows
you to display the file system modifications as a raw list, where each element is
represented with its full path.
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Information on the file system modifications can be represented both in form of a folder tree with
data on each folder and in form of a resource list. When displayed as a resource list, it is by default
grouped by processes responsible for the creation of each entry. For entries created manually, such
a procedure is not applicable. You can clear the grouping using the table features, and it is possible
to revert to the default layout at any time using the Reset Layout item from the configuration
menu.

The icon next to every item represented in the File System view is used to describe of the item's
type and state. The state icons are provided to help you understand what is currently happening in
the program. You can always see if the item is being processed now by some operation or not, and
if there are any processing problems.

Below is the list of icons used to represent the item type and state:

a logical drive;

. - a logical drive is being processed;

- a logical drive that contains a permanent path;
- a system folder;

i, - a system folder is being processed;

% - a system folder that contains a permanent path;

- a folder;

s - a folder is being processed;

a folder is a part of a permanent path;

<. - a sync folder;
- a folder in a sync folder;
+ - afile;

. - a file is permanent;

a file in a sync folder;

- a shortcut.

The following overlays are used to represent the operation to be performed with an item:

. - an item should be created,;

» - an item should be modified;

an item should be deleted;

permissions should be defined for an item;

an item is excluded from the build.

1}

As for the problematic situations, the following overlays are used:

2 - an item containing errors that should be resolved before creating a deployment package;

- an item containing changes that may lead to problems (e. g. removing of system-critical
resources);

¥ - an itemis either a missing link or contains missing links.
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The actions for adding, editing and deleting the file system changes as well as copying and moving
those changes between projects are available in the File System view pop-up menu and on the
contextual File System Ribbon page.

Functions Overview

Changes
Management

System Folders

Copy/Move

External Tools

From the File System view, you can create, edit and delete the
modifications to be performed by a deployment package to the file
system. The actions for creating a new drive, system folder, folder, file
and shortcut can be found within the New group on the contextual File
System Ribbon page. The System Folder and Drive buttons from the
New group on the Project page can also be used to create a new
system folder and drive, respectively, together with the New System
Folder and New Drive items in the pop-up menu displayed on an empty
selection in the File System view. When a drive or folder is selected in
the File System view, you can use the New sub-menu of the pop-up
menu to create a new folder, sync folder, file or shortcut in the selected
location. To change any file system modification, you can use the Edit
item from the pop-up menu or the Edit button from the Management
group on the contextual File System Ribbon page, and to delete the
modification, use the Delete items.

Within the File System view, it is possible to replace the common system
folders with their definitions and vice-versa. The system folder definition
is expanded to the actual path when a deployment package is being
installed on a target PC. To replace a path, representing a system folder,
with its definition placeholder, you can use the Roll System Folder menu
item from the pop-up menu or the Roll button from the System Folders
group on the contextual File System Ribbon page. To expand a system
folder definition to the path that is defined on a current PC, use the
Unroll System Folder menu item from the pop-up menu or the Unroll
button from the System Folders group on the contextual File System
Ribbon page. It is also possible to roll and unroll all system folders within a
project using the Roll All and Unroll All buttons from the System
Folders group on the Project Ribbon page.

You can easily copy and/or move the modifications to be performed by a
deployment package to the file system from the File System view. You
can use the drag/drop and copy/paste techniques as well as the Cut,
Copy and Paste menu items to reach the goal. It is also possible to use
the Copy To and Move To items available both in the pop-up menu and
on the contextual File System Ribbon page to perform copy/move
immediately choosing a target project in a dialog.

From the File System view, it is possible to open a location of any file
system item in the Windows Explorer using the Jump to Explorer item
from the pop-up menu, when a file system item is selected. When a file is
selected, you can open this file using the Open File item from the pop-up
menu. You can also import changes from a file system of the PC MSI
Package Builder is running on. To perform import, you should either use
the items available in the Import sub-menu of the pop-up menu
displayed on an empty selection and from the Import group on the
contextual File System Ribbon page, or the File System button from
the Import group on the Project Ribbon page.
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Filters' Settings Any file system item from the File System view can be easily added
either to monitoring or uninstall file filters using the Apply As Filter sub-
menu from the File System view pop-up menu when a file or folder is
selected.

Presentation The changes to a file system performed by a deployment package can be
displayed in the File System view in form of a tree or in form of a table.
To switch between different data presentation models, you can use
either the Tree and Flat buttons from the Presentation group on the
contextual File System Ribbon page, or the Presentation sub-menu of
the view pop-up menu displayed on an empty selection.

Search Within the File System view, you can execute a search for specific
changes to the file system performed by a deployment package using the
Find item from the pop-up menu.

For detailed information on the changes to a file system that can be defined in a project, refer to
the File System Modifications section of this document.
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Registry View

The Registry view is displayed within the main program area when the Registry node of any project
is selected in the Projects view. This view is used to define and review the changes to be
performed to the Windows registry when installing a deployment package created on a basis of this
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Pic 1. The Registry view

The registry modifications can include modifications of keys and values. The location of each
element is represented with a registry path, that consists of root key and several keys included into
each other. When monitoring existing installations, the required changes are created automatically
and added to the corresponding project representing the installation process. It is also possible to

create the changes manually or import changes from a registration entries (.reg) file.

= Tree

The Tree button from the Presentation group of the contextual Registry tab should be

Tres | Used to display the registry modifications in form of a tree, similar to Registry Editor.

Flat

The Flat button from the Presentation group of the contextual Registry tab allows you
Flat | to display the registry modifications as a raw list, where each element is represented with

its full path.
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Information on the registry modifications can be represented both in form of a keys tree with data
on each key and in form of a resource list. When displayed as a resource list, it is by default
grouped by processes responsible for the creation of each entry. For the entries created manually,
such a procedure is not applicable. You can clear the grouping using the table features, and it is
possible to revert to the default layout at any time using the Reset Layout item from the
configuration menu.

The icon next to every item represented in the Registry view is used to describe of the item's type
and state. The state icons are provided to help you understand what is currently happening in the
program. You can always see if the item is being processed now by some operation or not, and if
there are any processing problems.

Below is the list of icons used to represent the item type and state:

a root key;
- a root key containing permanent registry keys or values;

- a registry key;

+
1
Q

registry key is a part of a permanent path;
4 - a string registry value;
s, - a string registry value is permanent;

binary registry value;

+
1
Q

o1 - a binary registry value is permanent;
. - a DWORD registry value;
. - a DWORD registry value is permanent;
+ - @ QWORD registry value;
4, - @ QWORD registry value is permanent;
+ - a multi-string registry value;
s, - a multi-string registry value is permanent;
, - an expandable string registry value;
¢4 - an expandable string registry value is permanent;

The following overlays are used to represent the operation to be performed with a registry key or
value:

+ - an item should be created;

L - an item should be modified;

. - an item should be deleted;

.+ - permissions should be defined for a key;

an item is excluded from the build.

As for the problematic situations, only the following overlay is used:

- an item containing changes that may lead to problems (e. g. removing of system-critical
resources).
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The actions for adding, editing and deleting the registry changes as well as copying and moving
those changes between projects are available in the Registry view pop-up menu and on the
contextual Registry Ribbon page.

Functions Overview

Changes
Management

Copy/Move

External Tools

Filters' Settings

Presentation

Search

From the Registry view, you can create, edit and delete the
modifications to be performed by a deployment package to the Windows
registry. The actions for creating a new root key, registry key and
registry values of different types can be found within the New group on
the contextual Registry Ribbon page. The Root Key button from the
New group on the Project page can also be used to create a new key
together with the New Root Key item in the pop-up menu displayed on
an empty selection in the Registry view. When a registry key is selected
in the Registry view, you can use the New sub-menu of the pop-up
menu to create a new key or a new value of a specific type within the
selected key. To change any registry modification, you can use the Edit
item from the pop-up menu or the Edit button from the Management
group on the contextual Registry Ribbon page, and to delete the
modification, use the Delete items. As for the default values for each
key, you can also change the value type using the Change Type sub-
menu from the Registry view when a default value is selected.

You can easily copy and/or move the modifications to be performed by a
deployment package to the Windows registry from the Registry view.
You can use the drag/drop and copy/paste techniques as well as the
Cut, Copy and Paste menu items to reach the goal. It is also possible to
use the Copy To and Move To items available both in the pop-up menu
and on the contextual Registry Ribbon page to perform copy/move
immediately choosing a target project in a dialog.

From the Registry view, it is possible to open a location of any key or
value in the Registry Editor using the Jump to Registry Editor item
from the pop-up menu, when a key or value is selected. You can also
import the changes to a Windows registry from a registration entries
(.reg) file. To perform import, you should either choose the Registry
button available in the Import group on both the regular Project and
contextual Registry Ribbon pages, or choose the Import item from the
pop-up menu displayed on an empty selection.

Any key or value from the Registry view can be easily added either to
monitoring or uninstall registry filters using the Apply As Filter sub-menu
from the Registry view pop-up menu when a key or value is selected.

The changes to a Windows registry performed by a deployment package
can be displayed in the Registry view in form of a tree or in form of a
table. To switch between different data presentation models, you can
use either the Tree and Flat buttons from the Presentation group on
the contextual Registry Ribbon page, or the Presentation sub-menu of
the view pop-up menu displayed on an empty selection.

Within the Registry view, you can execute a search for specific changes
to the Windows registry performed by a deployment package using the
Find item from the pop-up menu.
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For detailed information on the changes to a registry that can be defined in a project, refer to the
Registry Modifications section of this document.
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Environment Variables View

The Environment Variables view is displayed within the main program area when the
Environment Variables node of any project is selected in the Projects view. This view is used to
define and review the changes to be performed to the environment variables when installing a

deployment package created on a basis of this project

Erwiranment Variables Tools

Home Project View Program Ernvironment Variables

=
18]
Emvironment Edit  Delete

Vanable o
Hew Managernent

2
W@ Projects Environment Variables
i
| g| Projects Storage Hame Data Action

31 projects in the storage
System Vanables

& a Sl Client Extensions i PATH ${ProgramFilesFolderj$\.CollabMet\Subversion Client Append
Version: 1.0.0.0 W
w User Variables
[ Fie System

5 319 entries 2g PATH S{ProgramiilesFolder}s CollabMet Subversion Client Append

Owerwrite

Registry

1654 entries Hew Environment Variable.

e;;i Ernronment Varshies Edit._.
E27113 entries

SEVICES Exclude fram Build

Ho entries

=
EH o entries
Drivirs
Ho entries ¥ Lut Cerl+ X
g rens Copy CtiteC
No entries
Windows Freval P
Ho eniries ,
(T Scheduled Tagks x
L "
& No entries (\.}\ Find.. ChrleF
B Mested Packages
No entries Configuraticn ¥

ﬁwmm

No entries

Log I Opesaticns

fm Projects

Pic 1. The Environment Variables view

The environment variables modifications can include modifications to user and system variables.
When monitoring existing installations, the required changes are created automatically and added to
the corresponding project representing the installation process. It is also possible to create the
changes manually.

MSIX/AppX packages do not support configuring the environment variables during deployment,
so, when generated, those changes are included into MSI and App-V deployment packages
only.

The environment variables modifications are by default grouped by the variable type. You can clear
the grouping using the table features, and it is possible to revert to the default layout at any time
using the Reset Layout item from the configuration menu.

The icon next to every item represented in the Environment Variables view is used to describe of
the item's type and state. The state icons are provided to help you understand what is currently
happening in the program. You can always see if the item is being processed now by some operation
or not.

Below is the list of type icons used:

"y - a user environment variable;
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4 - a system environment variable;

The following overlays are used to represent the operation to be performed with each variable when
installing a generated deployment package:

*, - a variable should be created;

*, - a variable should be created, if it does not exist;

_ - a variable should be removed;

_ - a variable should be removed, if its value matches the defined value;

= - a variable is excluded from the build.

The actions for adding, editing and deleting the changes to environment variables as well as copying
and moving those changes between projects are available in the Environment Variables view pop-
up menu and on the contextual Environment Variables Ribbon page.

Functions Overview

Changes
Management

Copy/Move

Search

From the Environment Variables view, you can create, edit and delete
the modifications to be performed by a deployment package to the
environment variables. The New Environment Variable item from the
Environment Variables view pop-up menu as well as the Environment
Variable button from the New group on the contextual Environment
Variables Ribbon page can be used to create a new modification to
environment variables. It is possible to create a new variable,
append/prepend data to existing variables and remove variables together
with a deployment package deployment process. To change any
environment variables modification, you can use the Edit item from the
pop-up menu or the Edit button from the Management group on the
contextual Environment Variables Ribbon page, and to delete the
modification, use the Delete items.

You can easily copy and/or move the modifications to be performed by a
deployment package to the environment variables from the Environment
Variables view. You can use the drag/drop and copy/paste techniques
as well as the Cut, Copy and Paste menu items to reach the goal. It is
also possible to use the Copy To and Move To items available both in the
pop-up menu and on the contextual Environment Variables Ribbon page
to perform copy/move immediately choosing a target project in a dialog.

Within the Environment Variables view, you can execute a search for
specific changes to the environment variables performed by a deployment
package using the Find item from the pop-up menu.

For detailed information about the changes to environment variables that can be defined in a project
refer to the Environment Variables Modifications section of this document.
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Services View

The Services view is displayed within the main program area when the Services node of any
project is selected in the Projects view. This view is used to define and review the changes to be
performed to the installed services when installing and/or uninstalling a deployment package created

on a basis of this project
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Pic 1. The Services view

MSI Package Builder allows you to create, delete and control Windows services. When monitoring
existing installations, the required changes are created automatically and added to the
corresponding project representing the installation process. It is also possible to create the changes
manually.

Configuring services during deployment is not supported by App-V and MSIX/AppX packages,
so, when generated, those changes are included into the MSI deployment packages only.

The icon next to every item represented in the Services view is used to describe of the item's type
and state. The state icons are provided to help you understand what is currently happening in the
program. You can always see if the item is being processed now by some operation or not, and if
there are any processing problems.

Below is the list of type icons used:

4 - a service;

%, - a service containing errors that should be resolved before creating a deployment package.
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The following overlays are used to represent the operation to be performed with each service:

- a service should be created;

a service should be deleted;

a service should be controlled (started and/or stopped);

a service should be restarted;

permissions should be defined for a service;

a service is excluded from the build.

il

The actions for adding, editing and deleting the changes to Windows services as well as copying and
moving those changes between projects are available in the Services view pop-up menu and on the
contextual Services Ribbon page.

Functions Overview

Changes From the Services view, you can create, edit and delete the

Management modifications to be performed by a deployment package to the Windows
services configuration. The New Service item from the Services view
pop-up menu and the Service button from the New group on the
contextual Service Ribbon page can be used to create a new
modification to Windows services. It is possible to create the service
together with the package deployment process or control any service
that is already installed when installing and/or uninstalling the deployment
package. To change any service modification, you can use the Edit item
from the pop-up menu or the Edit button from the Management group
on the contextual Services Ribbon page, and to delete the modification,
use the Delete items.

Copy/Move You can easily copy and/or move the modifications to be performed by a
deployment package to the Windows services configuration from the
Services view. You can use the drag/drop and copy/paste techniques as
well as the Cut, Copy and Paste menu items to reach the goal. It is also
possible to use the Copy To and Move To items available both in the
pop-up menu and on the contextual Services Ribbon page to perform
copy/move immediately choosing a target project in a dialog.

Search Within the Services view, you can execute a search for specific changes
to the Windows services configuration performed by a deployment
package using the Find item from the pop-up menu.

For detailed information on the changes to Windows services that can be defined in a project, refer
to the Services Modifications section of this document.
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Assemblies View

The Assemblies view is displayed within the main program area when the Assemblies node of any
project is selected in the Projects view. This view is used to configure a set of side-by-side .NET
and/or Win32 assemblies that are installed by the generated deployment package
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Pic 1. The Assemblies view

This view is used to configure a set of side-by-side .NET and/or Win32 assemblies that are installed
by the generated deployment package.

o MSIX/AppX packages do not support side-by-side assemblies deployment, so, when
generated, those changes are included into MSI and App-V deployment packages only.

The assemblies are displayed in form of a table, where each row represents a single assembly. The
icon next to every assembly is used to describe of the assembly's type and state. The state icons
are provided to help you understand what is currently happening in the program. You can always
see if the item is being processed now by some operation or not and if there are any problems.

Below is the list of icons used to represent the item type and state:

- a .NET assembly;

- a Win32 assembly;

= - an assembly is excluded from the build.
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As for the problematic situations, the following overlays are used:

27 - an assembly item containing errors that should be resolved before creating a deployment

package;

- an assembly item contains missing links.

The actions for adding new assemblies, editing and deleting existing ones and others are available in
the Assemblies view pop-up menu and on the contextual Assemblies Ribbon page.

Functions Overview

Assemblies
Management

Copy/Move

Search

From the Assemblies view, you can add, edit and delete the .NET
and/or Win32 side-by-side assemblies to be installed by a generated
deployment package. To add a new assembly, you can either choose the
New Win32 Assembly/New .NET Assembly item from the pop-up
menu, or press the Win32 Assembly/.NET Assembly button from the
New group on the contextual Assemblies Ribbon page and on the
Project Ribbon page. The Edit item from the pop-up menu, as well as the
Edit button from the Management group on the contextual Assemblies
Ribbon page can be used to change the selected assembly, and to delete
any assembly, you can use the Delete items.

You can easily copy and/or move the .NET and/or Win32 side-by-side
assemblies to be installed by a generated deployment package from the
Assemblies view to another project. You can use the drag/drop and
copy/paste techniques as well as the Cut, Copy and Paste menu items
to reach the goal. It is also possible to use the Copy To and Move To
items available both in the pop-up menu and on the contextual
Assemblies Ribbon page to perform copy/move immediately choosing a
target project in a dialog.

Within the Assemblies view, you can execute a search for specific
assembly using the Find item from the pop-up menu.

For detailed information on the side-by-side assemblies and their management process, refer to the
Side-by-side Assemblies Deployment section of this document.
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Drivers View

The Drivers view is displayed within the main program area when the Drivers node of any project is
selected in the Projects view. This view is used to define and review the changes to be performed
to the device drivers when installing and/or uninstalling a deployment package created on a basis of

this project
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Pic 1. The Drivers view

MSI Package Builder allows you to create and delete basic drivers as well as install and pre-install
driver packages. Both basic drivers and drivers from packages can be registered as device class
filters by MSI Package Builder if it is required. When monitoring existing installations, the required
changes are created automatically and added to the corresponding project representing the
installation process. It is also possible to create the changes manually.

Configuring device drivers during deployment is not supported by App-V and MSIX/AppX
packages, so, when generated, those changes are included into the MSI deployment
packages only.

The icon next to every item represented in the Drivers view is used to describe of the item's type
and state. The state icons are provided to help you understand what is currently happening in the
program. You can always see if the item is being processed now by some operation or not, and if
there are any processing problems.

Below is the list of type icons used:

4 - a basic driver;

{%- - a driver package;
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- - a DIFx driver package.

As for the problematic situations, the following overlays are used:

9. - a basic driver containing errors that should be resolved before creating a deployment package;

£ - a driver package containing errors that should be resolved before creating a deployment
package;

- - a driver package contains missing links;

a DIFx driver package contains missing links.

The following overlays are used to represent the operation to be performed with each driver:

4 - a basic driver should be created;

a basic driver should be deleted;

permissions should be defined for a basic driver;

a driver package should be installed;

{iF - a driver package should be pre-installed;

a DIFx driver package should be installed;

{5- - a DIFx driver package should be pre-installed;

- a driver is excluded from the build.

The actions for adding, editing and deleting the changes to device drivers as well as copying and
moving those changes between projects are available in the Drivers view pop-up menu and on the
contextual Drivers Ribbon page.

Functions Overview

Changes From the Drivers view, you can create, edit and delete the modifications

Management to be performed by a deployment package to the device drivers
configuration. The New Basic Driver, the New Driver Package and the
New DIFx Driver Package items from the Drivers view pop-up menu, as
well as the Basic Driver, the Driver Package and the DIFx Driver
Package buttons from the New group on the contextual Drivers Ribbon
page can be used to create a new modification to device drivers. To
change any device drivers modification, you can use the Edit item from
the pop-up menu or the Edit button from the Management group on the
Drivers contextual Ribbon page, and to delete the modification, use the
Delete items.

Copy/Move You can easily copy and/or move the modifications to be performed by a
deployment package to the device drivers configuration from the Drivers
view. You can use the drag/drop and copy/paste techniques as well as
the Cut, Copy and Paste menu items to reach the goal. It is also
possible to use the Copy To and Move To items available both in the
pop-up menu and on the contextual Drivers Ribbon page to perform
copy/move immediately choosing a target project in a dialog.
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Search Within the Drivers view, you can execute a search for specific changes
to the device drivers configuration performed by a deployment package
using the Find item from the pop-up menu.

For detailed information on the changes to device drivers that can be defined in a project, refer to
the Drivers Deployment section of this document.
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Printers View

The Printers view is displayed within the main program area when the Printers node of any project
is selected in the Projects view. This view is used to define and review the changes to be
performed to the printing system when installing and/or uninstalling a deployment package created

based on this project
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Pic 1. The Printers view

MSI Package Builder allows you to perform the following changes to the printing system: create,
modify and delete printers; install and uninstall printer drivers; add and remove print processors,
print monitors and printer ports. When monitoring existing installations, required changes are created
automatically and added to the corresponding project representing the installation process. It is also
possible to create changes manually.

App-V and MSIX/AppX packages do not support configuring the printing system during
deployment, so, when generated, those changes are included into MSI deployment packages

only.
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By default, items in the view are grouped by the entry type. You can change the grouping using the
table features, and it is possible to revert to the default layout at any time using the Reset Layout
item from the configuration menu.

The icon next to every item represented in the Printers view is used to describe the item's type
and state. The state icons are provided to help you understand what is happening in the program at
the moment. You can always see if the item is being processed now by some operation or not, and if
there are any processing problems.

Below is the list of the type icons used:

2 - a printer;

I

1. - a printer driver;

", - a print processor;

4 - a print monitor;

]

a local printer port;

i, - a TCP/IP printer port;

= - a printer is excluded from the build.

In case of problems, the following overlays are used:

.» - a printer containing errors that should be resolved before creating a deployment package;

1 - a printer driver containing errors that should be resolved before creating a deployment
package;

. - a print processor containing errors that should be resolved before creating a deployment
package;

- a print monitor containing errors that should be resolved before creating a deployment
package;

=4 - a printer driver contains missing links;

" - a print processor contains missing links.

The following overlays are used to represent the operation to be performed with each item:

a printer should be created;

+r

-+ - a printer should be modified;

a printer should be deleted;

I

1 - a printer driver should be installed;

I

1. - a printer driver should be uninstalled;
4 - a print processor should be added;

. - a print processor should be removed;
4 - a print monitor should be added;

~ - a print monitor should be removed;

=/ - a local printer port should be created;

# - a local printer port should be deleted;
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# - a TCP/IP printer port should be created;

# - a TCP/IP printer port should be modified;

# - a TCP/IP printer port should be deleted.

The actions for adding, editing and deleting the changes to the printing system as well as copying
and moving those changes between projects are available in the Printers view pop-up menu and on
the Printers contextual Ribbon page.

Functions Overview

Changes
Management

Copy/Move

Search

From the Printers view you can create, edit and delete the modifications
to be performed by a deployment package to the printing system
configuration. The actions for creating changes in printers, printer drivers,
print processors, print monitors and printer ports can be found within the
New group on the Printers contextual Ribbon page and in the New group
of the Printers view pop-up menu. Alternatively you can use the Printer
Entries drop-down button from the New group on the Project Ribbon
page. To change any modification to printing system, you can use the
Edit item from the pop-up menu or the Edit button from the
Management group on the Printers contextual Ribbon page, and to
delete the modification, use the Delete items.

You can easily copy and/or move the modifications to be performed by a
deployment package to the printing system configuration from the
Printers view. You can use the drag/drop and copy/paste techniques as
well as the Cut, Copy and Paste menu items to reach the goal. It is also
possible to use the Copy To and Move To items available both in the
pop-up menu and on the Printers contextual Ribbon page to perform
copy/move immediately choosing a target project in a dialog.

Within the Printers view you can execute a search for specific changes
to the printing system configuration performed by a deployment package
using the Find item from the pop-up menu.

For detailed information on changes to the printing system that can be defined in a project, refer to
the Printers Deployment section of this document.
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Windows Firewall View

The Windows Firewall view is displayed within the main program area when the Windows Firewall
node of any project is selected in the Projects view. This view is used to manage Windows firewall
rules and settings when installing and/or uninstalling a deployment package created based on this

project
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Pic 1. The Windows Firewall view

MSI Package Builder allows you to create, modify and delete inbound and outbound rules of Windows
Firewall and change settings of Windows Firewall profiles. During existing installations monitoring, the
required changes are created automatically and added to the corresponding project representing the
installation process. It is also possible to create the changes manually. Windows Firewall changes
can be managed on the Inbound & Outbound Rules and Profiles Options tabs of the view.

The Inbound & Outbound Rules tab shows the list of the firewall rules configured in the project.
The icon next to every item represented in the Windows Firewall view is used to describe the
item's type and state. The state icons are provided to help you understand what is currently
happening in the program. You can always see if the item is being processed by some operation now
or not, and if there are any processing problems.

Below is the list of the type icons used:

24 - a firewall rule;

= - a firewall rule is excluded from the build.

The following overlays are used to represent the operation to be performed with each firewall rule:

241 - an inbound firewall rule should be created;
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% - an inbound firewall rule should be modified;

= - an inbound firewall rule should be deleted;

2% - an inbound firewall rule should be deleted by name;
2% - an outbound firewall rule should be created;

1% - an outbound firewall rule should be modified;

1% - an outbound firewall rule should be deleted;

% - an outbound firewall rule should be deleted by name;

The actions for adding, editing and deleting changes to Windows Firewall rules as well as copying
and moving such changes among projects are available in the Windows Firewall view pop-up menu
and on the contextual Windows Firewall Ribbon page.

Functions Overview

Changes From the Windows Firewall view, you can create, edit and delete

Management modifications to be performed by a deployment package to the Windows
Firewall configuration. Actions for creating changes in firewall rules can
be found within the New group on the Windows Firewall contextual
Ribbon page and the corresponding buttons of the Windows Firewall
view pop-up menu. Alternatively, you can use the Inbound Rule and
Outbound Rule buttons from the New group on the Project Ribbon
page. To change any modification to firewall rules, you can use the Edit
item from the pop-up menu or the Edit button from the Management
group on the Windows Firewall contextual Ribbon page, and to delete
the modification, use the Delete items.

Copy/Move You can easily copy and/or move the modifications to be performed by a
deployment package to the Windows Firewall configuration from the
Windows Firewall view. You can use the drag/drop and copy/paste
techniques as well as the Cut, Copy and Paste menu items for this
purpose. It is also possible to use the Copy To and Move To items
available both in the pop-up menu and on the Windows Firewall
contextual Ribbon page to perform copy/move immediately choosing a
target project in a dialog.

Search Within the Windows Firewall view, you can search for specific changes
to the firewall rules configuration performed by a deployment package
using the Find item from the pop-up menu.

The Profiles Options tab of the Windows Firewall view allows managing firewall settings of the
Domain, Private and Public profiles. In this view, you can configure the settings to be applied when
installing and/or uninstalling a deployment package.

For detailed information on changes to the Windows Firewall settings that can be defined in a
project, refer to the Windows Firewall Modifications section of this document.
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Scheduled Tasks View

The Scheduled Tasks view is displayed within the main program area when the Scheduled Tasks
node of any project is selected in the Projects view. In the Scheduled Tasks view you can
configure Windows scheduled tasks to be created or deleted on package installation or uninstallation
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Pic 1. The Scheduled Tasks view

MSI Package Builder allows you to create and delete Windows scheduled tasks. When monitoring
existing installations, the required changes are created automatically and added to the
corresponding project representing the installation process. It is also possible to create the changes
manually.

Configuring scheduled tasks during deployment is not supported by App-V and MSIX/AppX
packages, so, when generated, those changes are included into the MSI deployment
packages only.

The icon next to every item represented in the Scheduled Tasks view is used to describe of the
item's type and state. The state icons are provided to help you understand what is currently
happening in the program. You can always see if the item is being processed now by some operation
or not, and if there are any processing problems.

Below is the list of type icons used:

4 - a scheduled task;

7, - a scheduled task containing errors that should be resolved before creating a deployment
package.
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The following overlays are used to represent the operation to be performed with each scheduled

task:

1 - a scheduled task should be created,;

a scheduled task should be modified;
a scheduled task should be deleted;

a scheduled task is excluded from the build.

The actions for adding, editing and deleting the changes to Windows scheduled tasks as well as
copying and moving those changes between projects are available in the Scheduled Tasks view
pop-up menu and on the contextual Scheduled Tasks Ribbon page.

Functions Overview

Changes
Management

Copy/Move

Import

Search

From the Scheduled Tasks view, you can create, edit and delete the
modifications to be performed by a deployment package to the Windows
scheduled tasks configuration. The New Scheduled Task item from the
Scheduled Tasks view pop-up menu and the Scheduled Task button
from the New group on the contextual Scheduled Tasks Ribbon page
can be used to create a new modification to Windows scheduled tasks. It
is possible to create a scheduled task together with the package
deployment process or control any scheduled task when installing and/or
uninstalling the deployment package. To change any scheduled task
modification, you can use the Edit item from the pop-up menu or the Edit
button from the Management group on the contextual Scheduled
Tasks Ribbon page, and to delete the modification, use the Delete items.

You can easily copy and/or move the modifications to be performed by a
deployment package to the Windows scheduled tasks configuration from
the Scheduled Tasks view. You can use the drag/drop and copy/paste
techniques as well as the Cut, Copy and Paste menu items to reach the
goal. It is also possible to use the Copy To and Move To items available
both in the pop-up menu and on the contextual Scheduled Tasks Ribbon
page to perform copy/move immediately choosing a target project in a
dialog.

If you have a Windows schedule task configuration as an XML file, you
can import this configuration into the project. The import action is
available in the Scheduled Tasks view. To import a task select the
Import Task option in the context menu or use the Scheduled Task
button from the Import group on the contextual Scheduled Tasks
Ribbon page.

Within the Scheduled Tasks view, you can execute a search for specific
changes to the Windows scheduled tasks configuration performed by a
deployment package using the Find item from the pop-up menu.

For detailed information on the changes to Windows scheduled tasks that can be defined in a
project, refer to the Scheduled Tasks Deployment section of this document.
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Nested Packages View

The Nested Packages view is displayed within the main program area when the Nested Packages
node of any project is selected in the Projects view. In the Nested Packages view, you can
configure the installation and uninstallation of nested MSIX packages, including Sparse Packages and
replicated MSIX packages. The view displays the configured nested MSIX packages and the order in
which they will be deployed
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Pic 1. Nested Packages view

Deployment of nested MSIX packages is not supported by App-V and MSIX/AppX packages,
so, when generated, those changes are included into the MSI deployment packages only.

A list of nested packages is represented as a table, where the first column displays the deployment

order, the second column represents the package type and operation, the third column shows the
package name, and the fourth column displays the package type.

Below is the list of icons used in the table:

(4, - a nested MSIX package;
[¥ - a replicated MSIX package.

As for the problematic situations, the following overlays are used:

[ 7] .
2,+ - a package with an error.
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The following overlays are used to represent the operation to be performed with each package:

(4, - a package should be installed;
[Z1 - a package should be uninstalled;

L= - a package excluded from the build.

The actions for adding, deleting, copying, and moving changes to nested packages are available in
the Nested Packages view pop-up menu and on the contextual Nested Packages Ribbon page.

Functions Overview

Changes From the Nested Packages view, you can create, edit and delete nested

Management and replicated MSIX packages that can be installed and uninstalled by the
parent package during deployment. The New Nested MSIX Package and
the New Replicated MSIX Package item from the Nested Packages
view pop-up menu and the Nested MSIX Package and Replicated MSIX
Package buttons from the New group on the contextual Nested
Packages Ribbon page can be used can be used to add a nhew MSIX
package entry. To change a nested or replicated MSIX package and its
properties, you can use the Edit item from the pop-up menu or the Edit
button from the Management group on the contextual Nested
Packages Ribbon page, and to delete the modification, use the Delete
item.

Copy/Move You can easily copy and/or move the modifications to nested packages
from one project to another using the Nested Packages view. You can
use the drag/drop and copy/paste techniques as well as the Cut, Copy
and Paste menu items to copy/move nested packages between projects.
It is also possible to use the Copy To and Move To items available both
in the pop-up menu and on the contextual Nested Packages Ribbon
page to perform copy/move immediately choosing a target project in a

dialog.
Move Up / Move The Move Up and Move Down actions are available in the Nested
Down Packages view either in the context menu or from the Management

group on the contextual Nested Packages Ribbon page. These actions
allow you to adjust the deployment order of the configured packages.

Exclude from / Within the Nested Packages view, you can configure a project to either

Include in Build exclude a selected package from the build or include it in the build. The
corresponding actions are available in the context menu, allowing you to
exclude or include nested packages without deleting the configured
packages' content from the project.

Search Within the Nested Packages view, you can execute a search for specific
changes to the nested packages configuration performed by a
deployment package using the Find item from the pop-up menu.

For detailed information on the changes to nested packages that can be defined in a project, refer
to the Nested Packages Deployment section of this document.
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Custom Actions View

The Custom Actions view is displayed within the main program area when the Custom Actions
node of any project is selected in the Projects view. In the Custom Actions view you can configure
the actions to be executed before/after package installation or uninstallation. The view displays pre
& post install/uninstall actions and system actions
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Pic 1. The Custom Actions view

The pre & post install/uninstall actions are displayed in form of a table, where each row represents a
single action. The icon next to every action is used to describe of the action's type and state. The
state icons are provided to help you understand what is currently happening in the program. You
can always see if the item is being processed now by some operation or not. Below is the list of
icons used:

.| - an action to be executed before a deployment package installation;

"= - an action to be executed after a deployment package installation;

- an action to be executed before a deployment package uninstallation;
- an action to be executed after a deployment package uninstallation;

- a SAM licenses installation;

= - an action to pin an application to the Task Bar and/or Start Menu;

- an action to unpin an application from the Task Bar and/or Start Menu;

an action is excluded from the build.

L1}
1
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The system actions are also displayed in form of a table. With the help the system actions, you can
pin applications to or unpin them from the Start Menu and the Task Bar. Another available system
action is the SAM License Installation action. It allows you to install Software Assets Management
(SAM) licenses to the Software Licensing Service (SLS) when deploying MSI packages.

App-V and MSIX/AppX packages virtualization techniques do not support custom actions, thus
they can only be included into the MSI package output.

The actions for creating new actions, editing and deleting existing ones and copying/moving actions
to another project are available in the Custom Actions view pop-up menu and on the contextual
Custom Actions Ribbon page.

Functions Overview

Actions Management From the Custom Actions view, you can create, edit and delete the
actions to be performed before and after a generated deployment
package deployment. To create a new action, you can either choose the
New Action item from the pop-up menu, or press the Action button from
the New group on the contextual Custom Actions Ribbon page and on
the Project Ribbon page. To create custom actions of a specific type
you can use actions available in the Action Templates group on the
contextual Ribbon page. The Edit item from the pop-up menu, as well as
the Edit button from the Management group on the contextual Custom
Actions Ribbon page can be used to change the selected action, and to
delete any action you can use the Delete items.

Copy/Move You can easily copy and/or move the actions to be performed before and
after a generated deployment package deployment from the Custom
Actions view to another project. You can use the drag/drop and
copy/paste techniques as well as the Cut, Copy and Paste menu items
to reach the goal. It is also possible to use the Copy To and Move To
items available both in the pop-up menu and on the contextual Custom
Actions Ribbon page to perform copy/move immediately choosing a
target project in a dialog.

Search Within the Custom Actions view, you can execute a search for specific
action using the Find item from the pop-up menu.

For detailed information on the custom actions management process, refer to the Using Custom
Actions section of this document.
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Wrapped Packages View

The Wrapped Packages view is displayed within the main program area when the Wrapped
Packages node of any project of the corresponding type is selected in the Projects view. This
view is used to configure a set of packages that are deployed together with the generated MSI

package
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Pic 1. The Wrapped Packages view

The wrapped packages are displayed in form of a table, where each row represents a single
package. The icon next to every package is used to describe of the package's type and state. The
state icons are provided to help you understand what is currently happening in the program. You
can always see if the item is being processed now by some operation or not and if there are any
problems. Below is the list of icons used:

&, - an executable package;

% - an executable package containing files that cannot be accessed;

a Windows Installer package;

g a Windows Installer package containing files that cannot be accessed;

LL]
1

a package is excluded from the build.
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The actions for adding wrapped packages, editing and deleting existing ones, changing the
deployment order and others are available in the Wrapped Packages view pop-up menu and on the
contextual Wrapped Packages Ribbon page.

Functions Overview

Packages
Management

Copy/Move

Search

From the Wrapped Packages view, you can create, edit and delete the
installation packages to be deployed together with a generated MSI
package. To create a new package, you can either choose the New
Wrapped Package item from the pop-up menu, or press the Wrapped
Package button from the New group on the contextual Wrapped
Packages Ribbon page and on the Project Ribbon page. The Edit item
from the pop-up menu, as well as the Edit button from the Management
group on the contextual Wrapped Packages Ribbon page can be used to
change the selected wrapped package, and to delete any package, you
can use the Delete items. To change the packages deployment order,
you can use the Move Up and Move Down items available in the pop-up
menu and in the Order group from the contextual Wrapped Packages
Ribbon page.

You can easily copy and/or move the packages to be deployed together
with a generated MSI package from the Wrapped Packages view to
another project. You can use the drag/drop and copy/paste techniques
as well as the Cut, Copy and Paste menu items to reach the goal. It is
also possible to use the Copy To and Move To items available both in the
pop-up menu and on the contextual Wrapped Packages Ribbon page to
perform copy/move immediately choosing a target project in a dialog.

Within the Wrapped Packages view, you can execute a search for
specific installation package using the Find item from the pop-up menu.

For detailed information on the wrapped packages and packages management process, refer to the
Wrapping Existing Installations section of this document.
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Packages View

The Packages view is activated when you click the corresponding button on the vertical toolbar
located on the left of the main screen or when you click Packages on the View tab of the Ribbon.
This view lists all packages generated by the program, including the details such as type, version,
publisher, generation date, and location for each package . You have the ability to sort the
displayed packages by those fields and apply filters by type, allowing you to view packages
specifically in MSI, App-V, or MSIX/AppX formats.
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Pic 1. The Packages view

Each entry in the package list features an icon indicative of the package type and other defining
characteristics. The following is a list of the icons and their respective meanings:

H - a package;

£ - a package that is not found, it signifies that although the program generated the package,
= the actual package file is missing from its designated path;
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Different actions can be taken on a selected package through the context menu or via the actions
displayed on the Ribbon. You can test a package by deploying it in the test environment. This action
opens a wizard that helps you to select a test environment and specify the testing options. Each
package is linked to the project from which it was created, allowing you to open the project, make
necessary modifications, and generate a new package.

For a selected package, you can use the context menu or the Ribbon to reveal the package file in
Windows Explorer. Be aware that package files might be moved or deleted in the file system.
Consequently, the program provides a feature to scan the package list for any missing package files,
giving you the option to remove entries for which the files cannot be found.

On the right side of the Packages view, the primary properties of the selected package are
displayed, along with options to perform various operations, such as testing the package. The
Actions History list chronicles all operations executed on the package. Should package testing be
conducted, this is where you can review the test results, complete with a link to detailed test
results.

Functions Overview

Package Management From the Packages view, you can edit and
remove the selected package and also import an
external package. To perform these actions, you
can either use the pop-up menu of the
Packages list or the buttons from the Package
Management group on the Home Ribbon page.
The actions for importing a package is available
in the pop-up menu displayed on an empty
selection, and to edit and remove packages, you
should first select those packages.

Packages Testing Within the Packages view, it is possible to test
a package by deploying it in a test environment
on a local computer, virtual machine or Windows
Sandbox. The test action is available in the pop-
up menu and on the Packages group on the
Home Ribbon page. To learn more about
package testing, refer to the Package Testing
section of this document.

Links Management In the Packages view, you can verify the
availability of the generated package files for the
listed packages. Following this check, you may
execute an additional action to remove all
entries with missing package files. These actions
are accessible from the context menu or the
Links group on the Home page of the Ribbon.

Search Within the Packages view, you can execute a
search for specific package using the Find item
from the pop-up menu.
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Log View

The Log view is designed to display information on the events taking place during the program
execution. The larger part of this information consists of events generated by the operations and

the operations results.
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Pic 1. The Log view

The Log view is located by default at the bottom of the MSI Package Builder main window and
displays the log in form of a tree . The description for any logged event is by default
wrapped, so that you can easily read it. If you would like to have more events visible at the same
time, you can configure the Log view to display only one line per event by disabling the Wrap Text
option from the Configuration menu.

Every event in the Log is assigned a severity level represented by a certain icon. The icon allows
you to see if the operation has finished successfully without reading the description. The following

icons are available:

() - the blue icon with an 'i' character means that everything is OK;

i) - the brown circle icon with a cross-cut line is used to identify that the task was canceled by
user or due to shutdown of the underlying system;

- the yellow icon with an exclamation mark is the warning sign: it tells you that some errors have
occurred, but they are not critical. In such a case, there is no guarantee that the operation
has actually succeeded;

0 - the red icon with a white cross is the error sign: it means that the operation execution has
failed.

Copyright © 2001-2024 EMCO. All rights reserved. 100



EMCO MSI Package Builder 11 Program Interface Overview

Analyzing the Log can help you a lot in your everyday work with MSI Package Builder, because this
log contains all the information on the executed operations and provides you with troubleshooting
recommendations in case any problems are detected.

Functions Overview

Export All

The Export All button should be used to export the log to the CSV file.

Clear

The Clear button should be used to remove all the logged events from the program.

Full Expand

T

The Full Expand button from the Log view toolbar should be used to expand all nodes in the
table of logged events.

Full Collapse

The Full Collapse button from the Log view toolbar should be used to collapse all nodes in
the table of logged events.

The options of clearing the log, expanding nodes in the tree of logged events and collapsing them
are also available from the pop-up menu of the Log tree . The layout of the Log view,
including the visible columns, the column widths, the sorting settings and the text wrapping, is
saved between sessions.
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Operations View

The Operations view shows the detailed progress of each operation being performed at the
moment and allows canceling a particular operation or all running operations. By default, it is located
at the bottom of the MSI Package Builder main window.

Dperations
Thas view shows the aperations progress and allows cancelling sny and all eperations

Pic 1. The Operations view

Progress information for every operation is shown in the pane with the progress bar, the operation
information text and the Cancel button. The Cancel button is used to cancel individual running
operations, whereas if the grouping operation is canceled, all the sub-operations are also canceled.

Cancel All

0 Cancell All|  The Cancel All button from the Operations view toolbar can be used to cancel all
the operations running in the application.

You can cancel all the running operations by clicking the Cancel All button on the toolbar of the
Operations view.

Copyright © 2001-2024 EMCO. All rights reserved. 102



EMCO MSI Package Builder 11 Program Interface Overview

Graphical User Interface features

EMCO Software provides you with a modern and intuitive graphical user interface, because we
appreciate the users of our products and would like them to feel glad that they have EMCO
programs installed on their PCs. Lots of resources were involved in creating this kind of an interface
for you, and now we are proud we have done it. Custom DPI settings are fully supported, so that
you can use EMCO programs on any display with any resolution you like. The 'Microsoft User
Interface Guidelines on Layout, Icons and Sizing' have been a powerful base for this work, and we
are glad to tell you that they are fully complied with and supported. With the help of the skinning
support and the Ribbon UI interface, every customer can configure the program Ul to feel
comfortable during each working day. EMCO also provides you with the High Contrast skin along
with the bonus skins pack, which is an accessibility feature designed for people with vision
impairment. The High Contrast color scheme can increase legibility for some users by heightening the
screen contrast with alternative color combinations.

This chapter gives you a detailed description of how to fully enjoy the graphical user interface
features, the skinning mechanism and the Ribbon bar features.
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Skinning

MSI Package Builder provides you with a wide range of custom skins with unique look and feel, so
that you can choose any skin you like most. If you are a fan of the Microsoft Office interface, you
have no reason to complain either, since MSI Package Builder also gives you an option of choosing
this type of skin. There are not only formal skins but also some informal ones.

All the skins can be divided into four groups: Office Skins, Custom Design Skins, Bonus Skins and
Skins for Fun. The following skins are available:

Office Skins: "Office 2019", "Office 2019 Black", "Office 2019 Dark", "Office 2019 White",
"Office 2016", "Office 2016 Dark", "Office 2013", "Office 2013 Silver", "Office
2013 Black", "Office 2010 Blue", "Office 2010 Silver", "Office 2010 Black",
"Office 2007 Blue", "Office 2007 Silver", "Office 2007 Black", "Office 2007
Green", "Office 2007 Pink".

Custom Design "Basic", "Bezier", "Modern Style", "Dark Style", "Blue Vision", "Blue Vision 2013",

Skins: "Light Vision 2013", "Dark Vision 2013", "High Contrast", "Metropolis",
"Metropolis Dark", "Seven", "Seven Classic", "McSkin", "Blue", "Black", "Silver".

Bonus Skins: "Lilian", "iMaginary", "Caramel", "Money Twins", "Sharp", "Sharp Plus", "Foggy",

"Darkroom", "Dark Side", "Liquid Sky", "London Liquid Sky", "Stardust”, "Coffee",
"Blueprint", "Whiteprint".

Skins for Fun: "Christmas", "Valentine", "Summer", "Springtime".

Let us take a brief look at some of the skins:

Default skin look and feel example
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High Contrast Skin look and feel
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Ribbon
Ribbon is a tool that presents commands organized into a set of tabs. The tabs on the Ribbon
represent commands that are most relevant for each of the task areas in the program . For

example, in Office Word the tabs group commands by activities such as inserting objects like
pictures and tables, doing page layout, working with preferences, doing mailings, and reviewing. The
Home tab provides an easy access to the most frequently used commands. Office Excel has a similar
set of tabs that make sense for spreadsheet work including tabs for working with formulas, managing
data, and reviewing. Those tabs simplify access to the program features, because they organize the
commands in a way that reflects the tasks people perform in those programs.

EMCO M3 Package Builder Aschitect

Pic 1. The Ribbon bar

We are delighted to let you know that we fully conform with Microsoft® Ribbons Guidelines and
would like to introduce some Ribbon features to you. To learn more about Ribbon, the story of its
development and its usability features, you may visit 'The Story of the Ribbon" article from the MSDN
blogs.
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Application Menu

Application Menu in the program is represented as the Backstage view that can be used as a
starting point and allows you to create a new installation package, open a recent project, configure
the program settings or get information about the program. It is somewhat similar to the File menu
to most of the programs and can be opened by clicking the Application button located in
the top left corner of the main screen.

EMCO M5I Package Builder Architect - o X
Enter project name here
Create Regular Installation Project
Choose this type to o plicitly describes the changes to the file system, the registry and other pars af the operating system that can be used in future

for creating deployment packages.

ke to create a project for wrapping existing executable installations inte an MS! package generated on a basis of the

Projects Storage

D:\MSIPBRoot
F Browse for a New Storage Location
- Choose the path to the folder to be used as the root directory for MS! Package Builder projects
Browse

& Preferences

[ it

Pic 2. Backstage view
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On the left side of the Backstage view, you can see the buttons that allow you to create
packages, open recent projects and get information about the program. On the right side, you can
find the actions corresponding to the currently selected section of the Backstage view. The
program settings can be configured by pressing the Preferences button located in the left bottom
corner of the Backstage view.

Quick Access Toolbar

The Quick Access Toolbar is an end-user customizable bar located near the Application
Menu or below the Ribbon bar depending on the configuration. It can contain links to both Ribbon
items and Ribbon groups.

Home  Project  View  Program
—

. — Sl
8Bd ™ & W Bl = > ©
Repackage Project  Create MSI  Create App-V  Creste MSIX/AppX ~ New  Open e Cloze | Renar Elete Impert  Export Start Manage
Installation  Setup Package Fackage Fackage All Monitoring | VM Profiles
‘Wizards Build Project Management Capture Virtualzation -

Pic 3. Quick Access Toolbar

To add an action link to the quick access toolbar, right click this action and select Add to Quick
Access Toolbar from the pop-up menu. The groups can be added in the same way, the only
difference being that to add a group you should right click its caption.

Representation and Navigation Features

The representation of the Ribbon bar can also be configured to make your work more comfortable.
You can minimize Ribbon so that the tab's content is only shown when the tab is clicked on, thus
extending the program workspace. Also, if it is not convenient for you to have the Quick Access
Toolbar next to the Application Menu, you may place it below the Ribbon bar, so that it will look
just like a simple toolbar. This configuration can be accessed from the pop-up menu of the Ribbon
bar

Add to Quick Access Toolbar
Show Quick Access Toolbar Below the Ribbon

Mipimize the Ribbon

Pic 4. The Ribbon customization menu

Navigation between the Ribbon tabs can be performed not only with a mouse click on a tab but also
with the help of the mouse wheel. Just place the cursor over any tab and scroll the wheel - scrolling
up will switch the tabs from right to left, and scrolling down will switch the tabs in the opposite
direction.
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Main features of Ul Elements

The graphics shell used for MSI Package Builder is aimed at providing a high level of usability to
everyone. This topic covers main features of the graphical elements used in this program, and here
you can find what puts EMCO GUI a step ahead of the others.

Docking

The MSI Package Builder user interface is built using the ultimate docking technology which provides
for the maximum use of the program working area. It allows docking the windows that are used less
often than the main one to the sides, auto hide them or even close and then open again when
required. The dock panels can be docked both to the main window and to each other, thus enabling
you to build such a subsidiary window layout that makes you feel comfortable while working with
MSI Package Builder

Projects I *

[ |Adobe Reader 11
W [\ ersion: 10.0

= Fie System

B Regstr
BE 2002 envi

] EnFOOMEN Varables

=

_ﬁ. SEriges |«

L ™% 3 entries ; L] !
| 150y Assembhes ud [

- Drivers L

iu}’

inters

I

a5 Windows Frpwal

i

Schaduad Tasks

/a5 Custom Actions
L g prtraes

Pic 1. Docking preview

To change the position of any dock window, you should click its header and move the mouse pointer
while holding the left mouse button down. Hint windows are shown to help you understand where
you can drop the window dragged. When you are dragging it over another dock window, it is
possible to dock both windows to each other or display them in different tabs of the same dock
window. When a dock window is floating, you can expand it to full screen by either clicking the Full
Screen button in the windows title bar or pressing F11 on the keyboard. To exit the full screen
mode, just press F11.

To enable the auto hide feature for a window attached to any side of a main window, click the pin
button in the dock window header. Clicking the cross button results in closing of the dock window.
Each view can also be closed and opened again using the checkboxes in the Show Ribbon group
accessible from the Application page.
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Grouping and Filtering Data

The MSI Package Builder user interface is designed so as to make its usage as flexible as possible.
The tables available in every EMCO program provide you with an easy-to-use data filtration and
grouping mechanism. To group data by one of the columns, you should drag its header to the
grouping box displayed over the table or choose an appropriate item from the column header pop-up
menu

Path
Attnbutes

Path k| Size Creator
Path = C:
Path = C:\Program Files (x36)
Path : C:\Program Files (x86)\Common Files
Path : C:\Program Files (x860\Common Files\Adobe
Path : C:\Program Files (x86)\Common Files\AdobeAcrobat
Path : C:\Program Files (xB6\Common Files\Adobe'Acrobat\ ActiveX

WO W R g R

Path : C\Program Files (x860\Cemmon Files\Adobe\Acrobat\ActiveX(\ AcrolEHelper.dil

Pic 2. The grouping box of a table grouped by two columns

To group or ungroup data by any column when Group By Box is not visible, you can have it
displayed by selecting the Show Group By Box item from the pop-up menu of any column header.

Data filtration can be performed in two ways: by using the quick filter or the filter editor. To use the
quick filter feature, just click on the glyph in the right top corner of any column header. A drop-
down list appears offering you to choose one of the predefined filters or select the custom one from
the filtering dialog

| Path k| Size Attohates T
¥ Creator: msiecec.se ol
- {Custom...)
» Creator : senvices.ee {Blanks)
¥ Creator : User {MonBlanks)

==hs

Pic 3. Accessing the quick filter abilities
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The Filter Editor shipped with MSI Package Builder is easy to use and allows you to build your own
complex filters quickly and easily . To open the filter editor, choose the Filter Editor item
from the column's pop-up menu.

(@) Filter builder - [untitled.fit] 5

Filter | And <roots
Path Iz like !PrngramFinstldeﬂ.ﬂ.dnbe\Rgadet11.D"._Rgadqr?$!

press the button to add a new condition

Qpen.. Save Ag.. QK Cancel Apphy

Pic 4. Using the filter editor

You can enable and disable the currently applied filter condition using the checkbox displayed next
to the filter condition in the bottom of the view, inside the filter info pane

[ [Pan o
I"-’ Creator : msiexec.exe
+ ProgramFilesFolden Adobe Reader 11.00Reader
' + ProgramFilesFalder Adobe\Reader 11.00Reade AIR
[I% ProgramFilesFalded Adobe\ Reader 11.0\Reader\ Browser
' + ProgramFilesFalder Adobe\Reader 11.00Reader | DTemplates
+ ProgramFilesFolder\Adobe\Reader 11.00Raader [DTermplates\ENU
' + ProgramFilesFalder Adobe\Reader 11.00ReaderJavascripts
| + ProgramFilesFalder Adobe\Reader 11.00Reader\Lagal

n e B B il B B B, Looaa (BN} s

X |+ (Path Iz ike ProgramFilesFolderAdobe\Reader 11.00Reader®) v Customize...

Pic 5. The filter info pane

To reset the currently applied filter use the button from the filter info pane, and to customize it
use the Customize button from this pane.
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Managing Columns in Trees and Tables

You can customize almost every table and tree in EMCO programs by moving and removing columns
to make the control most informative for you. To move a column, drag it over the control's header
and drop between other columns to its new position

| Path v | Size Attributes

. itributes T
v Creator: msiecec.exe St

CAProgram Files (x28)\Common Files\Adobe -
CAProgram Files (x88)\Common Files\Adobe\Acrobat -
CAProgram Files (x28)\Common Files\Adobe\Acrobat\ Activ... -
CAProgram Files (x28)\Common Fileg\Adobe\Help -
CAProgram Files (x28)\Common Files\Adobe\HelpClg -
CAProgram Files (x28)\Common Files\Adobe\ HelpClg\en U5 -
CA\Program Files (x26)\Common Files\Adobe'\Helpen_US -

Pic 6. Moving a column

To remove a column that is of no use for you, right click the control's header and select the
Remove This Column item from the pop-up menu. Also, you can control columns availability using
the column chooser

| Path E | 8 Customization x
I + CA\Program Files (x85)\Commen Files\Adobe\Reader 1 1.0 Linguistics\ Providers\Plu... o ]
+ C\Program Files (x28)\ Common Files\Adobe\Readet 1 1.0 Linguistics' Providers\Plu... - :
reator

+ CAProgram Files (x288)\ Common Files\Adobe\Readet 1 1.0 Linguistics\ Providess\Plu..,

+ C\Program Files (x288)\ Common Files\Adobe\Reader 1 L0 Linguistics\ Providers\Plu...
& CommonProgrambenuFolder
& ProgramFilesFalder

ProgramfFilesFoldest Adobe

+ ProgramFilesFolder\Adobe\Reader 11.0

+ ProgramFilesFolder\Adobe\Reader 11.00Esl

+ ProgramFilesFolderAdobe\Reader 11.00Reader

+ ProgramFilesFoldert\Adobe\Reader 11.00Reader AR

+ ProgramFilesFolder\Adobe\Reader 11.0\Reader\Browser

+ F'n;gramFlltsFuldtl‘vﬁdﬁbt".ﬂtddtr 11.00Rea dtf'ﬂD'T'-‘mFIﬂtf'F

+ ProgramfFilesFolder Adobe\Reader 11.00Reader I DTemplates\ ENU

4+ ProgramFilesFoldet\Adobe\Reader 11.00Reader\Javascripts

+ ProgramFilesFoldet\Adobe\Reader 11.0WReader\Legal

4+ ProgramFilesFoldet\Adobe\Reader 11.00Reader\Leqal ENU

Pic 7. Using the column chooser

To show the column chooser, right click the control's header and select the Column Chooser menu
item. After that, you can drag and drop columns from the header to the column chooser and
backwards.

Automatic Saving and Restoring of Windows Layout

One of the service functions of MSI Package Builder user interface is its ability to save and restore
the windows layout. All the changeable parameters like the windows sizes and positions; the table
columns order, sizes and positions; the grouping and filtering options; the dock windows
configuration, etc. are saved between sessions. Thus, you do not need to configure the program's
user interface layout every time you start this program.
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Chapter 4: Installations Repackaging

The main goal of MSI Package Builder is to deliver to you an easy-to-use installations repackaging
tool. We have designed and developed two different repackaging models, which are monitoring
operating system changes and wrapping existing installations. You can choose between smart
repackaging, which allows you to easily create a deployment package based on existing installations
by simply following the steps of the Repackage Installation wizard, and low-level repackaging,
which allows you to control each aspect of the repackaging process.

3 Repackage Installation

i The Repackage Installation button from the Builder group on the Home Ribbon
Repackage | page should be used to open the Repackage Installation wizard, that is designed to
Installation | help you with the repackaging process.

The Repackage Installation wizard was designed to make the repackaging process as intuitive as
it is possible. By default, it is displayed on the program startup, so you can repackage existing
installation with no additional actions required. If you do not need it to be displayed on each
startup, you can disable this option other on the wizard welcome page, or on the User Interface
preference page.

Repackage Installation Wizard W
Repackaging Method . 1
Select whether you would like to moniter changes performed by the existing mstallations or to wrap ;

the existing installations into an MS| package.

Menitaring (generate M5, App-V or MSLDU AppX packages)

Create a package by capturing the file system and registry changes performed by the existing

&, installations. Select this option to repackage any type of executable installations, except for installations
that deploy Windows system components. Alse, use this option f you want to capture the system
changes and generate a package reproducing those changes.

.:;:- [Wreapping (generate M3 packages)

Create a package in the M3 format by wrapping existing installations. Select this option to repackage
installations that depley Windows systemn components if they support silent deployment and you know
how to configure them to be deployed silently.

Learn more abaut the répackaging methads

e "Lilt Btk

< Back Mext > Finish Cancel

Pic 1. Choosing a repackaging mode

While going through the steps of the Repackage Installation wizard, you are choosing the
repackaging mode you would like to use, configure a deployment package to be generated and a
project to be created. The project containing the repackaging results is saved to the projects
storage and can be used in the future to upgrade the installation package. In this chapter we'll go
through the available repackaging modes and take a closer look at each one, providing you with
some tips and tricks on using the repackaging abilities shipped with MSI Package Builder.

What's Inside
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How to Choose a Repackaging Method

Capture Installations

Capture System Changes

Repackaging via Wrapping

Low-Level Repackaging

Projects Preparation

How should I configure the repackaged installations to support an upgrade?
Repackaging in Windows Sandbox

Repackaging on a Virtual Machine
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How to Choose a Repackaging Method

MSI Package Builder is shipped with the different repackaging methods to be used for different
situations. It is possible to use the Repackage Installation wizard to create an MSI package
automatically with the help of the smart repackaging, or use the low-level repackaging to benefit
from advanced repackaging features. As for smart repackaging, you can choose between
installations monitoring, monitoring of changes made to the operating system and wrapping of
existing installations into an MSI package. The low-level repackaging allows you to combine different
repackaging techniques and to control each aspect of the repackaging process.

When you use the Repackage Installation wizard, you can select the monitoring or wrapping
methods of installation repackaging . Note that this step of the wizard is available in the
Enterprise and Architect editions of the program, which include the installations wrapping option.
The Professional edition of the program offers monitoring only, so the repackaging method selection
is not available in this edition.

Repackage Installation Wizard ¥
Repackaging Method r 1
Select whether you would like to moniter changes performed by the existing mstallations or to wrap

the existing installations into an MS| package. L

& Monitering (gensrate M5, App-V or MSDYAppX packages)

; Create a package by captuning the file system and registry changes performed by the existing

i, installations. Select this option to repackage any type of executable installations, except for installations
that deploy Windows system components. Alse, use this option i you want to capture the system
changes and generate a package reproducing those changes.

Wrapping (generate M3 packages)

Create a package in the M3 format by wrapping existing installations. Select this option to repackage
installations that depley Windows systemn components if they support silent deployment and you know
how to configure them to be deployed silently.

Learn more about the repackagqing methods

< Back Finish Cancel

Pic 1. Selecting the repackaging method
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Installations Monitoring

Repackaging through monitoring of file system and registry changes is the easiest repackaging
method, but it has a set of limitations. Using this method, the deployment package is created based
on changes performed to the operating system by existing installations. You should choose this
method when the repackaged installations do not support silent execution or you cannot find out
the parameters to be used for silent execution. Use installations monitoring for creating App-V
packages and MSIX/AppX packages as installations wrapping is not applicable for virtualization. This
method can also be used when you are going to create an MSI package based on generic changes
performed manually rather than those performed by existing installations.

The main prerequisite for repackaging via system changes capturing is that the monitoring should be
performed in a clean environment. The main disadvantage of this mode is that the resulting
deployment will not be fully cross-platform, thus the repackaging results will be valid only for the
same operating system as used for monitoring.

The program supports two types of changes capturing. In the Repackage Installation wizard, you
can select the option to capture installations or to capture system changes depending on
your needs.

Repackage Installation Wizard W

ol

Captiuring Type [
Select whether you would like to repackage existing installations or to capture any system changes s
and get an output package repreducing the captured changes.

@ Capture Installations

-".; This epticn allows you to repackage one or multiple installations. The program starts monitonng and
=%, runs the specified installations to being captured. Upon completion of the installations, the monitoring
is stopped automatically and the program generates an cutput package.

Capture System Changes

==y This opticn allews you to capture system changes and generate an output package reproducing those
‘% changes. The program starts monitering, and you need to make the changes to be captured. When all
the changes have been made, you should stop monitoning manually, and then an output package will

be generated.

< Back Mext > | Finish Cancel

Pic 2. Selecting the capturing type

Copyright © 2001-2024 EMCO. All rights reserved. 116



EMCO MSI Package Builder 11 Installations Repackaging

Capture Installations

This option is designed to repackage an existing installation into a package of a different format.
The program captures changes performed by the repackaged installation and uses those captured
changes to generate a new package. You should use installations capturing if you need to
repackage an existing installation with no additional pre/post-installation customization steps.

When the program captures an installation, it starts and stops monitoring system changes
automatically. In this case, changes monitoring will stop only after the installation is fully completed,
thus all the changes performed by the installation have been included into the resulting deployment
package. To use this approach, an installation setup should be designed in such a manner that all
the processes configuring the application and the operating system exit on installation completion.
You can learn more about this type of monitoring in the Capture Installations chapter.

Capture System Changes

This option is designed to capture any file system and registry changes and use the captured results
to generate a package. You can use this option to repackage installations that need additional
pre/post-installation customization steps or to convert any changes into a package. For example,
this mode allows you to make the required changes manually and generate a package reproducing
those changes.

You can also use system changes capturing to repackage an installation that isn't designed to exit
on installation completion. In such a case, you are responsible for stopping the monitoring process
when all the required changes have been performed.

You can learn more about this type of monitoring in the Capture System Changes chapter.

Installations Wrapping

The wrapping method of installations repackaging is recommended for experienced users for creating
MSI packages. When wrapping is used, the program creates an MSI package that includes the
repackaged installation file. You can use wrapping if the repackaged installation supports silent
deployment and you know the command-line parameters required to deploy the installation silently.

Using wrapping is a little more complicated, but it allows you to avoid all the limitations of the
monitoring technology. Installations wrapped into an MSI package will be distributed in the original
state and thus deployed correctly to any operating system regardless the deployment process
particularities. You can learn more about wrapping by reading the Repackaging via Wrapping
chapter.

Low-Level Repackaging

The low-level repackaging options allow you to reach the maximum flexibility in repackaging, but
should be used by experienced users only. In this mode, you can change the monitored data and
provide the required changes manually. This mode is the most complex one, because you are
responsible for preparing the correct changes configuration for creating a deployment package. The
complexity of the generic repackaging process requires that you to fully understand each aspect of
every step to be performed for successful repackaging. You can learn more about this approach in
the Low-Level Repackaging chapter.

Now you have been introduced to the repackaging modes included into MSI Package Builder and
should be able to choose an appropriate one during your everyday work.
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Capture Installations

MSI Package Builder allows you to automatically monitor the changes performed by a single
installation or a set of installations and create a deployment package based on these changes.
When multiple installations are monitored, they are launched one by one in the specified order. To
monitor installations, you should choose the Capture Installations option in the Repackage
Installation wizard.

Let us take a look at the monitoring process configuration. First, you need to make sure that the
monitoring environment is clean and you follow the repackaging best practices. The program can
automatically check some requirements and show the list of monitoring environment issues

You need to resolve those issues by following the displayed recommendations. For example, if any
Windows applications are running, you can select them and press the Fix Issues button, so those
applications will be closed.

Repackage Installation Wizard X
Prepare Computer for Monitoring ey
All system changes made on this computer will be captured to generate a package. Some tems "
detected on this computer may introduce unnecessary changes to the package being created. H
Menitoring Environment lssues Fclssues = B B B E

~ Addtional Preparations
MSI Package Builder Monitoring Modules Installed
The monitaring modules must be installed to run repackaging

~ Active Antivirus Software
Windows Defender Antivirus Active

& et i s Defender Antrvirus software when pederming monitonng. You
~ Running Applcations
Adobe Photoshop 2021 Running
We recommend to close this application since it may affect the monitoring results
Help & Manual Running

Haw to prepars this compuyter far monitoring?

< Back Mext > Finish Cancel

Pic 1. Monitoring environment issues
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At the next step of the wizard, you should specify a name for the project to be created based on
the monitored changes, provide a set of installations to be monitored and define the installation
order “2I01 . You can define command-line parameters to be passed to the installer application for
each installation while adding it.

Repackage Installation Wizard e
Configure Installations for Repackaging I,E....___l
Specify the name for the project to be created, provide a set of installations to be monitored and ::‘Q ]|
define the installations order. — =
Project Name: [Adobe tocld |
Installations 7] Add Installation ' Edit Installation 2% A W
= Installation Path Parameters
I Di\nstall EXE\Adbefidr1 1003_en_US.exe |

2 DvinstaifEXEvflashplayerid_d_install.exe

< Back Mext » Finish Cancel

Pic 2. Providing installations to monitor

It is possible to monitor Windows Installer packages and executable installation packages.

At the next step, you can choose if you would like to create an MSI package, an App-V package or
an MSIX/AppX package based on the monitoring results.

Repackage Installation Wizard e

Output Package Format

Select the format of the output package to be generated. Some formats may have functionality or OQ
Windows compatibility limitations, so select the format that meets your requirements.

®) M5l Package

1 This fermiat supperts all the packaging features and provides the best compatibility with Windows
: environments and deployment tools.

App-V Package

B This format is compatible with Windows environments ready for App-V (Microscft Application
H Virtualization) and may include features supported by App-V.

MEIX AppX Package

M This format is compatible with modem Windows environments and distnbution tools designed to
deploy MSUAppX. It may include features supported by M50/ AppX.

Skip Package Generation

Select this option if you need to monitor changes only and skip package generation upon completing
the monitoning.

< Back Finish Cancel

Pic 3. Choosing the package type
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In case you have chosen to create an MSI package, at the next step you should provide a path the
location to save the resulting MSI package and configure the package. Detailed information on
configuring an MSI package is available in the Creating an MSI Package chapter.

Repacksge Installstion Wizard e
M5l Package Properties | i
Previde a path to the MSI package being created, specify the package metadata and configure the L"’d
M3l package deployment settings,
General | identification & Upgrade | Digital Signature  Install Options | Suppeort Information | Summary Info
MS1 Path: ChmsnAdobe tocl\Adebe tools.ms
Product Mame: |Adebe toels Platform: |Aute -
Manufacturer: !-ﬂ-l:x Deloran - lgen: n
Language: English (United States) - Version: (11.0.3.37
®) Install M5! te Current User Show in Windows Programs and Features:
Mon-Elevated Installation The created M3 package only -
Install MS! te All Users Restart Mode:
Smart All Users Mode Restart the computer only if necessary =
Learm more about the i £l rnstaflation conted
< Back Mext » Cancel

Pic 4. Configuring an MSI package
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If the output in form of an App-V package has been selected, you need to provide a path to the
location to save the resulting App-V package and configure the package. Detailed information on
configuring an App-V package is available in the Creating an App-V Package chapter. As for the
output in form of an MSIX/AppX package, you need to provide a path to the location to save the
package to and define the package configuration options, target platforms and digital signature
settings. Refer to the Creating an MSIX/AppX Package chapter.

After you press Finish, the monitoring process starts. As soon as it is completed, a deployment
package is created containing the monitored changes in the specified location.
When does the monitoring process stop?

When a monitoring process is running, you can see the monitoring progress on a screen LIt
displays how many installations from those defined are already complete.

Monitaning b4

4 Theinstallations meonitoring process is in progress, so you can proceed
=) through the steps of the setup wizard. This dialog will be automatically
closed upon installations completion,

Pleaze note that if the setup wizsrd suggests running the installed
application upon the installation completion (e. g. if a
cofresponding option is checked on the last wizard page), you
should decling this suggestion to proceed with the M3l package
creation. If the installed application has been started, close it and the
monitoning process will be stopped automatically.

Press 'Step’, if required, to abandeon the monitoning process.

=

Installing "AdbeRdrl1003_en_US.exe’ (1 of 1) ...

Pic 5. Monitoring progress

As soon as all the installations have been completed, the monitoring process is stopped
automatically. The installation is treated as completed when the installer process and all the
processes daughterly to the installer process exit.

Please note that if the setup wizard suggests running the installed application upon the
installation completion, you should decline this suggestion. Otherwise, the monitoring module
will wait for the started application to exit.
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You can abandon the monitoring process using the Stop button at any time, although it is not
recommended.

The monitoring process does not stop. Which option should I choose?

You can find yourself in a situation where the monitoring process does not stop after you have
passed through all the steps of the setup wizard. To choose further steps, it is necessary to
understand what leads to this situation. Let us take a closer look at the list of possible reasons and
appropriate solutions for each one.

First, the monitoring process may not be stopping because the installation is still performing the
application configuration in background. Thus, it is recommended to be patient and always wait for
some time after the installer application user interface has closed.

Another possible reason is that the monitored installation has launched the installed application or
one of its modules. This can happen if you have not unchecked an appropriate option on the
installation wizard finish page, or if the installation always performs the step of launching the
installed program. Please note that those executable modules can be run in the background or
minimized to tray. In such a case, you should close the launched applications and continue waiting
for the monitoring to stop automatically. The monitoring module will switch to next installation, if
any, or create the deployment package, if this installation is the last one from those monitored, as
soon as those applications are closed. In case if it is not possible to close the launched applications,
but you are sure that the installation is fully complete, you can stop the monitoring process
manually and create the deployment package based on the changes currently monitored by pressing
the Stop button and then choosing the option to proceed with creation.

f’;‘x It is not recommended that the monitoring process be stopped manually to proceed with the
., deployment package creation unless you are absolutely sure that the installation is fully
completed. In case the setup is still in progress, the repackaging will be incomplete.

The last reason may be that the installation does not fulfill the requirements for monitoring (the
process performing the installation does not exit after the setup is completed). If you are not sure
that the installation process is fully completed and cannot find out the processes that are
preventing the monitoring from being completed, you can abort the monitoring process by pressing
the Stop button and then choosing the Abort Monitoring option. All the monitored changes will be
irreparably lost. In such a case, it may be convenient for you to use repackaging via wrapping.
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Capture System Changes

With MSI Package Builder, you can track changes made to your operating system and create a
deployment package based on these changes. With the help of the monitoring technology, you can
easily create an MSI, an App-V or an MSIX/AppX package from any installation you want and even
from any changes you performed manually. Just start monitoring, perform the changes and stop
monitoring, and the newly created project will contain all these changes. You can monitor system
changes and create a deployment package on completion choosing the Capture System Changes
option within the Repackage Installation wizard.

Before starting monitoring, you need to make sure that the monitoring environment is clean and you
follow the repackaging best practices. The program can check some requirements automatically and
show the list of monitoring environment issues . You need to resolve these issues by following
the displayed recommendations. For example, if any Windows applications are running, you can
select them and press the Fix Issues button, so these applications will be closed.

Repackage Installation Wizard W

Prepare Compiter for Monitoring R
All system changes made on this computer will be captured to generate a package. Some items _J"'
detected on this computer may intreduce unnecessary changes to the package baing créated. "

Monitoring Environment lssues Fix lssues 3, BE B F:

~ Addtional Preparations
M5I Package Builder Monitoring Modules Installed
The menitaring modules must be installed to run repackaging
~ Active Antivirus Software
Windows Defender Antivirus

~ Running Applcations
Adebe Photoshoep 2021 Runming

"
"
]
=

vl & rECommend 1o CIole thil applicaticn Jince it may aifelt th

Help & Manual Running

amputer for mon

< Back Mext » Finish Cancel

Pic 1. Monitoring environment issues
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When configuring the monitoring process, you are suggested to provide a name for the project to be
created as a result of monitoring. This project will contain all changes made by the running
processes to the operating system during the monitoring session. At the next step, you should
choose if you would like to create an MSI package, an App-V package or an MSIX/AppX package
based on the monitoring results.

Repackage Installation Wizard .

OQOutput Package Format

Select the format of the output package to be generated. Some formats may have functionality or OQ
Windows compatibility imitations, so select the format that meets your requirements.

@) M5l Package
’ This formiat supports all the packaging features and provides the best compatibility with Windows
: environments and deployment tools.
App-V Package

n This format is compatible with Windows environments ready for App-V (Microsoft Application
H Virtualization) and may include features supported by App-V.

MSIX AppX Package

M This format is compatible with modem Windows environments and distribution tools designed to
deploy M5/ AppX. It may include features supported by MSDY/AppX.

Skip Package Generation

Select this option if you need to monitor changes only and skip package generation upon completing
the monitoring.

< Back Finish Cancel

Pic 2. Choosing the package type
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In case you have chosen to create an MSI package, the next step is to provide a path to a location
to save the resulting MSI package to and configure the package 12500, Detailed information on

configuring an MSI package is available in the Creating an MSI Package section of this document.
section of this document.

Repackage Installation Wizard %
M5l Package Properties | |

Previde a path to the M3 package being created, specify the package metadata and configure the | =
3| package deployment settings. "‘H

General | Identification & Upgrade | Digital Signature | Inctall Options | Suppert Information | Summary Info

M5! Path: _C:"xmil‘\hdc be tosls\Adobe tacls.msi

Product Name: _-ﬂ-dcbc tools | Platform: _-‘f'-uto =

Manufacturen !-ﬂ-ltx Delorian = legn: ﬂ

Language: _Engl:sh (United States) = Version: (11.0.3.37 |

#) Install MSI to Current User Show in Windows Programs and Features:
Mon-Elevated Installstion The crested ME package anly -

Install MSI to All Users
Smart All Users Mode
Learn more about the b5 instabiation context

Restart Mode:

Restart the computer only if necessany -

< Back Mext > Cancel

Pic 3. Configuring an MSI package
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If the output in form of an App-V package has been selected, you need to provide a path to save
the resulting App-V package to and configure the package. Detailed information on configuring an
App-V package is available in the Creating an App-V Package chapter. As for the MSIX/AppX
package output, you need to provide a path to save the package to, define the package
configuration options, the target platforms and the digital signature settings. Refer to the Creating
an MSIX/AppX Package chapter for details.

Pressing the Finish button starts the monitoring process, and from that moment until the moment
you stop it, all changes, except for those skipped in view of the monitoring filters configuration, are
recorded and saved to the specified project. A deployment package is created at a specified
location based on those changes.

When should I stop the monitoring process?

While system changes are being monitored, the monitoring process cannot be stopped automatically
because there is no trigger for that. Therefore, it is up to you to choose the moment when it should
be stopped. Before stopping the monitoring process, you should make sure that all required changes
have been made. It means that the installations you have monitored have exited, and all the
operations have been fully completed, i.e. the required files have been fully copied, moved, created
or deleted, and the required registry keys and values have been fully saved to the Windows registry,
etc.

As soon as you stop the monitoring process, the project is created containing the recorded
changes. If you are using the Repackage Installation wizard, this project is automatically prepared
and a deployment package is created. For the manual capturing mode, you should prepare the
created project before building a deployment package. See the Projects Preparation section for the
information about the required preparation steps.
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Repackaging via Wrapping

One of the installations repackaging methods used by MSI Package Builder is wrapping existing
installations into a generated MSI package. Wrapping means that those installations are distributed
as a part of the MSI package and are installed, uninstalled and repaired simultaneously in the
specified order.

o Repackaging via wrapping can be used to build MSI packages only. App-V packages require

that package content be explicitly defined before building a package, thus it is not possible to
launch installations while deploying a virtual application. As the MSIX/AppX packages use an
isolated sandbox environment concept for deployed contents, it is also not possible to launch
installations while deploying those packages.

The advantage of this mode is that the original installation is always executed on each PC, so there
should be no chance that a generated MSI package will be installed incorrectly on specific target
machines. The disadvantage of this mode is that you need to know the silent installation parameters
and possibly provide installation scenario files to generate an MSI package that can be used for
silent deployment.

To perform repackaging via wrapping, either choose the Wrap Installation option in the
Repackage Installation wizard or click the Wrap Installation shortcut in the Product Actions
group on the Welcome Screen. In any case, you'll be able to provide a set of installations to be
wrapped and their deployment order

Repackage Installation Wizard W
Configure Project
Specify the project name and select one or multiple installations to be wrapped into an MS| package.
t 15 possible to wrap executable installatrons and Windows Installer packages.
Project Marme: [Generic Software
L Jd
Wrapped Packages Add Package Edit Package
= Mame Setup File
1 & Adobe Reader 11 D\InstalMEXE AdbeRdr] 1003 _en_US.exe
2| & DjVu Control D\ InstalMEXENDIVUCNTL_601_EM.EXE
3|8 Java T D\ InstallEXE jre-Tul T-windows=i336.exe
< Back Mext > Cancel

Pic 1. Repackaging via wrapping
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MSI Package Builder allows you to wrap both Windows Installer packages and executable installation
packages. For each package, you can define if it should be repaired and uninstalled while repairing
and uninstalling a generated MSI package. You can also specify a list of additional files, if required,
and the parameters to be passed to the installer to perform install, uninstall and repair . The
provided packages are included into a created MSI package and saved into a project with the
specified name for future usage. Detailed information on configuring wrapped packages is available in
the Wrapping Existing Installations chapter.

New Wrapped Package X

Wrapped Package Properties

Specify the installation package to be deployed together with the generated MSI, define the package
narme and the parameters to be passed to the setup dunng the package depleyment.

L

liName  [DjVu Contro

Setup File: |D\instalNEXEVDIVUCHTL_601_EN.EXE
Parameters | Package Files

A You must specify the parameters to be passed to the provided setup for pedferming a silent installation
and/ar maintenance if you are going to deploy the generated MSI package silently. If the parameters are
not defined or are defined incorrectly, the deployment process will hang indefinitely waiting for the user
inp ut.

Why is it important to supply installer command line parameters?
Install Farameters
You can define the pararmeters to be passed to the installer during the M3 package installation, if required.
Parameterss [ /5 S5 /flinstalliss

Check for install failure by the exit code  Success Exit Codes 0

Maintenance Parameters

You should define the command line to be used to perform uninstall and repair if you would like this
installation to be repaired or uninstalled wsing the created M3I package.

| Allow Repair Repair CMD Line: O S{PackageSetupFilels /s /SMS /1 repairiss

| Allow Uninstall  Uninstall CMD Line: | ${PackageSetupFile}s /5 /SMS ffluninstall.iss

QK Cancel

Pic 2. Configuring MSI package

The next step is to provide a path to the location to save a resulting MSI package to and configure
the package. Detailed information on configuring an MSI package is available in the Creating an MSI
Package chapter.

As soon as the package is configured, press Finish to proceed with its creation. The created
package is saved to the specified location and is ready for deployment. The project representing the
current repackaging process is also saved to the projects storage.
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Low-Level Repackaging

Typically, installation repackaging uses the Repackage Installation wizard, which automates and
guides you through the process. While recommended for most cases, in some situations, you may
bypass automation for greater control. Low-level repackaging offers the flexibilty to combine
techniques, not limiting you to a single approach. For instance, you can monitor installations, make
additional changes during MSI package deployment, or adjust monitoring results as needed.

;;-._\ The low-level repackaging concept should be used by experienced users only. While using a
L50 Jow-level repackaging you are responsible for performing each and every step required for the
successful repackaging, so it is required that you fully understand those steps.

What exactly is low-level repackaging? It involves manual operations for repackaging and project
preparation. This chapter details these operations, enhancing your understanding of repackaging and
using manual operations when necessary. Low-level repackaging involves the following steps:

Step 1: Start Monitoring

Repackage an installation by capturing its changes, as outlined in the How Installation
Repackaging Works chapter. To exclusively capture installation changes, bypassing automatic
project preparation and package generation, use the Start Monitoring button on the Ribbon.

) Start Monitoring
P
The Start Monitoring button from the Capture group on the Home Ribbon page

— should be used to start a new session for tracking changes performed to the system.

Manitoring

To start a new monitoring session to capture the changes performed to the underlying operating
system, you can press the Start Monitoring button from the Capture group on the Home Ribbon
page or choose the Start Monitoring item from the Projects tree pop-up menu. The wizard will
appear on the screen, where you can provide a name for the project to be created on a basis of the
changes monitored and choose additional processes to be filtered during the monitoring process. The
monitoring modules will ignore the activity of the filtered processes, thus the changes performed by
those processes will not be included into the resulting set.

Step 2: Apply Changes
Once monitoring starts, execute the changes you wish to track, such as running the applications
you want to monitor or manually making modifications. The program captures all these changes.

Step 3: Stop Monitoring
To end the capture process, either press the Stop Monitoring button in the Capture group on the
Home Ribbon page or select Stop Monitoring from the Projects tree pop-up menu.

Stop Monitoring

The Stop Monitoring button from the Capture group on the Home Ribbon page

Stop should be used to stop the currently running monitoring session.

Manitoring
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When you stop the monitoring process, a project with the specified name is created. It includes all
changes made to the operating system during the monitoring period. To create a deployment
package from these changes, you must first prepare the project.

Step 4: Prepare the Project

To prepare the project for package generation the captured resources, such as file changes, should
be copied into the project storage. This ensures package generation can occur anytime, even if the
original files change on the file system. During this process, you might encounter missing captured
files. In such cases, decide how to handle these missing links. Additionally, converting absolute
resource paths to system folders is advisable to ensure the generated package's compatibility with
various operating system configurations.

Project preparation, resolving missing links, and converting to system folders are detailed in the
Projects Preparation chapter. Follow these instructions for guidance. These steps are automated
in the Repackage Installation wizard, though some steps, like converting to system folders, are
optional - you may choose to use absolute file paths instead if needed. With low-level repackaging,
you have the flexibility to decide which actions to perform and which to omit.

Step 5: Edit Project Content

This optional step allows you to review and modify the project contents. Select the desired section
in the Projects tree to examine it. If necessary, add custom changes manually using the editors, as
outlined in the Installation Projects chapter. The program also enables copying content from one
installation project to another; simply open multiple projects, copy the required data, and paste it
into your target project.

Step 6. Generate a Package

As soon as all required changes are provided you can proceed with a deployment package creation.
Depending on the edition of the program you have, you can generate an MSI, App-V or MSIX
package. To learn more about the options available while creating deployment packages, see the
Creating an MSI Package, the Creating an App-V Package and the Creating an MSIX/AppX
Package chapters.

These are the primary steps in repackaging. However, you can undertake additional actions as
needed, such as adding pre- and post-install custom actions to your packages. Low-level
repackaging enables the creation of packages with varying levels of complexity.
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Projects Preparation

As the result of the monitoring file system, registry and other changes the MSI Package Builder
project is created and filled with those changes. If the monitoring was performed via Repackage
Installation wizard, all the preparation steps are performed automatically, so this chapter is
interesting only to those users who are using advanced changes monitoring through the capturing
abilities of MSI Package Builder.

Prepare

The Prepare button from the Links group on the Project Ribbon page should be used to
Prepare | brepare the selected projects.
After monitoring for changes is completed, the files created and modified during the monitoring
process are not available in the projects structure. The projects containing those files are marked
with a red arrow overlay (+), which means they are unprepared. All external files should be copied
to the project structure before creating a deployment package. This is performed using the Prepare
button from the Links group on the Project Ribbon page, when the project is selected.

As soon as the preparing operation is completed, you can see if it has actually succeeded by taking
a look at the overlay arrow icon. If the arrow is green (#), than the whole projects has been
prepared successfully, and if it is yellow (+), than there have been problems during the preparation
process. In most cases, this means that some files were missing when the preparation was
executed. Detailed information on errors is available in the Log view.

Missing Links

The Missing Links drop-down button from the Links group on the Project Ribbon page
Meissin allows you to choose the method for resolving the problems with missing files in the
LinksE selected projects. You can either remove those files, or try to check if they became
available.

If the file was not accessible during the preparation process, thus not copied to the project storage,
it is marked as missing. For the easier identification of the missing links a broken chain overlay icon (

")) is displayed in the left top corner of the items in the File System view. The problems with
missing links should be resolved before creating a deployment package. There are two possible
scenarios of solving the missing links problem: repair and remove.

Before choosing a resolution mode, you should analyze the problems. If the missing files are
temporary or not required to be created by the installer during a deployment of a generated
package, they can be painlessly removed. Otherwise, you should provide access to those files and
repair the missing links. You should use the Missing Links drop-down button from the Links group
on the Project Ribbon page to resolve problems with missing links.

Roll All
The Roll All button from the System Folders group on the Project Ribbon page should
T;:' be used to replace all system folders with their definitions in the selected projects.

Unroll All

The Unroll All button from the System Folders group on the Project Ribbon page allows
Unrall | you to expand the system folder definitions to their absolute local paths in the selected
All | projects.
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For a deployment package to be installed correctly on different operating systems with different
environment configurations, it is required to replace all paths that represent the system folders
(such as My Documents) with a special system folder object. This object will be expanded to the

full path on the destination PC during the package deployment. You can perform this step for all

folders in a project at once, using the Roll All button from the System Folders group on the
Project Ribbon page.

After performing those steps, the packages are fully prepared to be used for creating a deployment
package.

Copyright © 2001-2024 EMCO. All rights reserved. 132



EMCO MSI Package Builder 11 Installations Repackaging

How should I configure the repackaged installations to support an upgrade?

MSI Package Builder allows you to perform installation repackaging fast and easy. But a single
instance repackaging is not enough in a real life. It is obvious, that when a new version of the
repackaged software is released, you are going to create a new MSI package, containing this
version. In this chapter, we will show you how to create an MSI package for repackaging a new
version of any application.

o The information below must be read by everyone who is going to repackage the upgraded

installations and then deploy a resulting MSI package to Machines where the previous version
of the package is installed. If the conditions described below are not met, the upgrade won't
be performed correctly and the Programs and Features section of the Control Panel will
display both versions of the repackaged installation.

For MSI packages to be deployed and upgraded correctly, they should be properly identified. For
each MSI package there is a Product GUID, that uniquely identifies the product, and an Upgrade
GUID that is used for matching upgrades. Windows Installer maintains its database and handles its
consistency, depending on these identifiers. These identifiers are defined on a project scope while
creating an MSI package and are available in the Project Details view.

Create MSI Package W
M5l Package Properties

Previde a path to the MSI package being created, specify the package metadata and configure the
W5l package deployment settings. _“

General | Identification & Upgrade Digatal Signature | Install Options | Suppeort Information | Summary Infio
Product GUID: {FIEFIASS-DEFC-4FF5-ABGE-3322AE594FF)

Allow an installation upgrade

Mext > Finish Cancel

Pic 1. Identifying the generated MSI package

The Product GUID value for the different versions of the installations being repackaged should
differ, and the Upgrade GUID value should match. So, for example, if we are using the GUIDs

displayed on while repackaging the Abode Reader 10.1.0 installation, the same Upgrade

GUID in combination with another Product GUID, must be used for the Abode Reader 10.3.1
installation.

7y If you have lost the project used to create a previous version of the MSI package, thus

Z cannot find GUIDs used to identify that project, you can import that package. You'll find the
required GUIDs in the Project Details view when the package created on a basis of the
import result is selected.
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It is also required that at least one of the first three version figures of the MSI package used for
upgrade differs from the version of the previously generated package. For example, if we have used

the 1.0.0 version of the MSI package while repackaging the Abode Reader 10.1.0 installation, then
we can use 1.1.0 version for the Abode Reader 10.3.1, but we cannot use 1.0.0.3.
If you are going to repackage only a single installation into an MSI package, but not a suit of

o applications, it is recommended that the application version be used as the MSI package
version. It will make the configuration process easier.

For the successful upgrade it is also required that both MSI packages should have the same
installation context (Current User/All Users) defined.

Before performing a mass deployment of the upgraded package, it is strongly recommended that the
upgrade process be checked for correct work on a test PC. First, install a previous version of an MSI
package, and then install an upgraded version. If you have configured the packages correctly, you'll
be able to see that the new version of the application is installed and there is a single entry in the
Programs and Features section of the Control Panel representing this package.

Following the above-stated recommendations, you'll be able to create MSI packages that fully
support upgrade, thus be able to upgrade the applications installed by the repackaged setups.

Repackaging in Windows Sandbox

The program allows you to use Windows Sandbox environment to perform monitoring. Sandbox is a
lightweight Windows desktop environment to run applications in isolation. Software installed inside
the Windows Sandbox environment remains "sandboxed" and runs separately from the host machine.

Windows Sandbox provides a clean environment for monitoring that follows the repackaging best
practices. Sandbox has the following features:

= Is a part of Windows. Sandbox is a Windows feature available starting from Windows 10 and
above.

= Clean environment. Every time Sandbox is started, it runs a clean, brand-new Windows
installation.

» Isolation. Sandbox uses virtualization, so all changes made in Sandbox are isolated from the
host that runs Sandbox.

= Automatic cleanup. When you close Sandbox, all changes made in Sandbox are discarded.

How to Enable Sandbox

A machine running Sandbox should meet the following requirements:

= Run Windows 10 build 18305 or later Windows versions. Sandbox isn't available on the Windows
Home edition.

= A machine should have AMD64 or ARM64 architecture.

= A machine should have enabled hardware virtualization capabilities.

4GB of RAM minimum.

1GB of free disk space.

= 2 CPU cores minimum.
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To enable Sandbox you need to enable hardware virtualization capabilities in BIOS settings. After
enabling virtualization you need to open Windows Program and Features and click Turn Windows
features on or off. In the list of features you need to find and enable Windows Sandbox and reboot
the machine.

Sandbox Usage

When you use Sandbox for monitoring the program runs Sandbox automatically, copies the specified
installation file to Sandbox to repackage it there. You need to open Sandbox and follow installation
steps there. At the end of installation the program extracts monitoring results from Sandbox and
generates a package.

,f'f"x Sandbox environment isn't an identical analog of the regular OS. Some Windows features
£* 1 aren’t available in Sandbox and it may influence software installations. Some installations fail
to deploy in Sandbox, so that they cannot be repackaged in Sandbox environment. If a
repackaged installation cannot be deployed in Sandbox, you can try to repackage it on a

virtual machine, for example.

Using Sandbox for monitoring is a good option because you don't need to prepare environment, it
provides a clean environment out of the box, but Sandbox has functional limitations and some
installations fail to deploy in Sandbox. Using a virtual machine for repackaging is an alternative
option that doesn’t have Sandbox limitations, but allows using clean environment quickly and easily.
This option is described in the next chapter.
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Repackaging on a Virtual Machine

The program allows you to perform monitoring on an existing virtual machine connected remotely. In
this case EMCO MSI Package Builder is installed on your local machine, and it connects to a Hyper-
V, VMware or VirtualBox virtual machine to perform monitoring on it. At the end of monitoring, all
captured changes are copied to the local machine and a package is generated locally. Monitoring on
a remote virtual machine is recommended instead of monitoring on a local machine because it allows
avoiding some extra work. For example, you don't need to install EMCO MSI Package Builder on every
machine used for monitoring, so you can easily switch among repackaging environments. Besides,
the program can automatically revert virtual machines to a specified snapshot with a clean VM state
at the end of monitoring, so you don‘t need to do it manually.

To perform monitoring on an existing virtual machine, you should select a corresponding option in the
Repackage Installation wizard , where you need to choose the VM profile used for
monitoring. This profile includes the VM configuration stored in VM Profiles Manager.

Repackage Installation Wizard %
Menitaring Envirenment . . ‘T
- . . -
Select whether you would like to moniter the installation and capture installation changes on this f—
computer or use an txi:.hng wirtwal machme, h_ﬁ

Maenitor on This Computer

[#] This option allows you to launch the installation to be repackaged and capture the changes performed

L . .
1= by this installation on your local machine.

Menitor in Windows Sandbox

This opticn allows you to capture installation changes in a Windows Sandbox environment, which
¥ represents a brand-new isclated installation of your current 05.

@ Moniter on an Existing Virtual Machine

=_] This epticn allows you to capture installation changes on an existing virtual machine. The program

sl | supports repackaging on Viiware, Hyper-V and VirtualBox virtual machines. Select an existing Vi
profile or create a new one for the virtual machine to be used for repackaging.

VM Profile: il.'.'md-:-.-.-:. 10

Learn more about monid VM Profies
i Whware Servers
v [l 192.158.5. 20
Dwndows10
Mext = Finish Cancel

Pic 1. Select a VM as the repackaging environment

You can learn how to configure virtual machines to be used for monitoring in the Requirements for
Virtual Machines chapter. To use a VM in the program, you need to create a profile for it. This topic
is explained in the Managing VM Profiles chapter. A practical example of using a VM is provided in the
How to Use a Virtual Machine for Repackaging chapter.

What's Inside

Requirements for Virtual Machines
Managing VM Profiles

How to Use a Virtual Machine for Repackaging
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Requirements for Virtual Machines

The program can work with virtual machines hosted on Hyper-V, VMware and VirtualBox servers.
There are specific requirements for virtualization servers, virtual machines and OS configurations on
VMs, which are listed below. Make sure that your environment is configured to satisfy these
requirements.

Virtualization Server Requirements

Virtualization servers that host virtual machines must meet the following requirements:
Hyper-V:

e The program supports local and remote Hyper-V servers.
VirtualBox:

e To work with virtual machines hosted locally (on localhost), make sure VirtualBox version 6.0 or
above is running on the local machine before starting MSI Package Builder.

e To work with virtual machines hosted remotely, use a server with VirtualBox version 6.1.

VMware:

e To work with virtual machines hosted locally (on localhost), make sure VMware Workstation
(version 12 or above) is running on the local machine before starting MSI Package Builder. For
MSI Package Builder to discover a VM, the VM should be powered on before creating a profile
for it in the program.

e To work with virtual machines hosted remotely, you need to use the VMware ESXi server
(version 6.0 or above) with a license that allows remote connections.

To work with the local VMware virtual machines using VMware Workstation, you need to make sure
that VMware VIX is configured properly. VMware VIX is an API that allows manipulating files within a

guest operating system. VMware VIX configuration is available in the vixwrapper-product-config.txt

file located in the VMware Workstation installation folder. This file translates the product version
specifications into the appropriate VIX implementations, so you have to specify correct settings
there. Typically, the same major version should be specified for all minor versions. For example, for

all VMware Workstation builds of version 17 you have to specify Workstation-17.0.0 as VIX
implementation.

# Workstation 17.0.0

ws 19 vmdb 17.0.0 Workstation-17.0.0
player 19 vmdb 17.0.0 Workstation-17.0.0
# Workstation 17.0.1

ws 19 vmdb 17.0.1 Workstation-17.0.0
player 19 vmdb 17.0.1 Workstation-17.0.0
# latest un-versioned

ws 19 vmdb e.x.p Workstation-17.0.0

player 19 vmdb e.x.p Workstation-17.0.0

/A VMware Workstation or VirtualBox may conflict with Hyper-V installed on the same machine. If
=, you need to run VMware Workstation or VirtualBox on the machine with Hyper-V, you need to
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disable Hyper-V first. You can run the following command to disable Hyper-V and restart the
PC to apply the changes.

bcdedit /set hypervisorlaunchtype off

Virtual Machines Requirements

Virtual machines and their configuration should meet the following requirements:
For all types of virtual machines:
e The virtual machine can run Windows Vista SP2 or a higher OS.

e In the VM profile, specify a Windows account (by providing the username/password) that has
the Local Administrator permissions on the VM.

e Before starting monitoring, log in on the virtual machine with the user account specified in the
VM profile. If a snapshot (a checkpoint on Hyper-V) is selected in the VM profile, it is
recommended to use an “online” snapshot (checkpoint), i.e. the one with turned-on Windows
and logged-in user.

o It's recommended to use “online” snapshots (or checkpoints on Hyper-V) to optimize the

repackaging process. In such snapshots, Windows is running and the user is logged in, so you
don't need to start Windows and log in to Windows manually every time you make
repackaging. To create an “online” snapshot, make sure you have configured the virtual
machine to follow the repackaging best practices. Then start the virtual machine, log in to
Windows and make a snapshot when you are logged in.

Hyper-V:
e Use checkpoints of the standard type only. Other types of checkpoints aren’t supported.

e Enable remote access in Windows on the virtual machine configured in the VM profile (see the
explanation below).

VirtualBox:

e For a VM hosted locally, click ‘Yes’ on the Windows UAC prompt displayed on the virtual machine
to allow monitoring.

e For a VM hosted remotely, enable remote access in Windows on the virtual machine configured
in the VM profile (see the explanation below).

VMware:
e VMware Tools must be installed on the guest operating system.

e Click ‘Yes’ on the Windows UAC prompt displayed on the virtual machine to allow monitoring.
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How to Configure Windows Running on a Hyper-V or VirtualBox VM to
Enable Remote Access

When the program uses a VM for monitoring, it copies an installation file to the VM before monitoring
and retrieves the capturing results after monitoring. Virtualization servers provide different levels of
support for communicating with VMs. To work with a Hyper-V server or with a remote VirtualBox
server, you need to perform some extra configuration steps. You need to enable remote access in
Windows on the VMs so that the program can communicate with those VMs.

You need to enable remote access in Windows for every VM you plan to use for repackaging that
are hosted on a local or remote Hyper-V server or on a remote VirtualBox server. Follow the
instructions below to enable remote access.

Enable Remote Access

Make sure that NetBIOS over TCP/IP is enabled on the network adapter of the virtual machine in
Windows. This option is configured in the WINS settings of the TCP/IP protocol configuration. In
the NetBIOS settings group, you should either choose the Enable NetBIOS over TCP/IP value or
leave the Default value if a static IP is used or the DHCP server in your domain is configured to
enable NetBIOS.

In addition, you need to enable File and Printer Sharing. You can do it in the Network and
Sharing Center of Windows on the virtual machine. Open the connection properties and turn on
File and Printer Sharing.

Enable Remote Access on Windows Running in a Workgroup

If a virtual machine runs Windows connected to a corporate domain, its remote access is already
enabled after joining the domain, so no additional settings are required. If a virtual machine runs
Windows connected to a workgroup, you need to enable remote access for it. To enable remote
access, you should disable the UAC remote restrictions by creating the

LocalAccountTokenFilterPolicy DWORD value and setting it to 1 in the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System

You can use the Microsoft support article as the reference.

0 To make sure your virtualization server and virtual machine are configured properly, you need
to use the button in VM Profile Manager to test the VM profile settings. If you get an error,
it means that the VM has problems, so you need to check the requirements and try again.
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Managing VM Profiles

The program stores configurations of virtual machines used for monitoring in VM profiles. To
configure VMs, you need to click the Manage VM Profiles button located in the Capture group of
the Home tab on Ribbon. VM Profiles Manager is used to configure Hyper-V, VMware and
VirtualBox servers and virtual machines hosted on those servers that can be used by the program
for repackaging. The profiles manager dialog consists of the toolbar with the main actions located at

the top, the list of VM servers and VM profiles located on the left, and the information area located
on the right

Manage VM Prefiles X
=-l _" — = ke
E.!u_ ] -;Jf? ot | ]
Hyper-¥  VMware VirtualBex VM
Server Server Server Profile
Mew Manage
VM Profiles
v [l Hyper-V Servers Thls PC
Bl 192168020
1 This PC ] Local Hyper-V server,
v Vidware Servers This elerent is predefined thus it cannct be modified.
' 192.168.1.26
v [p 192,168,520 Check Server Connection | | Create VM Profile
] Windows 10
=l Windows T
Fla This PC
v [#] VirtualBox Servers
v [ 192.168.,5.150
=] Windows 10
i This PC
Local Hyper-V server requirements ﬂ'
+ Enable rermote access in Windows on the virtual machine configured in the VM profile.
= Use checkpoints of the standard type only.
» Before starting menitoring, log in on the virtual machine with the user account specified in the VM profile.
If a checkpoint is selected in the WM profile, it's recommended to use an “online” checkpoint, i.e. the one
with turned on Windows and logged-on user.
= The account specified in the VM profile should have Local Administrator permissions in Windows on the
virtual machine.
= The virtual maching can run Windows Vista SP2 or above 05,
Learn more about the technical réquirgments
QK Cancel

Pic 1. VM profiles manager

The profiles manager has the following actions displayed on the toolbar.

ELL Hyper-V Server

Ilu: This button allows adding a new Hyper-V server that hosts virtual machines.
Hyper-V

Server

= VMware Server
| | —
L This button allows adding a new VMware server that hosts virtual machines.
Yhware

Server
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+

VirtualBox

Server

VM
Profile

? 4

Edit

X

Delete

VirtualBox Server

This button allows adding a new VirtualBox server that hosts virtual machines.

VM Profile

This button allows adding a new profile with the virtual machine configuration.

Edit
This button allows changing properties of the selected item.

Delete
This button allows deleting the selected items.

In VM Profiles Manager, you can add Hyper-V, VMware and VirtualBox servers that host virtual
machines that you plan to use in the program for repackaging. Note that the program has predefined
configurations for local servers displayed in the VM Profiles tree, so that you can create new VM
profiles on any of them if you plan to work with virtual machines hosted on the local PC. To add a
new remote server, you need to click the Hyper-V Server, VMware Server or VirtualBox Server
buttons on the toolbar or select the corresponding options in the context menu of the VM Profiles
tree. In the displayed configuration dialog, you need to specify settings for connecting to a VM

server

New Vhdware Server 4

VM Server Properties —
Specify the wirtual maching server address and the credentials to connect to the I
i~

specified server,

Server Address: [192.168.1.26 |

Uzer Marme: Alex Delomnan Pasowppd: [ o

Description:

Ok Cancel

Pic 2. Configuring a VM server
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Server configurations for all types of servers are identical. You need to specify the Server
Address, Username and Password. After being added, a server appears in the VM Profiles tree,
and you can select it there. Press the Check Server Connection button to make sure the server is
accessible.

After configuring a server, you can configure a virtual machine by creating its VM profile. On the
server, select the option of creating a new VM profile by choosing the corresponding option in the
context menu or on the toolbar. As a result, the VM configuration dialog appears It is
identical for all types of virtual machines and includes the same options.

Mew Vi Profile *

VM Profile Properties
Specify the virtual maching, choose ts snapshet and specify the user credentials to be used for

menitenng.
Profile Mame: |'Windows 10 VM Server: |192.168.5.20
Machine Windows1( ~ | Encryption Password: (== -
snapshot: < Current State>

| Create a snapshot before operation

| Rewert to the snapshot after operation

[ iririririririries
User Mame:  |Alex Delorian Passwords | | -

Description:

QK Cancel

Pic 3. Configuring a VM profile
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In the displayed dialog, you need to specify the Profile Name. This name will be displayed in the
VM Profiles tree, and you can see it in the Repackage Installation wizard when you select a VM

profile for repackaging. The server can host multiple virtual machines, so you need to press || to
choose the required one. After selecting a Machine, you need to configure the Snapshot that will

be used for monitoring. Press || to select the required snapshot. If you would like to use the
current actual state of the VM, you can select the <Current State> option.

Depending on the selected snapshot, you can configure the additional options. If <Current State> is

selected, you can enable the Create a snapshot before operation option, so the program will
automatically create a new snapshot before monitoring. You can also select the Revert to the
snapshot after operation option, and the program will automatically revert the VM to the created
snapshot at the end of monitoring so that you always use a clean VM for monitoring. If you have
selected an existing snapshot, the program allows you to revert the VM to this snapshot
automatically at the end of monitoring by selecting the Revert to the snapshot after operation
option.

When a new VM profile is created, you can select it in the VM Profiles tree and press the Check
Profile button to test the VM. If the VM settings are configured properly, you can see a dialog that
displays the discovered environment issues for the VM. Make sure that the VM is configured properly
to follow the repackaging best practices. If for some reasons there is no connection to the VM, you
will see an error message and you need to troubleshoot the problem.

;"f"x The program has specific requirements for VM servers and virtual machines depending on the

—* used virtualization provider, the location of the server (a local PC or a remote server), and the
virtual machine and OS configuration. It’s recommended to review the Requirements for Virtual
Machines chapter to make sure that your VM configuration satisfies those requirements.

Once a VM is properly configured and tested, you can use it for repackaging. Select the VM profile
in the Repackage Installation wizard and follow the repackaging process described in the How
Monitoring on a Virtual Machine Works chapter.
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How to Use a Virtual Machine for Repackaging

Repackaging on a remote virtual machine is similar to repackaging on the local machine, except for a
few differences. The step-by-step process is explained in the demo chapter. Here you can learn
about the differences caused by monitoring on a remote virtual machine.

To use an existing remote VM for monitoring, you need to select the corresponding option in the
Repackage Installation wizard and select the required VM profile . If you don't have a profile

yet, you can create it right at this step by clicking IZI button. You can learn how to configure a VM
profile in the Managing VM Profiles chapter.

Repackage [nstallation Wizard %

Meonitaring Environment PSS
Select whether you would like to moniter the installation and capture installation changes on this I E b
computer or use an existing virtual machine,

Maenitor on This Computer
& | This option allows you to launch the installation to be repackaged and capture the changes performed
31= by this installation on your local machine.
Meniter in Windows Sandbox
™ This opticn allows you to capture installation changes in a Windows Sandbox environment, which
represents a brand-new isclated installation of your current 05,
&) Moniter on an Existing Virtual Machine

=|  This option allews you to capture installation changes on an existing virtual machine. The program
supports repackaging on Viiware, Hyper-V and VirtualBox virtual machines. Select an existing Vi
profile or create a new one for the virtual machine to be used for repackaging.

VM Profile: |l.‘.'|nd|:m-:. 10

Learn more about monid VM Profies
v L WMware Servers
v [l 192.158.5. 20

Srdova 0
Mext > Finish Cancel

Pic 1. Selecting a VM for monitoring
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All other steps of the Repackage Installation wizard are the same as for monitoring on the local
machine, so you can select the required monitoring type to capture an installation or system
changes. You need to provide a path to the installation to be monitored and configure the options of

the generated package.

When all the settings have been provided and you click the Finish button in the wizard, the program
interacts with the VM. Before starting monitoring, you need to log in on the virtual machine with the
user account specified in the VM profile. At this step, the program needs to interact with the OS
running on the VM, so if you use a VMware virtual machine, you need to click ‘Yes’ on the Windows
UAC prompt displayed on the VM to allow such an interaction. The corresponding instructions are

displayed by the program

B

Preparing rAanitaring

Menitering on the virtual machine is currently in progress.

m

The program is automatically preparing the virtual machine for repackaging. The
= >\. wirtual machine should be powered on to start the preparation process.
=

Make sure that the ‘winT' virtual machine is powered on and the ‘localadmin'

#* * \Waiting for UAC Confirmation..

o Approve the Windows UAC prompt, displayed on the ‘winT
sirtual mac hinq_ o allow the prograrm o make mnnitchring an the virtusl machine.

Waiting for Remaote agent module to start...

Pic 2. Information on the preparation steps displayed by the program
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In scope of VM preparation for monitoring, the program needs to check if there are any monitoring

issues on the VM. The corresponding dialog is displayed, and you can fix the issues if any have been
detected L2500,

Monitoring Environment lssues

Prepare Virtual Machine for Monitoring

All system changes made on virtual maching will be captured to genérate & package. Some rtems
detected on virtwal maching may introduce unnecessary changes to the package being created,

Menitoring Environment Issues Fic Issues =g B: B F §
*~ Running Services

: Windows Search is active Active
We recommend disabling Windows Search when performing menitoring.

| Windows Update is active

We recommend duablm-:_;l Windows Update when 5:-:-|'f¢ froving m Ur!lh:trm-:_,'.

Hctive

How to prepare thit computer for monitornng?

Pic 3. Information about the monitoring issues on the VM
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Once the monitoring issues have been resolved, the program automatically prepares the VM for
monitoring. The installation file is copied to the VM, and the monitoring modules are checked and
installed on the VM, if required. All these steps are performed automatically. You don’t need to make
any special preparations on the VM. Once everything is done, monitoring starts automatically, and
the corresponding dialog with instructions is displayed Pic 1]

Menitering on a Virtual Machine *

Preparing Menitering Finalizing

Monitoring on the virtual maching is currently in progress,

the steps of the installation running on the virtual machine. Menitering will be

@ All system changes on the virtual machine are being captured. You should fellow
stopped automatically when the installation is completed

Connect to the ‘winT virtual machine and follow the steps of the running
installation,

To ensure that the program stops monitonng automatically, follow the
recommendations:

1. If the installation wizard has an eption to run the installed application upon the
installation completion, tkip this option.

Z. If the installed application is started automatically upon the installation
completion, you should close it.

When does the monitoring process stop?

Press “Stop’, if required, to interrupt the monitering manually and progesd to
package generation.

Pic 4. Monitoring is in progress
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At this point, you can open the VM and apply the required changes to be monitored. If you
configured the program to capture an installation and specified the installation file, this installation
should be automatically started on the VM, and you need to follow the installation steps. Monitoring
will be stopped automatically once the installation is completed. If you selected the option of
capturing system changes, you can apply those changes. When all the changes have been applied,
you can go back to the program and press the button to stop monitoring.

Once monitoring is stopped (automatically or manually depending on the selected option), the
program exports the captured data from the VM to be saved in the projects storage and runs the
package generation. You can see the progress on the screen

Monitoning on a Virtual Maching 4

Preparing ranitoring Finalizing
Monitoring on the virtual maching is currently in progress.
data is being downloaded, the temporary files are being deleted, and the virtual

-
PEY  machineis disconnecting. The package generation process will be started in a
rmoment.

The program is automatically finalizing the repackaging process. Now the captured

Retrieving monitoring results from the virtual machine... (2.7% of 190.05 MEB

Pic 5. Final steps of monitoring

If you choose the option in the VM profile to revert the VM to a selected snapshot, it is reverted
automatically at the end of monitoring, so that next time you need to repeat repackaging, you can
use a ready snapshot with a clean VM state.

The program generates a package using the monitoring results captured on the VM, and you can see
the generated package on the file system. It's recommended to test this package before
deployment in the corporate network. Follow the instructions available in the Package Testing and
Troubleshooting chapter.

How to Optimize Installation Monitoring on a VM

When you use an external VM for monitoring, the program needs to copy an installation to be
monitored to the VM. If the installation file is large, it can take some time to copy it to the VM. To
reduce the monitoring preparation time, you can select an installation file stored on a network share
rather than selecting a local file. In this case, the program doesn't copy the installation to the VM,
but runs the deployment from the network share. To use this approach, just make sure the network
share allows access for the Windows account used on the VM for monitoring.
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Chapter 5: Creating a Package

MSI Package Builder allows you to create packages in different formats, such as MSI, MSIX/AppX,
and App-V. The packaging process is similar across different formats; for instance, the same method
applies to both repackaging installations and editing package contents, though each format has its
nuances.

This chapter provides information on how to create packages in different formats and explains the
unique content and settings for each format, including configuring MSI installation contexts for per-
user and per-machine installations, the use of MSIX fixups, and more. It also covers how to apply
configurations common across all package types, such as digitally signing packages.

What's Inside

MSI Packaging
MSIX Packaging
App-V Packaging
Signing Packages

MSI Packaging

The MSI format, supported by all modern Windows versions, is notable for its silent deployment
feature, enabling automatic installation without user interaction. Given its compatibility with various
software deployment and distribution tools, the MSI format is an optimal choice for repackaging
installations for automatic deployment.

MSI Package Builder supports the creation of MSI packages in all its editions. You can use automatic
repackaging to convert non-silent installations into silent MSI packages, or manually create and
customize packages. MSI Package Builder enables the creation of packages of any complexity,
including wrapped installations.

MSI Package Builder offers advanced MSI creation features. The following chapters will guide you in
their practical use. You'll learn how to configure MSI package properties, create per-user and per-
machine MSI installations, and develop MSI packages targeted at specific languages.

What's Inside

Creating an MSI Package
MSI Package Language
MSI Installation Context
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Creating an MSI Package

MSI Package Builder was designed to repackage existing installations into MSI packages, so one of
the main aspects of the program is a flexible configuration of the package being created. The
package can be created during the installation repackaging process, or manually from an existing
MSI Package Builder project.

Create MSI Package

Create MSI
Package

The Create MSI Package button from the Builder group on the Home Ribbon page
should be used to generate an MSI package based on the selected project.

To create an MSI package manually, you can use the Create MSI Package item from the Projects
view pop-up menu or from the Builder group on the Home Ribbon page. While creating an MSI
package based on a project the options for package created are filled automatically using the values
defined in the Project Details view, and during the repackaging process they are defined on-line
and then saved to the created project. Let us take a look at the available options and describe
each one, starting with the general product information

Create MSI Package *
MSI Package Properties

Previde a path to the MSI package being created, specify the package metadata and configure the |
MS! package deployment settings. _ﬂ

General | Identification & Upgrade | Digital Signature  Install Options | Support Information | Summary Info

WiS! Path: ChmenAdobe Reader 11.ms1
Product Name: |Adobe Reader Platform: =64 =
Manufacturer: Alex Delorian - legn: -
P
Language: English (Uinited States) - Version: (11.0.3.37
Install M5H te Current User Show in Windows Programs and Features:

Mon-Elevated Installation The created M3 package onby

& Install M5! to Al Users Restart Mode:
AL

Smart All Users Mode Abways restart the computer after installation -

Learn more about the BES1 Enstakiation contest

< Back Mext > Finish | Cancel

Pic 1. Specifying general MSI package information
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The general information consists of the Product Name, Platform, Manufacturer, Icon, Language
and Version. The product name, manufacturer and icon are used to display the product in the
Programs and Features section of the Windows control panel. The platform is used to define if the
installer is deploying an x86 or an x64 application. The Language field is responsible for defining a
language and encoding used by an installer package.

The version is the most important field of the general information, because it is responsible for the
correct package installation and upgrade. That means that when you are preparing an updated
package, using the same project, you must change the version to a bigger. This is also displayed in
the Programs and Features section of the Windows control panel.

The other aspect of the general product information is an installation context. You can choose if the
package when launched without additional parameters should be installed only for a current user
account, or for all users. This is defined by switching between the Install MSI to Current User and
Install MSI to All Users radio buttons. Please note, that the administrative privileges are required
to install the MSI package for all users. You can also choose if the generated MSI package should
be displayed in the Programs and Features section of the Windows control panel, and if the
repackaged installations, if any, should also be displayed. If the reboot is required to complete the
package installation, an appropriate options should be selected in the Restart Mode drop-down list.

Create M3l Package oo
MSI Package Properties

Provide a path to the MSI package being created, specify the package metadata and configure the el
MSI package deployment settings. _ﬂ

General | Identification & Upgrade Digatal Signature | Install Options | Support Information | Summary Infio
Product GUID: {FIEFIASS-DEFC-4FF5-ABGE-3322AE55%FF} @

Allow an installation upgrade

Pic 2. Package Identification & Upgrade
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The next step is configuring the package identification and upgrade abilities . For MSI
packages to be deployed and upgraded correctly, they should be properly identified. For each MSI
package there is a Product GUID, that uniquely identifies the product, and Upgrade GUID that is
used for matching upgrades. Windows Installer maintains its database and handles its consistency,
depending on these identifiers, so you must be very careful with them. You may not provide the
upgrade identifier, but in this case, the upgrade will not be supported. If you are going to support
upgrades, you can define if the upgrade is language specific and if downgrade is allowed. In case
you choose that the upgrade process is language specific, then it will be allowed to install a new
version of an MSI package only if its language is the same as the language of the previous version
installed. If you disable the protection from downgrade it will be possible to install a previous version
of the product even when the newer version is installed, replacing the newer version with the
previous one.

For the successful upgrade it is also required that the installed MSI package should have the same
installation context (Current User/All Users) defined as the MSI used for update. It is also required
that at least one of the first three version figures of the MSI package used for update differs from
the version of the installed MSI package.

Create M3l Package X
MSI Package Properties

Previde a path to the MSI package being created, specify the package metadata and configure the =
M5! package deployment settings. 'ﬂ

General | Identification & Upgrade | Digital Signature | Install Options | Support Infarmation | Summary Info
+ | Owverride commoen package signing configuration Change common configuration Eeset to common
| Sagn the package with a digital signature
Select certificate from store: |[EMCO Sign Certificate
@) Select certificate from filee  |D:\InstalfSign\EMCO.pfx

Use auto-generated self-signed certificate:

Howe 18 engtal 56 Sintd-génerated sel -figned carifecater

Timestarnp Service (URL): [httpe//timestamp venisign.comy/scrpts/timstamp.dil

< Back Mext > Finish || Cancel

Pic 3. Overriding the common package signing options
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Before generating the MSI package, you can choose if the common package signing options should
be used, or they should be overridden for this specific project . As when defining the common
settings, you can choose if the digital signature should be added to the package, select the signing

certificate from the certificate storage and choose the time server used to generated a digital
signature time stamp.

Create M3l Package

X
M5l Package Properties
Provide a path to the MSI package being created, specify the package metadata and configure the =
M5l package deployment settings, -ﬁ

General | Identification & Upgrade | Digital Signature | Install Options | Suppert Information | Summary Info
Supported Operating Systems: | All Operating Systems

Reguired MET Frameworl: [The .MET Framework is not required

Imstall M5 Files Mode: Iif a fille is missing or an older version is installed

< Back Mext » | Finish | Cancel

Pic 4. Configuring Install Options
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The next aspect of an MSI package configuration is install options . You can specify the list
of supported operating systems and choose the reinstall mode used if the files deployed by an MSI
package already exist in the target location. You can also define the Microsoft .NET Framework
versions required by deployed software packages - the Windows Installer will check for those
versions and interrupt the deployment process if the required version is missing on a target PC.

Create MSI Package b4
MSI Package Properties

Provide a path to the MSI package being created, specify the package metadata and configure the e
M5I package deployment settings, 'ﬁ

General | Identification & Upgrade | Digital Signature Install Options  Support Information | Summary Info

Author Alex Deloran
Subject Adobe Packages
Eeywords Adobe, Reader, Flash
Comments

< Back Mext » [ Finish | Cancel

Pic 5. Defining Summary Information

The last thing to define, that is also optional, is a set of support and summary properties. Those are
available in the package properties and are displayed in the Programs and Features section of the
Windows control panel. As for the support information, you can use the properties defined in the
program preferences, or override them for this package.

When all the required settings are configured, either within the Project Details view or within the
package creation wizard, all you need is to provide a path to the location to save the resulting MSI
package to and press Finish. As soon as the package is created, it is ready for deployment.
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MSI Package Language

The fact that any MSI package can target only one language is a well-known limitation of the
Windows Installer technology. Within MSI Package Builder, the installer language is selected during
the project configuration and can be changed within the Project Details view. As any MSI package
is language specific, for a successful deployment, all the characters that may be present in any
project entry should be available in the code page of the chosen language when the package is
being generated.

To help you avoid language mismatches that are really hard to detect on your own, MSI Package
Builder performs the code page verification before generating each MSI package and warns you if
the test has not been passed successfully allowing you to choose the resolution mode for the
detected conflicts

Code Page Verfication Failed %

Choose Resolution Method —
The characters contained in these T items are not available in the language selected for the MSI package. All the conflicts must be L{E{L
resolved to proceed, Please, choose the conflict reselution methed from those available. =

(®) [Frocess All Conflicts Automatically (Recommended)

Choose this option, if you would like all code page conflicts to be automatically processed by M5 Package Builder, The entries that
&b can be automatically changed to resolve the conflict will be comected, the others will be excluded from the resulting package.

Process Each Conflict Manually

. This option should be chosen if you would like to control the conflicts resclution on your own. For svery entry, you can either resohe
f the conflict via manual editing or allow the program to resobve it automatically, if applicable, or exclude the entry from the resulting

package.
Entries causing code page conflicts Edit Autofi Autofo: All
Mame Status Autolo
w Registry
HEKEY_LOCAL_MACHINE\SOFTWARE\Classes\AcroExch.Document. T\shell \Open Conflicting
HEEY_LOCAL_MACHINENSOFTWARE\Classes\AcroExch.FOFDoc\shell\Open Conflicting
HEEY_LOCAL _MACHIME\SOFTWARE\ Classes\AcroExch. RMFFile Conflicting

HEEY_LOCAL_MACHIMNE\SOFTWARE\Classes\ AcroExch.RMFFile\chell,Open Conflicting

Change M5l Package Language

A This eption allows you to change the target language of the resulting package. The project will be revalidated to check for entries
57 conflicting with the selected language before proceeding with the MSI package creation.

|.J.":|:_|u.§|:_|i-: E|1-:_;|I:':I1 (United States)

Learnm more about the code page conflicts resolution methods

0K Cancel

Pic 1. Code page verification failure
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There are actually two types of conflicts: those that can be resolved automatically and those that
cannot. As for the conflicts that cannot be resolved automatically, you can either resolve them
manually or exclude the entries causing such conflicts from the resulting MSI package. As you can
see, the displayed warning allows you to choose among three options.

The first options, which is Process All Conflicts Automatically, means that it is up to MSI Package
Builder to choose what to do with each entry causing a code page conflict. It is the easiest and the
most transparent choice for the user. If his option is used, the program performs necessary changes
to the entries containing conflicts that can be resolved automatically. The entries containing
conflicts that cannot be resolved automatically are excluded from the resulting package. This
options is suitable in most cases, but you should always check the resulting package for correctness
in case you are letting MSI Package Builder to perform automatic conflicts resolution.

The next option, which is Process Each Conflict Manually, is used to let you decide what to do
with each conflicting entry on your own. This option provides the maximum flexibility but requires a
great responsibility. Using this method, you can choose for each entry whether you would like to
edit it to resolve the conflict, or to apply automatic conflicts resolution to the entry (if applicable),
or to exclude the entry from the resulting package. You can also choose to automatically resolve or
skip all conflicts using the buttons on the toolbar above the entries list. For each entry in the list,
you can see its status, which is either Conflicting, or Resolved, or Skipped.

The last method of resolving code page conflicts is changing the target language of the resulting
MSI package. The Change MSI Package Language option is used in such a case. As soon as you
select the required language from the drop-down list, you are suggested to revalidate the project. If
the validation is passed, the resulting MSI package is generated.

We have done our best to help you avoid problems caused by the language limitation of the
Windows Installer technology and hope you will find the code page verification process with different
conflict resolution methods useful.
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MSI Installation Context

Windows Installer can install a package on a computer within two installation contexts: per-machine
and per-user. A per-machine package installation is required if all users of the computer need to
access and use the application. Based on the context, Windows Installer automatically redirects the
values of the folder properties and registrations to the locations for a per-user or per-machine
installation. The installation context is specified when configuring the MSI Package Builder project

Project Build Properties

W msi ~ | MSI - General Properties
Install MSI to Current User Show in Windows Programs and Features:
Mon-Elevated Installation The created MSI package only -

i AlEgess ®) Install MS! to All Users

Smart All Users Mode

Restart Mode:

Install Options Always restart the computer after installation -

Learn more about the M5l installation context

Summary Info

Pic 1. Choosing the installation context

When a package is installed for a current user, it is not visible in the Programs and Features
section of the control panel for other users. In most cases, the deployed content is also accessible
only for the user that deployed the package, though it is not always true. To install a package per-
user, you should choose the Install MSI to Current User radio button during the project
configuration.

The generated MSI packages can be installed by Windows users with administrative rights. If an MSI
package is installed manually, the Windows User Account Control (UAC) prompt is displayed requiring
permissions elevation to complete the MSI installation. Non-administrator users have to provide
administrative credentials to install MSI packages. You can avoid seeing the UAC prompt and
elevating permissions for installing an MSI package if this package was generated as Install MSI to
Current User with the Non-Elevated Installation option enabled.

;;-._\ Non-elevated installations have some restrictions. If the Non-Elevated Installation option is
L5 enabled for an installation project that violates such restrictions, this option is skipped and a
regular MSI that requires permissions elevation is generated. In this case, the restriction

violations are reported in the Log view.

Note that it isn't allowed to generate a non-elevated installation if the installation project contains
any of the resources listed below:

Resource Type Resource Value

File System CommonFiles64Folder,
CommonFilesFolder,
ProgramFiles64Folder,
ProgramFilesFolder,
Systemil6Folder,
System64Folder,
SystemFolder,
WindowsFolder,
CommonAdminToolsFolder,
CommonDesktopFolder,
CommonProgramMenuFolder,
CommonStartMenuFolder,
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Resource Type Resource Value

CommonStartupFolder,
FontsFolder,
UserProfilesFolder

Registry HKEY _LOCAL_MACHINE,
HKEY_USERS

Environment System Environment Variables

Variables

Services All

Assemblies All

Printers All

Drivers All

Windows Firewall All

Custom Actions SAM Licenses

To create a package targeting a per-machine installation, you should choose the Install MSI to All
Users radio button. As for the per-machine installation, there is some specifics in handing the user-
specific folders and registry keys defined in the package. By default, when a per-machine installation
is deployed and the package contains user-specific files and registry entries, such files and entries
are created only for the user running the deployment. For other users, only the common files and
registry entries are deployed. MSI Package Builder allows you to configure the package in such a
way that user-specific entries will also be installed for other users on their first log-on after the
package deployment. This feature is enabled by means of the Smart All Users Mode box.

;; For the smart per-machine installation to work correctly, the MSI package should be

~* accessible to users logged in future via the same path as used during the initial deployment.
In case the package is not available, the user-specific files and registry entries won't be
created for other users.

To obtain proper deployment results, it is recommended that the default installation context be
chosen carefully taking into account the specifics of each and every package.

MSIX Packaging

MSIX is a new packaging format introduced by Microsoft in 2018 as a successor of the AppX
technology. It was designed to deploy Windows applications on desktops, servers, mobile and other
devices running Windows 10 or later OS. Applications deployed as MSIX packages run in a container,
so that applications and their child processes are isolated. File system and registry operations are
redirected and some security restrictions are applied.

You can use MSI Package Builder to create new MSIX packages from scratch or repackage existing
Windows applications to the MSIX format. Application packaging into MSIX works on the same way
as packaging to MSI, so you can use installations monitoring to create a new MSIX package, as
described in the previous chapters. Note that MSIX applications work in isolated containers, so if the
original application wasnt designed to work in isolated environment, you may need to configure
MSIX fixups to let it work properly, as described in the following chapters.

What's Inside
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Creating an MSIX/AppX Package
MSIX Applications Configuration
MSIX Fixups
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Creating an MSIX/AppX Package

MSI Package Builder is shipped with a full support of currently available features of MSIX, the
packaging technology recently introduced by Microsoft. It extends the AppX one, used for deploying
applications from Windows Store. The MSIX and AppX format has lots in common and both target
Windows 10 platform, but MSIX is used starting from Windows 10 October 2018 update, and earlier
the AppX format is used. MSI Package Builder generates either the MSIX or AppX package,
depending on the targeting.

MSIX/AppX packages can be generated only on PCs running Windows 10 or later. If you run the
program on earlier version on Windows, you cannot generate MSIX/AppX. In this case you need to
install the program on a PC running Windows 10 or later, copy the installation project and generate
MSIX/AppX there.

v Create MSIX/AppX Package

The Create MSIX/AppX Package button from the Builder group on the Home
Create MSIX/AppX | Ribbon page should be used to generated an MSIX/AppX package based on the
Package selected project.

To create an MSIX/AppX package manually, you can use the Create MSIX/AppX Package item
from the Projects view pop-up menu or from the Builder group on the Home Ribbon page. When
an MSIX/AppX package is created based on a project, the options for the package created are filled
automatically using the values defined in the Project Details view, while during the repackaging
process they are defined on-line, then saved to the created project. Let us take a look at the
available options and describe each one starting with the general product information

Create ML AppX Package *
MSIX/AppX Package Properties

Provide a path to the MSDAppX package being created, specify the package metadats and configure
the MSIX/AppX package deployment settings. ! ﬂ

General | Target Platforms | Digital Signature | Capabilities
MSI AppX Path: |ChmsiAdobe Reader 11.msix
Product Mame:  Adobe Reader Platfarm: xE4

Manufacturer: Alex Delenan . loon:

[=1
bt
[}

4

Language: English (United States) - Version: (110,

Package Mame: |AcrobatReader

Publishern CH=EMCO 0

Daze ri]:-h O

< Back Mext > Finish Cancel

Pic 1. Specifying general MSIX/AppX package information
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The general information consists of the Product Name, Platform, Manufacturer, Icon, Language
and Version. The product name, manufacturer and icon are used to display the product on the
system. The platform is used to define if the installer is deploying an x86 or an x64 application. The
Language field is responsible for defining the language and the encoding used by the installer
package.

The version is the most important field of the general information because it is responsible for a
correct package installation and upgrade. That means that every time you prepare an updated
package using the same project you should change its version to a higher one. And it is also
displayed on the system.

The Package Name and Publisher fields are responsible for the package identification. For
packages signed with a certificate from store or from file, the Publisher field is automatically filled
from the certificate. The Description field is used to provide a description for the package.

The next aspect of an MSIX/AppX package configuration is choosing the target platforms

It's recommended to set target platforms automatically based on the project data and current
Windows version. You can also specify the list of supported desktop and server operating system
versions manually. When you create an MSIX/AppX package the output package format depends on
the selected target platform. If you select a Windows platform that supports MSIX, the program will
generate an MSIX package. For earlier versions of Windows that don't support MSIX, an AppX
package will be generated.

Create ML AppX Package *

MSIX/AppX Package Properties
Previde o path to the MSUL AppX package being created, specify the package metadata and cenfigure !
the MSLUAppX package deployment settings. B 0
Genéral Ta.'gtt Platforms Dlgltal 5-|r.:| nature C.}p abilities
':i:' [5et the target platforms autamatically based on the project data and the current Windows v:r:-mn‘_
Specify the target platforms manually
(4 adste I|J|':'!!.."" IO I.. .l\.":«.':l.... I-‘.-!l\.:" i fested: |I| [plilacn g

HEnvar

< Back Mext > Finish Cancel

Pic 2. Defining the Target Plarforms
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Another important thing to configure is a digital signature as MSIX/AppX packages cannot be
installed until they are digitally signed. You can use the configuration defined in the program
preferences or override it for this package Pic_3 J

Create MSE AppX Package b4
MSIX/AppX Package Properties

[ |
Provide a path to the MSDUAppX package being created, specify the package metadata and configure | =
the MSIX/AppX package deployment settings. a‘i

General | Target Platforms | Digital Signature | Capabilities

p\f!ﬂidt commen package signing configuration| Change common configuration Resst to common

| Sign the package with a digital signature
Select certificate from stores |EMCO Sign Certificate
@) Select certificate from filee  |D:\Install\Sign\EMCO.pfx -4 X:
Use auto-generated self-signed certificate:
Certificate password: .

Haow to nstall an suto-generated self -signed cerificale?

Timestamnp Service (URL): |http:/ftimestamp verisign.comd/scripts/tinnstamp.dil -

< Back Mext > Cancel

Pic 3. Configuring Digital Signature
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To create an MSIX package you need to declare its capabilities, i.e. access to APIs or resources,
such as pictures, music, camera or microphone. Some capabilities provide applications with access
to sensitive resources. These resources are considered sensitive because they can access the
user's personal data. You can enable or disable required capabilities manually, if required. By default
capabilities are set to auto. If a package contains resources that require specific capabilities, those
capabilities are enabled by default

Create MSCG Appx Package »
MSIX/AppX Package Properties

Provide a path to the MSDUAppX package being created, specify the package metadata and configure | — Sl
the M3L{/AppX package deployment settings. _ﬂ

General | Target Platforms | Digital Signature | Capabilities

Marne State Description

~ General-use

30 Objects Auto = |Allows applications to have programmatic access to the 30 0.
Allleyn Auto = |Allows Allloyn-enabled applications and devices on a networ.
Appointments Auto = | Provides access to the user's appointment store,

Background Media Playb... Auto = |Changes the behavior of the media-specific APIs like the Med..,
Blocked Chat Messages Auto = |Allows applications to read SMS and MMS messages that hav..
Chat Message Access Auto = | Allows applications to read and delete Sh3 and MMS messag..
Code generation Auto = | Allows applications to access the functions which prowide T ..
Contacts Auto = |Provides access to the aggregated view of the contacts from ..
Customn Devices Auto = | Allows applications to access custorn devices when some ad..

ot PO TR I (P P | Anobim e B i o B i s o B e e

< Back Mext » Cancel

Pic 4. MSIX capabilities configuration

After all the required settings have been configured, either within the Project Details view or within
the package creation wizard, all you need is to provide a path to the location to save the resulting
MSIX/AppX package to and press Finish. As soon as the package is created, it is ready for
deployment.
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MSIX Applications Configuration

To build an MSIX package you need to create at least one MSIX application configuration, where
the application represents an MSIX entry point. It specifies an executable file and its startup
configuration that is executed when you run the application. This concept is similar to Windows
shortcuts, which refers the program executable file and contains configuration of the program
execution settings. MSIX application entry is displayed in Windows Start menu after MSIX
deployment similarly to shortcuts created after installing a regular Windows application.

If you repackage an existing Windows application into MSIX using monitoring, MSI Package Builder
automatically detects all shortcuts and prompts you to select at least one of them as an MSIX
application. All settings for the selected shortcut is converted to MSIX application properties
automatically.

MSIX applications can be configured on the MSIX/AppX tab of Project Build Properties for a
selected project. Applications displays all configured MSIX applications and allows you to add and
delete applications using a context menu

Project Build Properties

P msi ~ | MSIX/AppX - Applications
General Properties 1o] Display Name Command
AdobeReader1l Adobe Reader 11 [Default] S{PrcgraanIechlder}S' Adobe\Reader 11.00ReaderAci

Identification & Upgrade
AdobeReader]1license Adobe Reader 11 license ${ProgramFilesFelder}s\Adobe\Reader 11.0\Reader'Leg
Install Options

Summary Info
Mew Standard Application..

Mew Web Application...

i App-V A
Generate MSIX/AppX Applications...
General Properties Q, Find... Ctrl+F
Install Options Application Fixups Configuration r
ntemal Package Info Mame Apply Scope Details Ty
Custom Fixup All Applications Custom32.dlI[32-bit), CustomGd.dli[64-bit] Cu
DLL Path Frcup All Applications 1DLL search path DLl
—
MSIX/AppX £ < Logs Redirection All Applications 3 redirections Filé
Registry Key Access Fixup All Applications 1 access modification Reg

General Properties
Applications
Target Platforms

Capabilities

Pic 1. MSIX applications
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The Generate MSIX/AppX Applications action of the context menu allows you to use Windows
shortcuts entries of the project to create corresponding MSIX applications automatically.
Alternatively, you can create new standard and web application entries and provide the
configuration manually.

Standard Application Configuration

When you create a new standard application entry, you need to specify an application ID and
Name to be displayed in the Windows Start menu. The Target field sets the path to an executable
file. You can set an entry point of the application by selecting a file from those available in the
project. The Parameters field specifies command-line parameters to be passed to the executable
file when you run the application. You can leave them empty or set the required values. The
Working Directory field sets a directory from those available in the project, to be used as a
working directory of the application. The Run Mode sets whether the application window should be
maximized, minimized or set to normal at start

Mew Application b
MSIX/AppX Application Settings E—

Specify the MSIX/AppX application D, target file, execution
parameters, working directory and run mode.

General | PowerShell Scripts

D [AdobeReaderl]

A=

Marme: |Adobe Reader 11
Target: ${ProgramFilesFolder}d\Adobe\Reader 11.00Reader\Acrof
Parameters:

Waorking Directory: |${ProgramFilesFolder}$\Adobe\Reader 11.04Reader
Fun Mode: Manmal

Hide the application from the start menu

Description:

Chgngl_-l-;t;n... Reset lcon

oK Cancel

Pic 2. Configuration options of the standard application
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You can set a description for the created application and choose the application icon. Click the
Change Icon... button and choose one of the standard icons available, or specify a path to a file to
import an icon from it.

If required, you can configure an MSIX application to run a PowerShell script before the application
start or after completion of the application. You can provide the corresponding settings on the
PowerShell Scripts tab . Set a path to a script using the Script File field. If the script isn't
available on the machine where MSIX application will be executed, you can embed the specified
script file to deploy the script together with MSIX. The Script Arguments field is used to set
optional command-line parameters to be passed to the script. Script Execution Mode sets a power
shell execution option. It is a safety feature that controls the conditions under which PowerShell

loads configuration files and runs scripts. Use the execution mode suitable to run the selected
script.

Mew Application b
MSIX/AppX Application Settings e

Specify the MSUCAppX application D, target file, execution
parameters, working directery and run mode.

General | PowerShell Scripts

:Rul‘l the script before application sta il

Scllpt Fille: :":n-'.\-:::-‘..' milcanPDF pill]

+| Embed the script into the package
Script Argurnents:
Script Execution Mode:

| Run once
Show Powershell window
Wait for the scnipt to finish

QK Cancel

Pic 3. PowerShell scripts configuration
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The Run Once option allows you to run the script only once, at the first time when MSIX application
is executed. If it is enabled, the script isnt executed on the second MSIX execution and all
subsequent runs. If the Show PowerShell window option is enabled, the PowerShell console will be
displayed when the script is running, so you can see the console output.

If you configure a script to run before MSIX application, you can configure the application to wait
for the script to finish. The application can wait the script to finish as long as required, or you can
set a timeout, so if this timeout is expired, the script is considered to exit with an error. It is
possible to set if application execution should be skipped if the script returns an error.

Web Application Configuration

If MSIX deploys a web application, you can configure the web application entry point by creating a
new web application configuration

Mew Application x

MSIX/AppX Application Settings
Spectfy the M3V AppX application 1D, name and HTML start page.

General

g Ik .Adcbeﬁeaderl'hcensel
'

Marme: Adobe Reader 11 license

Start Page: |${ProgramFilesFolder)\Adobe\Reader 11.00Reader L egalEMLMic

Hide the application fram the start menu

Description:

Change lcon... Reset lcon

QK Cancel

Pic 4. Web application configuration

To create a new web application set the application ID and the application Name to be displayed in
Windows Start menu. In the Start Page field select an HTML file from those available in the project
to be opened in the browser on application start. You can also specify a description and set the
application icon if required.
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MSIX Fixups

MSIX apps work in a container that restricts access to some of the resources, so MSIX apps should
be designed accordingly and don't use the restricted resources. When you package existing
applications into MSIX, usually you work with traditional and legacy applications designed with no
restrictions. If such an application is packaged to MSIX, it may violate container restrictions. As the
result it reports some runtime errors caused by the fact that some resources cannot be accessed in
MSIX container environment.

Those legacy applications can be successfully packaged to MSIX, but you need to configure so-
called fixups that reconfigure system calls for a running application to comply with the restrictions of
the MSIX container. MSIX fixups are based on Package Support Framework (PSF) provided by
Microsoft to allow migrating legacy applications to MSIX. If a legacy application crashes at launch
after packaging to MSIX, you need to configure fixups for it in the project and generate a new MSIX
package to resolve the problem.

Application fixups can be configured on the MSIX/AppX tab of Project Build Properties for an
opened project. You can add and delete fixups using context menu actions in Application Fixups

Project Build Properties

7 ms| ~ | MSIX/AppX - Applications
General Properties D Display Mame Command
Identification & Upgrade AdobeReader1l Adobe Reader 11 [Default] ${ProgramFilesFolder}$\Adobe\Reader 11.0\Reader Ay
| AdobeReader] ILicense Adeobe Reader 11 license S{ProgramFilesFelder}S\Adobe\Reader 11.00\Reader Leg

Install Options . . .
Mew File Redirection Fixup...
5 Infi
R Mew Registry Key Access Fooup...

Mew DLL Path Fixup...

i App-V A Mew Customn Fixup...
Edit...
General Properties
7 Delete Del
Install Options Al
Application Froups Q, Find... Chrl+F
Internal Package Info Name Apply Scope Details Configuration o
: Custam Fixup All Applications Custermn32.unpe-oin g, wustomus unpus-ung
DLL Path Fixup All Applications 1 DLL search path
e
MSIX/AppX = < Logs Redirection All Applications 3 redirections File
Registry Key Access Fixup All Applications 1 access modification Ret

General Properties
Applications
Terget Platforms

Capabilities
Pic 1. MSIX application fixups

MSI Package Builder allows you to configure different types of fixups, such as file redirection, DLL
path and so on. You have to use a corresponding fixup, depending on the type of the runtime error
reported by the running application. In the following chapters you can learn more about the available
fixups.

What's Inside
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File Redirection Fixup
Registry Key Access Fixup
DLL Path Fixup

Custom Fixup
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File Redirection Fixup

MSIX applications work with the virtualized file system (VFS) that provides access to files deployed
by the package and to the system files. Access to the system resources is virtualized and
redirected to specific locations, so that the application considers that it works with a system
resource using a well-known path, while the call is redirected to the corresponding directory in the
MSIX package deployment location. MSIX redirects only a predefined list of well-known directories,
such as a Windows folder, Program Files folder, etc. If an MSIX application uses a file or folder that
isn't redirected, an error is reported when you run the application. To resolve the error you need to
create a file redirection fixup that helps MSIX to redirect a referred file. In this case the fixup
provides configuration that describes how to redirect file system calls.

To create a fixup choose New File Redirection Fixup... in the context menu of Application
Fixups. In the appeared dialog you can set the fixup settings. Set a name of the fixup in the Name
filed and enter Description if required . MSIX can contain multiple applications, so you can
choose if the created fixup should be applied to All Applications, or apply it to specific applications
only. Specify an application mask if you want to restrict applications to apply the fixup to. The mask
is a regular expression (in the regexp format) to match the application names.

Mew File Redirection Focup W

File Redirection Fixup Properties
Specify a scope for foup and redirection settings. :}{

Marme: Logs Redirection

Description:

Apply Fixup Scope
& All Ap;-ll calions

Applications matching the following mask:

Fixup Redirections

Info Patterns Exclusior | Read-onk
VESProgramFilesXod\Adobe\Read.. "ulog
B [Package drive]\Windows > > [Loc.. ulog
& [Windows[\System32 > » [LocalAp.. Mulog
04 Cancel

Pic 1. Configuring a file redirection fixup
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In Fixup Redirections you can specify one or multiple fixups. Click the toolbar buttons or context
menu to add or delete fixups. When you create a new fixup, you can select the redirection type on
the appeared dialog

Mew Redirection *

Redirection Type

Select & type of redirection Yo wiank to create,

Package Relative
Redrect fie operations for resources located in the package deployment
folder.

E Package Drive Relative

. Redrect fie operations for resources located on the package deployment

drive.

-

aystem
Redrect fls operations for system folders,

Folder

Pic 2. Select a fixup redirection type

You can redirect resources, located in the package deployment folder, the package deployment
drive and in a system folder. Configuration of all of those redirections is described below.

All redirection types have the common configuration settings, including Pattern and a couple of
options. You can configure one or multiple patterns for each redirection. Patterns are regular
expressions (specified in the regexp format) that are matched with the actual file or folder names of
the resources to decide if the redirection should be applied for the resource.

How redirection works? When MSIX application makes a Windows API call to work with a file
system resource, its path is matched with the base path (specified as Redirect From)
together with Patterns. If the path is matched to the regular expressions, the API call is
redirected to the path specified as Redirect To.
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The Read-only option specifies whether the redirected file system resources can be modified. If it
is set to true, any changes are forbidden.

The Do not allow redirection of this pattern match option allows you to forbid redirection with
the matched pattern. This option can be used to prevent redirections.

Package Relative Redirection

This option allows redirecting files and folders, located in the package installation root, to the
specified location. Specify a path in the package installation root folder set in the Redirect From
field, to be matched together with the specified Patterns to make a redirection

Add File Redirection b 4

File Redirection Configuration =]

Specify the source folder, destination folder and redirection I:_
patterns, ¥

Redirect Fronn:
[Package root folder] |\ WFS\PregramFilesX e Adobe\Reader 1'|.D-.Reade{

Redirect To:
ILocalAppDataFalder]

Patterns:
HMuleg Add...

Read-only

Do not allow redirection operations on this pattern match

QK Cancel

Pic 3. Package relative redirection configuration
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If the pattern matches, the call is redirected to the path specified in the Redirect To field. By

default it is redirected to LocalAppDataFolder, but you can select any custom path.

Package Drive Relative

You can use this option to redirect files and folders, located on the same drive as the deployed
application. The Redirect From field allows you to specify a path on the drive to be matched

together with Patterns with the actual paths to redirect MSIX file system calls

Add File Redirection

patterns.

Redirect From:

File Redirection Configuration
Specify the source folder, destination folder and redirection

X

2

[Package drive] Y '."."indc:-w'.\l

Redirect To:
ILocalAppDataFolder]

Patterns:
Fulog

Read-only

Do not allow redirection operations on this pattern match

014

Cancel

Pic 4. Package drive relative redirection configuration
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If the pattern matches, the call is redirected. The redirection path is specified in the Redirect To
field. You can specify a custom path, or the call will be redirected to LocalAppDataFolder if the field

is set to empty.

System Folder

Use this option to redirect calls for system folders that aren’t redirected automatically. Specify the

folder ID or name and specify a subfolder, if required, in the Redirect From field

. To redirect

a system folder you can specify its GUID as an ID field. You can find a list of GUIDs for system

folders in this atricle.

Add File Redirection

pattems.

File Redirection Configuration
Specify the source folder, destination felder and redirection

Known Folder (I or Mame):

i'\.'-'ll'ldﬂ'.'.'s-

Redirect From:
[Windows]

Redirect To:
|LocalAppDataFolder]

Patterns:
Sulog

Y [Systemn32

Read-only

Do not allow redirection operations on this pattern match

QK

Add...
Edit...

Rermove

Cancel

Pic 5. System folder redirection configuration

If the actual path matches the Redirect From together with Patterns, the corresponding MSIX file

system call will be redirected to the folder specified in the Redirect To field.
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Registry Key Access Fixup

MSIX applications work in a container with some restrictions, so that full access or write access to
some registry keys can be forbidden. Some regular or legacy applications may request full or write
access to the registry keys, so when such applications are packaged to MSIX, they report errors
when trying to access registry. You can resolve this problem using the registry key access fixup.
This fixup modifies certain registry calls that do not work due to the MSIX container restrictions, by
modifying the call parameters to a form that would be allowed. Note that it doesn’t guarantee that
the application could work, but it helps in many cases.

The registry key access fixup changes Windows API calls for accessing registry keys to remove
permissions restricted by MSIX container. To create a fixup you need to specify a fixup Name and
can set Description . The fixup can be applied to all or specific MSIX applications only, so
you can set a mask to configure applications to apply the fixup to.

Mew Registey Key Access Fup ¥

Registry Key Acecess Fixup Properties
Specify a scope for the fooup and registry access modifications,

Marme: Registry Key Access Fioup|

Description:

Apply Ficup Scope
@) All Applications

Applications matching the fellowing mask:
Registry Access Modifications

Root Key Type Key Pattems
HEKEY_LOCAL... Full2ZRW Software\\Adobe.*

0K Cancel

Pic 1. Creating a registry key access fixup
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A fixup can include one or multiple configurations provided in Registry Access Modifications. To
add a new configuration you need to click the Add Registry Key Access button on the toolbar or
select the corresponding item in the context menu. In the appeared dialog you can set a
configuration of the registry access modification

Add Registry Key Access *

Registry Key Access Configuration
Specify 8 root key, an access modification and key patterns,

Root Key: HEEY_LOCAL_MACHINE
Access Modification: |Full2BW =

Key Patterns:
Software\\Adcbe.” Add...

oK Cancel

Pic 2. Registry key access configuration

To set a configuration you need to select Root Key to apply the configuration. Specify one or
multiple Key Patterns that are represented as regular expressions (use the regexp format) and
select Access Modification Option. If the MSIX application makes a Windows API call in the
specified root key and the accessed registry key matches one of the configured key patterns, the
configured access modification is applied.

The following access modifications are supported:

Access Description
Modification

Full2RW If full access is requested, modify to allow read-write access
Full2R If full access is requested, modify to allow read access

Full2MaxAllow | If full access is requested, modify to set maximum allowed
ed

RW2R If read-write access is requested, modify to allow read access

RW2MaxAllow  If read-write access is requested, modify to set maximum allowed
ed
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DLL Path Fixup

This fixup type allows configuring folders where DLL files should be looked for. If an application
packaged to MSIX needs to load DLL files from locations restricted in MSIX container, you can use
this fixup to resolve DLL loading errors.

Mew DLL Path Fixup

DLL Path Fixup Properties
Specify the paths for applications to search their DLL's in.

Marre: DLL Path Ficug|

Description:

Apply Feoup Scope
@) All Applications

Applications matching the following mash:
DLL Search Paths

Path
[T $iProgramFilesFolder)S\Adobe\Reader 11.0

814

Cancel

Pic 1. DLL path fixup configuration

To create a DLL path fixup you need to specify the fixup Name and set Description if required. If
the fixup should be applied to all applications, set the corresponding option, otherwise specify a
mask to select applications for which the fixup should be applied
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To configure this fixup you need to select one or multiple paths where DLLs should be located. You
can choose the folders available in the project f<isi 2,

Select DLL Search Folder %

DLL Search Folder Path
Select a folder to be added to the DLL Search Path configuration of

the specified foiup.

L CemmeonProgramblenuFalder
~ |8 ProgramFilecFolder
v [} Adobe
> [k |Reader 11.0
» " JystemnFolder
» B WindowsFelder
» B WindowsVolume

QK Cancel

Pic 2. Select DLL search folders

When the fixup is applied, the MSIX application will load DLLs from the specified folders.
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Custom Fixup

In some cases existing fixups don't allow you to meet the requirements and resolve errors caused by
the restricted access to resources in the MSIX container. In this case you can create a custom
fixup that meets technical requirements of Package Support Framework (PSF). A custom fixup allows

you to apply the created fixup for an MSIX package.

To create a custom fixup you need to specify its Name and set Description if required. You need
to specify a fixup scope, so it should be applied to all applications or those applications that match
the specified mask. The mask should be provided as a regular expression (in the regexp format)

Mew Custom Fioup

Custom Fixup Properties

Specify a fixup scope, fup binanes and configuration.

Marne: Custom F:Is:u[bl

Description:

Apply Fixup Scope

@) All Applications

Applications matching the following mask:

32=bit module: [Custom32.dll]
Bd-bit module: [Custornbd.dil]
Configuration File: |[configjson]

QK

Cancel

Pic 1. Configuring a custom fixup

A fixup should be specified as DLL files for 32-bit and 64-bit environments. These modules must be
created and compiled to DLL files that meet the technical requirements of PSF. You also have to
provide a JSON configuration file. Refer the PSF documentation for the details about the

configuration format.

Copyright © 2001-2024 EMCO. All rights reserved.

179



EMCO MSI Package Builder 11 Creating a Package

App-V Packaging

Microsoft Application Virtualization (App-V) for Windows allows deploying applications in real-time to
any client from a virtual application server. Virtual applications are installed on a virtualization server
and are delivered (streamed) to clients on demand. App-V thus allows centralized installation and
management of deployed applications. It supports policy based access control; administrators can
define and restrict access to the applications by certain users, or on certain computers, by defining
policies governing the usage.

With a streaming-based implementation, the App-V client needs to be installed on the client
machines. Users launch virtual applications from familiar access points and interact with them as if
they were installed locally.

Using MSI Package Builder you can create App-V packages from scratch or repackage existing
Windows applications into App-V packages. You can use installations monitoring to package existing
installations into App-V packages. The repackaging process is identical to repackaging into MSI,
described in the previous chapters.

What's Inside
Creating an App-V Package
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Creating an App-V Package

MSI Package Builder supports virtualization by repackaging existing installations into App-V
packages. The App-V package can be created during an installation repackaging process or manually
from an existing regular MSI Package Builder installation project.

[1& Create App-V Package

The Create App-V Package button from the Builder group on the Home Ribbon

Create App-V | hage should be used to generate an App-V package based on the selected project.

Package

To create an App-V package manually, you can use the Create App-V Package item from the
Projects view pop-up menu or from the Builder group on the Home Ribbon page. When an App-V
package is created based on a project, the options for the package created are filled automatically
using the values defined in the Project Details view, while during the repackaging process they are
defined on-line, and then saved to the created project. Let us take a look at the available options
and describe each one starting with the general product information

Creste App-V Package %
App-V Package Properties

Previde a path to the App-V package being created, specify the package metadata and configure the el
App-V package deployment settings. 'ﬁ

General | Install D'FI'IiCI'Ij Su pport Information

App-V Path: ChmsiAdobe Reader 11.appv |

Product Name: Adobe Reader Platform: =64 -

Manufacturer: Alex Delorian - lean: -
P

Language: English (Uinited States) = | Version: [11.0.3.37

Package GUID: [{4A5037E3-96E0-4004-83A8-88465C 2AD9FC) Li1]

Description:

< Back Mext » Finish Cancel

Pic 1. Specifying general App-V package information
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The general information consists of the Product Name, Platform, Manufacturer, Icon, Language
and Version. The product name, manufacturer and icon are used to display the product on the
system. The platform is used to define if the installer is deploying an x86 or an x64 application. The
Language field is responsible for defining the language and the encoding used by the installer
package.

The version is the most important field of the general information because it is responsible for a
correct package installation and upgrade. That means that every time you prepare an updated
package using the same project you should change its version to a higher one. And it is also
displayed on the system.

The Package GUID is responsible for the package identification. It is generated automatically by
default and is never changed in most cases. The Description field is used to provide a description
for the package.

Create App-V Package x
App-V Package Properties

Provide a path to the App-V package being created, specify the package metadata and configure the =
App-V package deployment settings. 'ﬁ

General | Install Opticns | Sy pport Information
Supported Operating Systems: |All Operating Systems T

COM Objects Interaction: Isolated ¥

Allow named cbjects to interact with the local system

Allow virtual applications full write permissions to the virtual file srstem

< Back Mext » Fimish Cancel

Pic 2. Configuring the Install Options
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The next aspect of an App-V package configuration is the install options

with the underlying operating system.

. You can specify
the list of supported operating systems and set up the level of interaction of the virtual application

Create App-V Package
App-V Package Properties

App-V package deployment settings.

General | Install Options Support Information

Contact alex delorian@ dreamlight.org
Phone +1 646 255-1267

Onling Suppeort

Update Info URL

Help File URL

Manufacturer URL | httpe//dreamlight.org
Comments

Prevade a path to the App-V packege baing crested, specify the package metadats snd configure the

-©

[Override commen support info configuration Change common ¢onfiguration Reset to common

< Back Mext > Cancel

Pic 3. Defining Support and Summary Information

The last thing to define, which is also optional, is a set of support and summary properties. Those
are available in the package properties and are displayed on the system. You can use the properties

defined in the program preferences or override them for this package.

After all the required settings have been configured, either within the Project Details view or within
the package creation wizard, all you need is to provide a path to the location to save the resulting
App-V package to and press Finish. As soon as the package is created, it is ready for deployment.
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Signing Packages

Digitally signing files helps protect against changes to a file by validating that a hash of the current
file matches the hash stored in the digital signature. Digital signatures also help verify that a
package came from a particular publisher by encrypting the hash with the publisher's private key.
Verifying the signature using the publisher's public key or a trusted certificate authority that signed
their public key validates the publisher.

You can sign Windows Installer packages to help guarantee that users know if your packages have
been modified and that they came from you, the publisher. Windows Installer validates that a
package hasn't been changed if it contains a digital signature when attempting to install it. Properly
sighed MSI packages can be installed via GPO even within the environments with strict security
policies. As for an MSIX/AppX package, it is required to be digitally signed to be deployed.

About Digital Signatures

A digital signature is based on a signing certificate. A certificate is a set of data that completely
identifies an entity, and is issued by a certification authority only after that authority has verified
the entity's identity. The data set includes the entity's public cryptographic key. When the publisher
of a package signs the package with its private key, the installer can use the publisher's public key
to verify the publisher's identity.

In order to perform a package signing operation, both private key and signer identification
information must be supplied. The digital certificate used in the signature usually supplies the signer
identification information, however. Thus, the private key must be supplied through some other
means. Additionally, the signature must include the certificate chain for the cryptographic service
provider (CSP), up to a root certificate trusted by the user, in order for the signed file to be
authenticated. So in all, there are several items that need to be provided in order to generate a
digital signature.

Microsoft has developed a certificate store technology to reduce the above complexity. Using this
technology, when a user enrolls to obtain a certificate, they specify the private key information, the
CSP information, and the certificate store name for the certificate. The certificate will then be
stored in the certificate store and be associated with the other items. When the user wants to sign
a package, they only need to identify the certificate in the certificate store. The code-signing tool
will retrieve the certificate, the private key, and the certificate chain for the CSP, all based on the
specified certificate.

When signing a package, a trusted time server is used to generate a time stamp for a digital
signature. This is performed, to guarantee that the package is signed with the certificate that is
neither expired not revoked.

Requirements for a Digital Certificate

For a digital certificate to be used by MSI Package Builder for signing the generated packages, the
following set of requirements must be met:

1. The certificate must include the Code Signing (1.3.6.1.5.5.7.3.3) within its Intended
Purpose.

2. The certificate's Valid From date must be less and the Valid To date must be greater than
the package signing date.
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If you would like to use the certificate from certificates storage:
1. The digital certificate must be placed in the Current User certificates storage.
2. Both the private key and the signer identification information must be supplied.

3. The private key must be available together with the signing certificate in the certificate
storage. In case you have a private key in a separate file, please use the tool provided by
Microsoft for preparing the a private & public key pair for importing into the certificates storage
as described here: Pvk2Pfx, Combine PVK + SPC to PFX.

In case the digital certificate does not meet the above-stated requirements, MSI Package Builder
will not suggest that you use it for signing packages.

Configuring Packages Signing

MSI Package Builder allows you both to define the common packages signing configuration to be
used for adding digital signatures to generated MSI packages and to override those settings for
specific projects. The common digital signing options are specified on the Packages Signing
preference page , and the overriding feature can be used either when creating an MSI
package, creating an MSIX/AppX package or in the Project Details view.

Preferences "
4 Package Signing
[ | MSI Package Builder -~

Prajects Configuration M3l Package Builder allows you to sign generated MSI packages to help guarantee that users know if
w your files have been modified and that they came from you, Here you can configure the signing
LUser Interface eptions.

‘1| Digital Signature

'if' (f Filters -~ . Specfy if you would like to sign generated M3l packages. To be able to sign a package, you

' = o should select the certificate to be used for generating the signature from the certificate store
Monitoring File Fiters and choose the time server used for generating a digital signature time stamp.
Monitoring Registry Fiters | Sign packages with a digital signature
Monitoring Process Fiters
Lirinstall File Fiters @) Select certificate from store: |EMCO Sign Certificate

Uninstall Registry Flters
Select certificate from file:

G}} Miscellaneous = Use auto-generated selif-signed certificate:
General Sattings Certificabe password
Layouts
pmx.', Set:r-gs How bo install an auto-génerated self-signed certificate?

Timestarmp Service (URLY:

Restore Defaults Apply

Restore Defaults Cancel

Pic 1. Configuring the package signing options
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In any case, if you enable the packages signing, you are suggested to select the signing certificate
to be used for creating a digital signature and choose the time server for generating a digital
signature time stamp.

The required certificate can be selected from those installed to the above-mentioned certificate
storage. To select the certificate from store, check the Select certificate from store radio button

and press the || button within the following field. The dialog will be displayed to let you choose the
certificate from those available. When choosing the certificate, you can press the View Certificate
button on the toolbar to view detailed information on the selected certificate. This information dialog

can also be reached via the - button from the certificate choosing field when the certificate is

already specified. To reset the certificate, you can use the [ button.

If you would like to use the certificate stored within the private information exchange (pfx) file,

check the Select certificate from file radio button press the || button within the following field.
The file browser dialog will appear on the screen to let you provide the path to the file. Normally,
private keys in pfx files are password encrypted, so you're going to be prompted for the password to
use the certificate from the specified file for signing packages. The same as for the certificates

chosen from store, you can open the certificate information dialog via the L button from the

certificate choosing field and reset the certificate via the | button.

If you do not have a required certificate, as a workaround it is possible to generate a self-signed
certificate for the package being generated. In such a case the pfx file containing the automatically
generated certificate will be placed next to the generated package and must be installed on the
client machines before deploying the package. Please refer to the How to install the auto-generated
self-signed certificate? section for details. To use the described approach, check the Use auto-
generated self-signed certificate radio button and provide the password to protect private key to
the Certificate password field.

As for the time server, you can either choose the one from those predefined in the Time Server
field or provide the address of another trusted server that can generate a time stamp for digital
signatures. A time stamp should always be added when signing a package. Although it is strongly
recommended that a digital signature time stamp be added immediately when signing packages with
MSI Package Builder, you can leave the Time Server field empty, thus skipping the time stamping.
In case a time stamp is not added, it is possible to time stamp a signed package in future with the
help of the sign tool.

If the package signing is enabled, MSI Package Builder will add a digital signature using the specified
sighing certificate and chosen time server when a package is generated. If there are any problems
occurred during the signing process, they are added to the Log view.

Project Files Signing

When the package signing is enabled, the program signs a generated package, but you can
configure the program also to sign the files deployed by the package. You can configure files to be
signed in Project Build Properties. Select a project in the Projects view and open the General
tab of the build properties. In the Digital Signature section you can find the list of files configured
for signing. By default, the program signs the generated package only, but you can add the project
files for signing
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Project Build Properties

=k General .. .

[f General - Digital Signature

P il
pductDeiait +| Override common package signing configuration Change common configuration Resetto common

+| Sign the package with a digital signature

Select certificate from store:  |[EMCO Sign Certificate
@) Select certificate from file: | D:\Install\Sigm\EMCO.pfx
) Use auto-generated self-signed certificate:
Certificate password:

General Properties

How to install an auto-generated self-signed certificate?

Identification & Upgrade
Timestamp Service (URL): |hitp://timestamp.vensign.com/scripts/timstamp.dil -
Install Options

Summary Info Files configured for signing:
~ Project files Add File

<1 ${ProgramFilesFolder}" Adobe\Reader 11.04\Reader AcroRd32.dll
o PRT o~ - Remove
PP -/ ${ProgramFilesFolder}$\Adobe\Reader 11.0\Reader\ AcroRd32.exe

~ Package output files

General Properties
s </ Generated package

Install Options

Internal Package Info

B MV B Y A~

Pic 2. Signing project files

Press the Add File button and select a file available in the project, to add it to the list of files to be
signed during the package generation. You can select EXE, DLL or SYS files because these file types
support digital signing. To delete a file from the list, select it and press the Remove button.

How to install the auto-generated self-signed certificate

When using auto-generated self-singed certificate, it should be installed on client Machines before
deploying generated packages. The following steps should be followed to install the certificate:

1. Double click the auto-generated pfx file. The Certificate Import Wizard will appear on the
screen.

2. Select the Local Machine store and press Next.
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%

&= Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust ksts, and cerbificate revocation
ksts from your disk to 2 certificate store.

A certificate, which is issued by a certification autharity, Is a confirmation of your identity
and contans nformation usad to protect data or to establich seore network
connieckions, A certificate stone is the system anea where certificates are kept.

Shore Location

() Currant User

{®) | ocal Machine

To continue, dick Hext.

[

3. Double check that you are importing the certificate from the appropriate pfx file and press

Next.

“

£+ Cartificate Import Wizard

File to bmport
Specify the fle you wank to import.

File name:
| Clappx \EMCO.pfx | Browse...

Mote: More than one certificate can be stored in a single file in the folawing formats:
Personal Information Exchangs- PKCS 212 (.PFX,.P12)
Cryptagraphe: Maseage Syntax Standard- PKCS =7 Certificatas (P 78)
Microsoft Serisized Certficate Store (55T)

Cancel

4. Provide the password you have specified in the Certificate password field to the Password
field and press Next.
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«

£* Certificate Import Wizard

Privale ey protection
T rusintain security, the private key was protected vith 8 password,
Type the passwond for the private key.

Password:

| wREE

(] Display Password

Emport oations:

Enable strong private key protection. You will be prompted every tme the
private key s usad by an appécation if you enable this option.

[CJtark this key as exportable, This will aBow you te back up or transport your
keys at a later time,

Protect private key using v tusized-basad seounity Non-axpor table)

[ Indude all extended properties.

Cancel

5. Select the Place all certificates to the following store radio button, press the Browse
button and choose the Trusted People store. Then press Next.

-

£x Certificate Import Wizard

Cartificate Store
Certificate stores are system arens where certificates are kept.

Windows can sutomatically select a certificate store, o you can spedfy a kcation for
the cartificate.,

) Aptomaticaliy sslect the certificate store based on the type of certificate
{8 Pace a certificates in the following store

Certificate store:
[Tn.::ud Peoghe

6. After checking the import settings on the final wizard page, press Finish.
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As soon as the certificate is imported to the Trusted People store, the packages signed with the
certificate are considered trusted thus fully secure, so you can successfully install MSI packages
signed with such certificate via GPO. To allow deploying MSIX/AppX packages signed with the auto-
generated certificate, it is also required to enable the Developer mode in the Windows settings

For developers

Use developer features

These settings are intended for development use only.

Learn more

O Microsoft Store apps

Only install apps from the Microsoft Store.

(O sideload apps

Install apps from other sources that you trust, like your
workplace,

(® Developer mode

Install any signed and trusted app and use advanced
development features,

Enable Device Portal

Turn on remote diagnostics over local area network connections.

@D o

Device discovery

Pic 3. Enabling the Developer mode

As you can see, using a self-singed certificate as a workaround has a set of limitations, but allows
you to get a signed packaged that can be trusted within your organization or by specific PCs only.
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Chapter 6: Installation Projects

MSI Package Builder is a project based program - this means that all data is grouped by the
projects, that are displayed in the Projects view. The interesting feature of the projects structure
is that you can close the project if it is not needed right now then reopen it again. This allows you
to keep the Projects view in an actual state during the everyday work.

MSI Package Builder supports various project types depending on the program edition. All editions
support regular projects, while the Enterprise and Architect editions also handle projects with
wrapped packages, useful for repackaging installations via wrapping. You can identify the project
type by its icon, displayed in the Projects tree, Projects Storage, and the Welcome view.

- A regular project includes file system, registry, and other changes to be applied to the
system upon package deployment.

_| - A project containing wrapped packages. These packages are installed and uninstalled when
' you install and uninstall the packages containing them.

A regular project contains the information on file system, registry and other modifications - the
deployment package based on the project will perform these modifications during the installation on
the computer. The project stores all configuration options, required to create a deployment package
between sessions. That makes it easier to manage updates. So, for example, if you have upgrade
enabled in the project settings, all you need to create an updated package is to define the required
modifications, change the version and provide another product GUID - everything else is already
configured.

S, The MSI Package Builder Professional edition allows you to define file system, registry, and

%" assembly changes for MSI packages. The Enterprise and Architect editions not only include
these features but also offer advanced options. These additional options enable you to modify
user and system environment variables, manage Windows services, configure printers, deploy
drivers, create firewall settings, and handle scheduled tasks.

In this chapter we will take a closer look on the project structure, will show you how you can define
the changes, specify actions to be performed during the package deployment, provide installations
to be deployed together with the package and will guide you through the process of manual MSI
package creation. This part is for those who want to fully understand the concept of MSI Package
Builder and be able to use all available advanced features.

What's Inside
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Projects Management

File System Modifications

Registry Modifications

Environment Variables Modifications
Services Modifications
Side-by-side Assemblies Deployment
Drivers Deployment

Printers Deployment

Windows Firewall Modifications
Scheduled Tasks Modifications
Nested Packages Deployment

Using Custom Actions

Wrapping Existing Installations
Using Placeholders

Exporting a Project

Importing a Project
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Projects Management

MSI Package Builder is a project based program, so a project is a main structure unit. Manage your
projects from the Projects view, accessible by clicking the Projects button on the navigation bar on
the left side of the main screen or by selecting the Projects button on the View tab of the Ribbon.
While repackaging installations the required projects are created automatically, but it is also possible
to create projects manually to be used for generating deployment packages. The projects that are
not currently in use are closed, thus are not available in the Projects tree. On each program start
up, all projects are closed, and then you can open any project from those available to start working
with it. Let us take a closer look on the projects management process, including creating, renaming,
closing, opening and deleting projects.

MSI Package Builder saves all projects within a designated projects storage folder on the file
system. Each project is contained within its own sub-folder, which includes all the necessary
components, such as file system changes, registry changes, drivers, and other contents required to
generate an output package. You can administer the contents of the project storage from the
Projects view. This view features the Projects tree and contains the Projects Storage node -
select this node to manage the storage

[ Home Project View Program
@2 a4 "™ @ § Bl = = b
:i:ga;h_gg F‘Slzj::ﬂ C;:n‘:MSI Cr:mnap-\f ﬂuﬂ; MELAppX New  Open Close C,I:H“ Rename  Delete Import  Export Mn?u‘r m:
nstallation P sckage 'ackage ackage ifaring W e
Wizards Build Project Managernent Captune Vinualization rs
M| Projects Projects Storage
l '&'P‘rﬂm Starage | The program saves projects in 3 designated felder, To modify the storage location, you - Adobe Reader 11
= | |=" projects in the storage can update the felder path. L@]
& . ) _ = Regular Preject
Adobe Reader 11 Storage Location:
Version: 11.0.3.37 :\MEIPER oot ne: Adobe Reader
File System Alex Delorian
450 entries Projects Awailable in Storage 10337
Registry
3 9/16/2022 11:01:02 PM
etk B .NET Framework 4.5 o
i_‘-Eannml\'maue-s . 275/ 1%:13 &M
M} nio entries B Adobe Package
Services -
3 entries Bl Adobe Packages Actions
) Assembles v
3— 16 entries L')] Adobe Reader E MNew Project Wizard
| 1 e ey e e e e
oo [B) Adobe Reader 11 | Createa new project and save it to the projec .
oy Prowers B Adobe Reader 9 | k?pm '(J?r'_
= No entries ¥ a
Windawes Frewal & orives
No entries @
Frefox
Scheduled Tasks
Q e ::"" B Fonts Instalation
tested Padages
Mo entries B Lbreofice
Custom Actions
= & entries L'_’J Manager Tookit
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o 13707 entries B Nestedpackages
o 88 Bacistr B e nn
E 1 I Opeaticns
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Pic 1. Projects Storage
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Selecting the Projects Storage node in the Projects tree displays the contents of the project
storage on the right side of the screen. Here, the path to the project storage folder is shown, with
the default folder pre-selected. You have the flexibility to manage multiple storage folders and

switch between them as needed. To introduce a new storage folder, click the || button and define

the new storage path. To alternate between existing folders, click the || button.

Please be aware that extensive installations may encompass thousands of files and consequently
necessitate adequate disk space for storing installation changes. A chart on the right side of the
screen visualizes the free and used space on your disk, enabling you to ascertain the available free
space for your projects.

Projects Storage displays a list of projects within the selected storage folder, allowing you to
locate and either open a project for editing or delete it if necessary. Double-clicking a project will
open it for editing in the Projects tree. Upon selection, a project's key details are shown, including
product name, manufacturer, version, and the dates of creation and last modification. The available
actions enable you to open or delete the selected project, export it as a file or to initiate the
creation of a new project.

Main Project Actions

To manage projects in storage, use the actions available when the Projects Storage node is
selected in the Projects tree. These actions include creating, opening, or deleting a project. While
these options are accessible in the Projects view, you can also manage projects from any screen
using the Home tab on the Ribbon. Actions such as the Project Setup button and those in the
Project Management group offer additional project management capabilities, detailed below.

Project Setup

The Project Setup button from the Wizards group on the Home Ribbon page opens the
Project | project setup wizard, that can be used as an entry point both for managing MSI Package
Setup | Builder projects and creating deployment packages on the basis of those projects.
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To make it easier to create new projects (both empty and bases on an existing deployment
packages), open existing projects, and create a deployment package based on an opened project
we have designed a Project Setup Wizard . 1o open this wizard, just press the Project
Setup button from the Wizards group on the Home Ribbon page.

Project Setup Wizard w

Project Management
Choose if you would ke to create a new project, open any of the projects available from the projects ,f' _p\)_!
storage, or creste a deployment package based on any of the opened projects. '

@) Create Empty Project

Use this option to create a new project having provided the project name. The created project should be
= used to define the changes to be performed by the deployment package.

Open Existing Project
This epticn should be chosen i you would like to open a single project or multiple projects from those
available in the projects storage. You can create a deployment packages based on any of those projects.

Create Package

W= This cpticn allows you to generate a deployment package using any MSI Package Builder project from
B ' those available having provided the required package properties.

Impert Project

This epticn should be used to import an existing preject or to create a new project based on the existing
installation package.

< Back Finish Cancel

Pic 2. The Project Setup Wizard
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The first page of the wizard is used to introduce its abilities to you, and on the next page you are
able to choose the action you would like to perform. It is possible to choose between the following
options: Create Empty Project, Open Existing Projects, Create Package and Import Package.

The Create Empty Project option allows you to create a new project with empty content. When
you select this option, you must choose whether you want to create a project for a regular
installation or a wrapped package. This selection will result in the creation of a project with
corresponding sections and empty content. You can use this option if you intend to configure a
project manually.

The Open Existing Projects option allows you to open a project for editing. After selecting this
option, you should choose one or multiple projects from the project storage to add them to the
Projects tree.

The Create Package option allows you to generate a deployment package using any project from
those currently opened. For detailed information on the MSI package creation, refer to the Creating
an MSI Package section of this document, for the App-V packages creation process, you can refer
to the Creating an App-V Package section, and, as for the MSIX/AppX packages creation process,
refer the Creating an MSIX/AppX Package section.

The Import Package option should be used if you would like to create a new project, containing all
the changes to be performed by an existing deployment package created with MSI Package Builder.
This can be useful, if you need to change the package you have generated earlier but the original
project is no longer available. Detailed information on the package import is available in the
Importing Package section of this document.

Instead of using the wizard, you can use one of the actions available in the Project Management
group on the Home tab of the Ribbon. These actions allow you to perform operations by selecting
the required action on the Ribbon.

New

The New button from the Project Management group on the Home Ribbon page should
New | be used to create a new project.
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The New Project dialog will appear on the screen . The same pane is also displayed if you
choose the Create Empty Project option in the Project Setup Wizard or choosing the
corresponding option on the Welcome view.

Project Setup Wizard >

Project Properties
Specify a name for the praject to be created. The created praject can be used in future for generating
a deployment package.

Project Mame: [AdobeReader |

Choose f you would like to create a regular installation project for generating a deployment package or a project
used for wrapping existing mnstallations into an M3 package.

@) Regular Installation

Choose this type to create a project that explicithy describes the changes to the file system, the registry
and other parts of the operating systern that can be used in future for creating deployment packages.

Wrapped Packages

= This project type should be chogen if you would like to create a project fior wrapping existing executable
A installations into an MSI package generated on a basis of the project.

< Back Mext > Cancel

Pic 3. Creating a new project

You are suggested to specify a name for the project to be created and the project type. You should
pay enough attention to a project name; it will help you to identify the project in future. As for the
project type, you are suggested to choose between the regular repackaging project and the project
for wrapping existing installations into a single MSI package.

7 open
Lo The Open button from the Project Management group on the Home Ribbon page allows
Open

you to open projects available in the projects storage.

When you close MSI Package Builder all the projects you were working with are automatically closed
too. It is also possible to close projects manually - this will be described further. If you want to
continue working with those projects that were closed, you should open them again.

/=y The links to the projects you have used recently are available in the Application Menu and in
' the Recent Projects group of the Welcome View. To open any of those projects, simply
click on a link.
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To open projects, choose the Open Project item from the Projects view pop-up menu or press the
Open button from the Project Management group on the Home Ribbon page. Alternatively, you
can click the Open Project link in the Recent Projects group on the Welcome View. The Open
Project dialog will appear on the screen . The same pane is also displayed if you choose the
Open Existing Projects option in the Project Setup wizard.

Praject Setup Wizard

4
Open Existing Project
;  Select the projects to open from those available in the projects storage. These projects can be used in

future for generating a deployment package.

Available Projects Q
Mame

B MET Framewsrk 4.5

B Adobe Package

B Adobe Packages

B adebe Reader

B adeobe Readerd

E Drives

F Firefox

B Fonts Inctallation

B LibreOffice

B manager Toolkit

E pas Package Builder Shortout

B réiesan

< Back Mext » Cancel

Pic 4. Opening existing projects

You can select both single and multiple projects in the Available Projects table to be opened at
the same time. It is also possible to delete a project from the projects storage, if it is no longer
needed by using the Delete Projects button from the toolbar.

! Close

The Close button from the Project Management group on the Home Ribbon page should

Close | he used to close the selected projects, thus remove them from the Projects view.

Close All

N The Close All button from the Project Management group on the Home ribbon page
Cloze | allows you to close all currently opened projects, thus remove them from the Projects
All | view.,

MSI Package Builder provides you with an ability of always keeping the Projects view in an actual
state. You can always close the projects you are not going to work with right now and they will be
removed from the view, but they still exist so you can reopen any of them to continue working with
them anytime you want. To close the project select it in the Projects view and choose the Close
item from the pop-up menu, or press the Close button from the Project Management group on the
Home ribbon page. It is also possible to close all the currently opened projects at once using the
Close All button.

| Rename

The Rename button from the Project Management group on the Home Ribbon page

Rename | should be used to provide a new name for the selected project.
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You can face a situation when the name you have given to a project is no longer actual or you have
mistakenly provided a wrong name during the project creation. It is not a problem - with MSI
Package Builder you can rename the project easily any time you want. Just double click the project,
or select it and press the Rename button from the Project Management group on the Home
Ribbon page. The Rename Project dialog will appear on the screen, where you can provide a new
name for the project

Rename Project "

Project Properties
Spcclf:,: a name for this propect. Prow |d|ng a |'|1|:Jr'.|r'.g'.|_|| RAME Can hn:fr_l
i1

you to identify this progect.

Marmes 'Adx’.‘t: & Reader

QK Cancel

Pic 5. Renaming a project

The important limitation for a project name is that it must be unique. Thus, it is not possible to
rename the project, if the project with the same name as specified already exists (even if it is how
closed).

x Delete
The Delete button from the Project Management group on the Home Ribbon page
Delete | ajlows you to delete the selected projects from the projects storage.

The projects created in MSI Package Builder can require much space on the hard drive, but it is
always possible to delete the project from the storage if it is no longer needed. To delete the
project select it in the Projects view and choose the Delete item from the pop-up menu or press
the Delete button from the Project Management group on the Home Ribbon page.

;ix._ After you have deleted a project it is not possible to restore it any more. Make sure that the
£33 project is no longer needed before deleting it.

Now you are introduced to the project management features and should be able to organize your
MSI Package Builder projects the way that will fit your needs best.
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File System Modifications

The file system modifications are the changes to be performed by a generated package during its
deployment to the file system on a target PC. Those changes can include files and folders creation
or deletion, file content modification and shortcuts creation. The file system modifications are
displayed in the File System view when the File System node of a project is selected in the
Projects view. The changes performed during the monitoring process are added to the file system
modifications automatically and can be edited only after the project is prepared. Let us take a closer
look at configuring file system modifications.

System Folders and Drives

Each file system modification is defined with a full path of the resource, so to add a file you should
also define the whole file path. Each path is routed either with a logical drive or with a system folder
object. The logical drive simply represents the drive letter, and the system folder object is used to
define one of the available system folders. You can review a list of system folders in the System
Folder Definition Placeholders section of this document.

System Folder
Om
Sw The System Folder button from the New group on the Project Ribbon page and on the
System | contextual File System Ribbon page should be used to add a new system folder object

Folder | to the currently configured project.
Drive

. | The Drive button from the New group on the Project Ribbon page and on the contextual
Drive |  File System Ribbon page should be used to add a new logical drive to the currently
configured project.

To add a new logical drive definition, you should either choose the New Drive item from the pop-up
menu, or click the Drive button from the New group on the regular Project and contextual File
System Ribbon pages. Within the New Drive dialog, you are suggested to choose a drive letter

Mew Drrve W
Drive Name
Choose the drive name to be used for defining
2 set of changes to files and folders, [ -]
Drrve Marmes: Di
QK Cancel

Pic 1. Adding a logical drive definition to a project
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As soon as the drive is added, you can define modifications to files and folders on this drive.

Mostly the programs are installed to specific folders, and the shortcuts are created within the
specific folders, that are operating system specific. To reach the same behavior you should use the
system folders. To add a new system folder definition to the file system modifications, either choose
the New System Folder menu item, or click the System Folder button from the New group on the
regular Project and contextual File System Ribbon pages. Within the New System Folder dialog,
you are suggested to choose a system folder to add to the project

Mew Systern Folder *
Choose System Folder [..E
Revigw the hist of svalable system folder defintions with detailed information on each placeholder that can be used and o
select the system folder reference you would like to add to the project. it
System Folder Descnption Path on this PL

& AdminTeolsFolder The file system directony that is used to store administr...  Chllsers\Aled\AppData’Roaming Mic...

& AppDataFolder The Application Data folder for the current user. Chllsers\Alex\AppDatat Roaming

& CommenfdminToolsFelder  The file system directory that contains administrative t.. | ChProgramData\Microsoft\Windows\...

& CommenippDataFolder The Application Data for all ugers. ChProgramData

& CommenDesktopFolder The Desktop folder for all users. Chlzers\PublichDesktop

|r-'_=';_£ emmonDocumentsFolder  The file system directory that contains documents that ... ChiUsers\Public\Decuments

.-'! CommenFilestdFolder The 84-bit Commen Files falder for the current user, CAProgram Files\Commoan Files

& CommonFilesFolder The Common Files folder for the current user. CAProgram Files (xB8)\Commeon Files

& CommenStartiMenuFolder The Start menu folder for all users. CAProgramDatai MicrosoftWindowsh...

& CommonStartupFolder The Startup folder for all users. CAProgramDatat Micresoft\Windows\,...

& CurrentUserProfileFolder The current user's profile folder. CAlzers Alex

& DesktopFolder The Desktop folder. CAlsers\Alex\Desktop

& FavoritesFolder The Favarites folder for the current user. ChUsers\ e\ Favorites

M, FontsFolder The Fonts folder, CAWindows\Fonts

QK Cancel

Pic 2. Adding a system folder to a project

As soon as the system folder is added, you can define modifications to files and folders in this folder.
Each system folder is expanded to a full path during a generated package deployment.

l"l_l Folder
- The Folder button from the New group on the contextual File System Ribbon page

Folder | should be used to create a new folder modification within the selected path.

Sync Folder

bi} The Sync Folder button from the New group on the contextual File System Ribbon
Sync page can be used to create a new folder, which content is synchronized with the
Folder | selected folder on the file system.

File
_ The File button from the New group on the contextual File System Ribbon page should
File be used to create a new file modification within the selected path.
Shortcut
# The Shortcut button from the New group on the contextual File System Ribbon page
Shortcut | allows you to create a new shortcut to any target from this project in the selected
path.
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MSI Package Builder allows you to define which files and folders should be created, modified or
deleted during a deployment package installation.

Folders

To add a new folder modification, select the drive, folder or system folder to add modification to,
and either choose the New > Folder item from the pop-up menu, or press the Folder button from
the New group on the contextual File System Ribbon page. The New Folder dialog will appear on
the screen to configure the folder modification

Mew Falder b 4

Felder Properties
Specify the folder name, choose the operation to be performed to the folder dunng the

package deployment and provede the path to the folder content, f required.

General | Advanced Qptions | Security

Marme: Adobe |

Operation: | Creste -
Attach content to this folder

Content Path:

Collect permissions from the file system

QK Cancel

Pic 3. Adding a folder modification to a project
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While configuring a folder modification, you should specify a folder name and an operation to be
performed over this folder during a deployment package installation. You can choose between the
Create, Modify and Delete operations. For the folder creation and modification, you can attach
content to this folder, using the file system import. Just check the Attach content to this folder
option and provide a path to the folder to import its content. If you need to set file system
attributes to be applied to the folder, you can configure these attributes on the Advanced Options
tab. On the Security tab, you can specify the permissions to be explicitly assigned to this folder.

Sync Folders

When you add a folder and prepare the project, the folder contents is copied into the project
storage, as described in the Project Preparation chapter. The project storage is used to generate
an output package. So when you add a regular folder, its content is copied to the storage when the
project is prepared, but after preparation folder changes aren't reflected in the generated package.

A sync folder allows you to add a folder to the project and let the program use the folder content to
generate a package. Any external changes in the folder contents will be reflected in the package
generated. To add a new sync folder choose the New > Sync Folder item from the pop-up menu,
or press the Sync Folder button from the New group on the contextual File System Ribbon page.
The New Sync Folder dialog will appear on the screen to configure the folder modification

e 5:,'n|: Falder x
Sync Folder Properties

Specify a name of the sync folder, set a path to the folder to synchronize with and set 0
synchronization options.

General | Advanced Options | Security

MName: sync-folder

Sync Path: :c*-.u:m'.:muat:c."-

Mode: Files and Folders = | Regex Mask:
Collect permissions from the file system

Operation: |Create -

QK Cancel

Pic 4. Adding a sync folder modification to a project
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A sync folder has the same parameters as a regular folder, but additionally you need to specify a
Sync Path to the folder used to provide content to the generated package. The Mode option
allows you to retrieve files only, or files and folders that are stored in the sync folder. The Regex
Mask option allows you to specify a regular expression to retrieve folder entries. Only resources
matching these options will be added to the generated package.

Once a sync folder is added to the project, you can see its content retrieved from the file system
according with the configured options. If the sync folder content is changed on the file system, you
can refresh it in the project by choosing the Synchronize option in the context menu for the sync
folder.

Files

To add a new file modification, select the drive, folder or system folder to add modification to, and
either choose the New > File item from the pop-up menu, or press the File button from the New
group on the contextual File System Ribbon page. The New File dialog will appear on the screen to
configure the file modification

Mew File o
File Properties

Specify the file name, provade the path to the file content, choose the speration to be pedformed to the file
dunng the package deployment and configure the advanced options, if required,

General | Advanced Options | Security
Marmes ArcoRd32.exe
Content:  |C:\Program Files (x88)\Adobe\Reader 11.0\Reader\AcroRid32.exel

Operation: | Create -

| r
o] 4 Lancel

Pic 5. Adding a file modification to a project

While configuring a file modification, you should specify a file name and an operation to be performed
over this file during a deployment package installation. You can choose between Create, Modify
and Delete operations. For the file creation and modification, you should define file content in the
Content field, providing a path to an existing file to get content from.

() While specifying files and folders modifications you can provide a relative path to the Name
% field - the missing path elements will be automatically created in the file system modifications.

It is also possible to override file system attributes to be used for the file and specify if this file
should be treated as persistent, thus not removed during a deployment package uninstall process.
These options are available on the Advanced Options tab. On the Security tab, you can specify
the permissions to be explicitly assigned to this file.

The advanced options are provided for the experienced users. Please do not modify these
options until you are positively sure that this modification is required for the correct package
deployment.
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Shortcuts

MSI Package Builder allows you to create shortcuts to any item defined in the file system
modifications during a deployment package installation. To add a shortcut definition, select the path
you would like to create shortcut in and choose the New > Shortcut item from the pop-up menu.
Alternatively, you can use the Shortcut button from the New group on the contextual File System
ribbon page. The New Shortcut dialog will appear on the screen to let you configure the shortcut

Mew Shortout x
Shortcut Properties [

Specify the shortout name, choose the target for this w
shertcut and configure additional options, if required.

e Marme:
Adobe Reader 11.0.Ink

Target: S{ProgramFilesFolderj5\Adobe\Reader 11.00Reader' 2
Start In: S ProgramFilesFolderjS\Adobe\Reader 11.00Reader
Runz Mormal Window -
Argurents: |
Commaent:
Change lcon... Reset lcon
QK Cancel

Pic 6. Adding a shortcut to a project

While adding a shortcut, you should provide a name for the shortcut to be created to the Name
field and choose the shortcut target in the Target field. Optionally you can configure a set of
additional shortcut settings. You can choose a working directory for a shortcut, choose a required
window state, provide command-line arguments to be passed to the shortcut target and define a
comment for the shortcut. The Arguments field supports the property definition placeholders, so
you can use the standard MSI properties while specifying the arguments. See the Property Definition
Placeholders section of this document for the list of available placeholders.

Modifying File System Resources
The file system modifications can be changed, deleted and transferred to different location.

= | Edit

- The Edit button from the Management group on the contextual File System Ribbon
s page should be used to change the selected file system modification.

x Delete
The Delete button from the Management group on the contextual File System Ribbon
Delete page allows you to delete the selected file system modification from the project.
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Copy To

The Copy To button from the Management group on the contextual File System Ribbon

C_':'rgf'r page should be used to copy the selected file system modifications to another location.

Move To
- The Move To button from the Management group on the contextual File System Ribbon
M_l'f';e page allows you to move the selected file system modifications to another location.

To change the modification, select it in the File System view and either choose the Edit item in
the pop-up menu or click the Edit button on the contextual File System Ribbon page. While editing
a file system modification, it is possible to configure the same options as during its creation. To
delete specific modifications from the project, select them and choose the Delete item from the
pop-up menu or click the Delete button on the contextual File System Ribbon page.

If the project contains some files or folders that you don’t want to include into the generated
package, you can use the context menu option Exclude from Build. Excluded resources are
displayed in the project using the faded icons. Use the context menu option Include in Build
for excluded resource to add them into the generated package. The Exclude from Build
option allows you to make experiments with the set of resources included into the resulted
package with no deleting resources from the project.

The well-known drag/drop and copy/paste techniques are fully supported for copying and moving file
system modifications within a single project and between projects. You can also use the Copy To
and Move To buttons from the Management group on the contextual File System Ribbon page to
transfer the selected file system modifications to a different location. While using these buttons,
you are suggested to select a target location in a dialog and confirm your selection

Copy Folder To b

Choose Destination )
Select the destination folder from those available the specified folder | 13 |
will be copied to.

w B Adobe Reader 11
v ) l:cm|11-or:F'ron:_||.‘.|11.".'1¢_-nchln:||,'.'
p:cgren!F.lQ-:.Fc'.dl:r
Adobe
SystemFolder

o o

WindowsFalder

o o

WindowsValume

[a] 4 Cancel

Pic 7. Copying file system modifications
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When a container (drive, system folder or folder) is transferred to another location, all files and
folders within the container are transferred as well. Also all files and folders within a container are
deleted irreparably when a container is deleted, so be careful while transferring and deleting file
system modifications.

Importing Existing Files and Folders

MSI Package Builder allows you to ease the file system modifications definition by using an ability of
importing the local file system objects to the project. You can import both files and folders with or
without their contents. While importing file system elements, a folder structure is created and files
contents are attached automatically. To perform import, you can choose the Import > Folder or
Import > File items from the pop-up menu. Alternatively, you can use the File System, Folder
and File buttons from the Import groups on the regular Project and contextual File System
Ribbon pages.

File System
_ The File System drop-down button from the Import group on the Project Ribbon page
S}rliﬂv should be used to add files and folders from the file system to the selected project.

Folder

#= | The Folder button from the Import group on the contextual File System Ribbon page
Folder | allows you to add a folder from the file system with or without its content to the
selected project.

File

The File button from the Import group on the contextual File System Ribbon page

— allows you to add a file from the file system to the selected project.
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While importing a folder, you are suggested to provide the path to the folder to be added to the
selected project and choose if the folder content should also be imported. You can import files and
folders from the specified folder, only files from the specified folder or ignore the folder content. As
for importing a file, you should provide the path to the file to be added to the selected project. The
file content will be attached automatically.

Exporting Files and Folders

File system resources in the project are stored in encrypted form within the project storage. You
can export resources as regular files and folders by saving them to the file system. To do this,
select the resource you want to export, choose the Export... option from the context menu, and
specify the location where the resource should be saved.

Rolling and Unrolling System Folders

If a deployed file system resource should be stored in one of the Windows system folders, a path to
this resource can be different on different machines. To create installations that can be deployed
successfully on different machines, it's recommended to replace absolute deployment paths by
system folders in the project. When such an installation is deployed, system folders are
automatically resolved to absolute paths suitable for the system, where the installation is deployed.
When you use monitoring the program automatically rolls system folders by replacing system paths,
but you can also roll system folder manually for a project or for a specific folder.

Roll

The Roll button from the System Folders group on the contextual File System Ribbon
Rall page should be used to replace the selected system folders with their definitions in the
selected project.

Unroll

'[] | The Unroll button from the System Folders group on the contextual File System Ribbon
Unrall | page allows you to expand the selected system folders to their absolute local paths in the
selected project.

Together with rolling and unrolling all system folders in a project, that is a recommended way, it is
possible to roll and unroll only the specific folders. To roll a folder select it and choose the Roll item
from the pop-up menu, and to perform unroll you should choose the Unroll item. Alternatively, you
can use the Roll and Unroll buttons from the System Folders group on the contextual File
System Ribbon page. Rolling and unrolling only specific folders is an advanced feature of MSI
Package Builder and should be used very carefully.

Now you are introduced to the features used to manage the file system modifications with MSI
Package Builder and should be able to define the modifications to be included into a deployment
package without any misunderstanding.
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Registry Modifications

The registry modifications are the changes to be performed by a generated package during its
deployment to the registry on a target PC. Those changes can include keys and values creation or
deletion and values modification. The registry modifications are displayed in the Registry view when
the Registry node of a project is selected in the Projects view. The changes performed during the
monitoring process are added to the registry modifications automatically. Let us take a close look at
configuring registry modifications.

- Root Key

|+ | The Root Key button from the New group on the Project Ribbon page and on the
Foot | contextual Registry Ribbon page should be used to add a new root key to the currently
Key | configured project.

Each registry modification is defined with a full path of the resource, so to add a value you should
also define the complete key path. Each path is routed with a root registry key, also known as a
registry hive. To add a new root key, you should either choose the New Root Key item from the
pop-up menu, or click the Root Key button from the New group on the regular Project and
contextual Registry Ribbon pages. Within the New Root Key dialog, you are suggested to choose a
registry hive

New Root Key w
Root Key y
Choeose the reot key to be used for defining

3 set of changes to registry keys and values, L_j—=

Roet Key: [HKEY_CURRENT_COMNFIG

QK Cancel

Pic 1. Adding a root key to a project

As soon as the root key is added, you can define modifications to keys and values in this key.
= Key
The Key button from the New group on the contextual Registry Ribbon page should be
Key | used to create a new registry key modification within the selected registry key.
Value

T The Value drop-down button from the New group on the contextual Registry Ribbon page
Value | should be used to create a new registry value modification within the selected registry
key.
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MSI Package Builder allows you to define which registry keys and values should be created, modified
or deleted during a deployment package installation. To add a new registry key modification, select
the root key or key to add modification to, and either choose the New > Key item from the pop-up
menu, or press the Key button from the New group on the contextual Registry Ribbon page. The
New Key dialog will appear on the screen to configure the registry key modification

Mew Key 4
Registry Key Properties l
Specify the registry key name, choose the operation to be perfformed with the registry key 1
during the package deployment and configure the advanced options, if required. L=

General | Advanced Options | Security
Pl arres "I Adobe

Qperation: | Create

QK Cancel

Pic 2. Adding a registry key modification to a project

While configuring a registry key modification, you should specify a key name and an operation to be
performed over this key during a deployment package installation. You can choose between the
Create, Modify and Delete operations.

7y While specifying registry modifications you can provide a path to the Name field, and the
L missing path elements will be created in the registry modifications automatically.

The Name field supports the property definition placeholders, so you can use the standard MSI
properties while specifying the arguments. See the Property Definition Placeholders section of this
document for the list of available placeholders.

It is also possible to specify if the registry key should be treated as persistent, thus not removed
during a deployment package uninstall process, on the Advanced Options tab. On the Security
tab, you can specify the permissions to be explicitly assigned to this key.

o The advanced options are provided for the experienced users. Please do not modify these
options until you are positively sure that this modification is required for the correct package
deployment.
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To add a new registry value modification, select the key you want to add modification to and
choose the appropriate value type from the New item in the pop-up menu or from the drop-down of
the Value button from the New group on the contextual Registry Ribbon page. The New Value
dialog will appear on the screen . This dialog is almost the same for all value types; it differs
only with a value data editor.

Mew String Value W
Registry Value Properties I,
Specify the registry value name and data, cheose the operation to be pedformed to the registry a b

value duning the package deployment and configure the advanced options, if required. T

General | Advanced Options
Value Mame: | i) Path
Value Data: | ${ProgramFilesFolder}i\Adobe\Reader 11.0

Operation: | Create - Value Action: | Ovenwrite

QK Cancel

Pic 3. Adding a registry value modification to a project

While configuring a registry value modification, you should specify a value name and an operation to
be performed over this value during a package deployment. You can choose between Create,
Modify and Delete operations. For the value creation and modification, you can define a data to be
written to this value. For the string, expandable string and multi-string values, in case if the value
already exists, you can choose if it should be overridden by the specified data or the specified data
should be appended/prepended to the existing.

7 To define a modification to a default registry value, you can select it and choose the Edit
' item from the pop-up menu. If you want to edit it as a type, different from REG_SZ, you
should use the Change Type item from the pop-up menu.

It is also possible to specify if the registry value should be treated as persistent, thus not removed
during a deployment package uninstall process, within the Advanced Options group.

The advanced options are provided for experienced users. Please do not modify these options
until you are positively sure that this modification is required for the correct package
deployment.

The Value Name and Value Data fields support the property definition placeholders, so you can
use the standard MSI properties while specifying the arguments. See the Property Definition
Placeholders section of this document for the list of available placeholders.

{g{}\ Edit

Edit

The Edit button from the Management group on the contextual Registry Ribbon page
should be used to change the selected registry modification.

x Delete
The Delete button from the Management group on the contextual Registry Ribbon page
Delete | ajlows you to delete the selected registry modification from the selected project.
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Copy To

The Copy To button from the Management group on the contextual Registry Ribbon

C_':'rgf'r page should be used to copy the selected registry modifications to another location.

Move To
- The Move To button from the Management group on the contextual Registry Ribbon
M_l'f';e page allows you to move the selected registry modifications to another location.

The registry modifications can be changed, deleted and transferred to different location. To change
the modification, select it in the Registry view and either choose the Edit itemin the pop-up menu
or click the Edit button on the contextual Registry Ribbon page. While editing a registry
modification, it is possible to configure the same options as during its creation. To delete specific
modifications from the project, select them and choose the Delete item from the pop-up menu or
click the Delete button on the contextual Registry Ribbon page.

o If the project contains some registry entries that you don’t want to include into the

generated package, you can use the context menu option Exclude from Build. Excluded
resources are displayed in the project using the faded icons. Use the context menu option
Include in Build for excluded resource to add them into the generated package. The
Exclude from Build option allows you to make experiments with the set of resources included
into the resulted package with no deleting resources from the project.

The well-known drag/drop and copy/paste techniques are fully supported for copying and moving
registry modifications within a single project and between projects. You can also use the Copy To
and Move To buttons from the Management group on the contextual Registry Ribbon page to
transfer the selected registry modifications to a different location. While using these buttons, you
are suggested to select a target location in a dialog and confirm your selection

Copy Key To W

Choose Destination
Select the destination key from those available the specified key will | B3 |
be copied to.

w B Adobe Reader 11
HEEY_CURREMT LISER
HE I:_"r'_L OcaL _ MACHIMNE
SOETWARE
Classes
Microsoft
Palicies
Wowtd32Node
> SYATEM
» HEEY _USERS

ol 4 Cancel

Pic 4. Copying registry modifications
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When a registry key is transferred to another location, all keys and values within the key are
transferred as well. Also all keys and values within a registry key are deleted irreparably when a
registry key is deleted, so be careful while transferring and deleting registry keys.

Importing Changes from Registration Entries (.reg) File

MSI Package Builder allows you to ease the registry modifications definition by using an ability of
importing changes from a registration entries (.reg) file. To perform import, you can choose the
Import item from the pop-up menu. Alternatively, you can use the Registry button from the
Import groups on the regular Project and contextual Registry Ribbon pages.

Registry

o
:EE' The Registry button from the Import group on the regular Project and contextual
Registry | Registry Ribbon pages allows you to add the changes defined in the specific registration
entries (.reg) file to the selected project.

While importing changes, you are suggested to provide the path to the file to use as a definition for
the changes to be included into a project.

Now you are introduced to the features used to manage the registry modifications with MSI Package
Builder and should be able to define the modifications to be included into a deployment package
without any misunderstanding.
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Environment Variables Modifications

With MSI Package Builder you can easily add to a project any system and user environment
variables so that they will be registered in or unregistered from the operating system when the
deployment package is installed on the computer.

o MSIX/AppX packages do not support configuring the environment variables during
deployment, so, when generated, those changes are included into MSI and App-V
deployment packages only.

The environment variables modifications are displayed in the Environment Variables view when the
Environment Variables node of a project is selected in the Projects view. Let us take a close look
at configuring environment variables modifications.

Environment Variable
- The Environment Variable button from the New group on the regular Project and
Environment | contextual Environment Variables Ribbon pages should be used to add a new

Variable environment variable modification to the currently configured project.

MSI Package Builder allows you to add both modifications to system and user environment variables.
To add a modification choose the New Environment Variable item from the pop-up menu or click
the Environment Variable button from the New group on regular Project and contextual
Environment Variables Ribbon pages. The New Environment Variable dialog will appear on the
screen

Mew Environment Vanable 0

Environment Variable Properties [
Specify the emarenment vanable name and value, choose the eperation to be pedormed to the (w
vanable during the package deployment and configure the advanced eptions, if required,

General | Advanced Options

Marme: .F'.J.'l'H ] Type: System Vanable
Value: S ProgramFilesFolderli\ CollabMNet\Subversion Client
0
Operation: | Create - Action: |Append -
QK Cancel

Pic 1. Configuring an environment variable modification
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During the configuration process, you are suggested to specify the environment variable name and
the operation to be performed over this variable during a deployment package installation. You can
choose between the Create, Create if does not exist, Remove and Remove if value equals
operations. For creating an environment variable you should provide a variable value to the Value
field. If variable already exists during a generated package installation, you can choose if its value
should be overridden with the defined one, or the defined value should be appended/prepended to
the existing one. The System Variable checkbox is used to identify if you are going to modify
system or user environment variable.

It is also possible to specify if the environment variable should be treated as persistent, thus not
removed during a deployment package uninstall process, within the Advanced Options group.

@ The advanced options are provided for the experienced users. Please do not modify these
options until you are positively sure that this modification is required for the correct package
deployment.

The Value field supports the property definition placeholders, so you can use the standard MSI
properties while specifying the value for an environment variable. See the Property Definition
Placeholders section of this document for the list of available placeholders.

= | Edit

The Edit button from the Management group on the contextual Environment Variables
Ribbon page should be used to change the selected environment variables modification.

Delete

x The Delete button from the Management group on the contextual Environment
Delete | Variables Ribbon page allows you to delete the selected environment variables
modifications from the selected project.

Copy To

The Copy To button from the Management group on the contextual Environment
Copy | Variables Ribbon page should be used to copy the selected environment variables
To modifications to another location.

Move To

d The Move To button from the Management group on the contextual Environment
Move | Variables Ribbon page allows you to move the selected environment variables
To | modifications to another location.

The environment variables modifications can be changed, deleted and transferred to different
location. To change the modification, select it in the Environment Variables view and double-click
it. Alternatively, you can either choose the Edit item in the pop-up menu or click the Edit button on
the contextual Environment Variables Ribbon page. While editing an environment variables
modification, it is possible to configure the same options as during its creation. To delete specific
modifications from the project, select them and choose the Delete item from the pop-up menu or
click the Delete button on the contextual Environment Variables Ribbon page.

ﬁ If the project contains some environment variables that you don't want to include into the

generated package, you can use the context menu option Exclude from Build. Excluded
resources are displayed in the project using the faded icons. Use the context menu option
Include in Build for excluded resource to add them into the generated package. The
Exclude from Build option allows you to make experiments with the set of resources included
into the resulted package with no deleting resources from the project.
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The well-known drag/drop and copy/paste techniques are fully supported for copying and moving
environment variables modifications between projects. You can also use the Copy To and Move To
buttons from the Management group on the contextual Environment Variables Ribbon page to
transfer the selected environment variables modifications to a different location. While using these
buttons, you are suggested to select a target location in a dialog and confirm your selection

Copy Environment Varable To %

Choose Destination =
Select the destination progect from those svailable the specified | B |
emvironment vanable wall be copred to. '

L Adebe Reader 11 |

QK Cancel

Pic 2. Copying environment variables modifications

Now you are introduced to the features used to manage the environment variables modifications
with MSI Package Builder and should be able to define the user and system variables modifications
to be included into a deployment package without any misunderstanding.
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Services Modifications

The services modifications are the changes to be performed by a generated package during its
deployment to the installed services on a target PC. Those changes can include services creation,
deletion and control.

Configuring services during deployment is not supported by App-V and MSIX/AppX packages,
so, when generated, those changes are included into the MSI deployment packages only.

The services modifications are displayed in the Services view when the Services node of a project
is selected in the Projects view. The changes performed during the monitoring process are added to
the services modifications automatically. Let us take a close look at configuring service
modifications.

Service

e
o
iR

The Service button from the New group on the regular Project and contextual Services
Service | Ribbon pages should be used to add a new service modification to the currently
configured project.

To add a new service modification, you should either choose the New Service item from the pop-up
menu, or press the Service button from the New group on the regular Project and contextual
Services Ribbon pages. Within the New Service dialog, you are suggested to configure the service
modification in detail

Mew Service

x
Service Properties | T,
1

Specify the service properties, choose the senvice executable | {%
and the operation to be performed to this senvice. |

General | Log On  Dependencies | Secunty

Mame: l] Manager Senace ]

Display Mame: ) Dreamlight Manager Service

Description: This senvice is used help Dreambight managers

“ .dl.,lri."n.] thdar Every du._-.-' work with financial
documentation.

Service Binary:
S SystemFolder}S\Manager. exe

SET‘.'IEL" T:,-'|:It: 0'.'.n Procu:-ﬁ -

Startup Type:  |Auto -

Arguments: D
Qperation: Create
Start On: Install - Stop On: Mene -

QK Cancel

Pic 1. Adding a service to be created and started during a deployment package installation
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While adding a service modification, you should first specify the service name and the operation to
be performed over the service. You can choose between the Create, Delete, Control and Restart
operations. The scope of the settings available for configuring depends on the selected operation.
Let us describe each operation in detail.

The Create operation is used if the service is a part of the installation. So, it is created together
with the generated deployment package installation. For the Create operation, the scope of options
is the widest. Together with the service name, used to install the service, you must also provide a
display name used for the service and a path to the file from the current project to be used as the
service executable on the General tab. It is also recommended that a service description be
provided, which is displayed in a services section of the computer management console for each
installed service. The other options available for service creation on the General tab are the
execution options; those are the service type, startup type and the arguments to be passed to the
service on startup.

On the Log On tab for the service being created, you can choose it should log on as a local system,
or as a specific user. For the local system account, it is possible to define if the service should
interact with desktop. On this tab, you can also configure an error control level used for this
service. You can choose from the following:

e Normal - the startup program logs the error in the event log but continues the startup
operation.

¢ Critical - the startup program logs the error in the event log, if possible. If the last-known-
good configuration is being started, the startup operation fails. Otherwise, the system is
restarted with the last-known good configuration.

e Ignore - the startup program ignores the error and continues the startup operation.

The Dependencies tab is also used when configuring the service creation and allows defining the
services this service depends on. The service hame is provided to the Dependency field and you
can add, edit and remove dependencies on-line using the corresponding buttons built into this field.

On the Security tab, you can specify the permissions to be explicitly assigned to this service.

While specifying a service name, display name, description, startup arguments and dependencies
you can use the property definition placeholders, standing for the standard MSI properties. See the
Property Definition Placeholders section of this document for the list of available placeholders.

For the other operations, except Create, the Log On, Dependencies and Security tabs are not
used and only the Name field from the top part of the General tab is used. As for the Delete
operation, the service name is the only field to be specified. The service with the matching name will
be deleted from a target PC during a generated deployment package installation. For the Control
operation, after providing a service name, you should define triggers to start and stop the service
on. You can choose between Install, Uninstall, Both and None options to start and stop the
service on. As for the Restart operation, you should choose if it should be restarted on install,
uninstall or both events.

- Edit
&

b

The Edit button from the Management group on the contextual Services Ribbon page

Edit | should be used to change the selected services modification.

x Delete
The Delete button from the Management group on the contextual Services Ribbon page
Delete | ajlows you to delete the selected services modifications from the selected project.
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Copy To

The Copy To button from the Management group on the contextual Services Ribbon

C_':'rgf'r page should be used to copy the selected services modifications to another location.
Move To

- The Move To button from the Management group on the contextual Services Ribbon

M_l'f';e page allows you to move the selected services modifications to another location.

The services modifications can be changed, deleted and transferred to different location. To change
the modification, select it in the Services view and double-click it. Alternatively, you can either
choose the Edit item in the pop-up menu or click the Edit button on the contextual Services
Ribbon page. While editing a service modification, it is possible to configure the same options as
during its creation. To delete specific modifications from the project, select them and choose the
Delete item from the pop-up menu or click the Delete button on the contextual Services Ribbon
page.

If the project contains some services that you don‘t want to include into the generated
package, you can use the context menu option Exclude from Build. Excluded resources are
displayed in the project using the faded icons. Use the context menu option Include in Build
for excluded resource to add them into the generated package. The Exclude from Build
option allows you to make experiments with the set of resources included into the resulted
package with no deleting resources from the project.

The well-known drag/drop and copy/paste techniques are fully supported for copying and moving
services modifications between projects. You can also use the Copy To and Move To buttons from
the Management group on the contextual Services Ribbon page to transfer the selected services
modifications to a different location. While using these buttons, you are suggested to select a
target location in a dialog and confirm your selection

Copy Senice To W

Choose Destination

Select the destination project from those available the specified
senice will be copred to.

B [SVN Clienit Extensions

QK Cancel

Pic 2. Copying services modifications
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Now you are introduced to the features used to manage the services modifications with MSI
Package Builder and should be able to create and control services by a generated deployment
package without any misunderstanding.
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Side-by-side Assemblies Deployment

MSI Package Builder provides you with an ability to deploy shared libraries. A shared library is a file
that is intended to be shared by executable files and further shared objects files. Modules used by a
program are loaded from individual shared objects into memory at load time or run time. Side-by-side
assemblies can safely share assemblies among multiple applications and can offset the negative
effects of assembly sharing. Such effects, known as 'DLL hell', include version conflicts, missing
DLLs, duplicate DLLs, and incorrect or missing registration. Instead of a single version of an assembly
that assumes backward compatibility with all applications, side-by-side assembly sharing enables
multiple versions of an assembly to run simultaneously on the system. As for .NET assemblies, the

side-by-side concept is implemented with a help of the Global Assembly Cache. It case of Win32

assemblies, in side-by-side, Windows stores multiple versions of a DLL in the WinSxS folder of the
Windows directory. SxS is also the technological basis for registration-free COM activation.

MSIX/AppX packages do not support side-by-side assemblies deployment, so, when
generated, those changes are included into MSI and App-V deployment packages only.

For the side-by-side assemblies to be deployed, they are specified on a project level and displayed
in the Assemblies view when the Assemblies node of a project is selected in the Projects view.
The assemblies installed during the monitoring process are added to the project automatically and
can be edited only after the projects containing those changes are prepared. Let us take a closer
look at configuring side-by-side assemblies.

Win32 Assembly

The Win32 Assembly button from the New group on the Project Ribbon page and on
Win32 the contextual Assemblies Ribbon page should be used to add a new Win32 assembly
Assembly | to the currently configured project.

.NET Assembly

The .NET Assembly button from the New group on the Project Ribbon page and on
MET the contextual Assemblies Ribbon page should be used to add a new .NET assembly
Assembly | to the currently configured project.
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To add a new assembly to a project, you can choose the New Win32 Assembly and New .NET
Assembly items from the Assemblies view pop-up menu. Alternatively, you can use the Win32
Assembly and .NET Assembly button from the New group on the Project and Assemblies Ribbon
pages. The dialog will appear on the screen to let you configure the assembly to be added

Mew Wind2 Assembly W
Assembly Properties
Previde the path to the manifest and security catalog files describing the Wind2 assembly to be deployed ;’d‘% |
by the generated package together wath other assembly files, if any. | g |
ID: {xB6,win32 Microsoft.VCS0.CRT, 1fc8b3b%ale18e3b,9.0.30729.6161 | |
Manifest File: [x36_ricrosoftvedliont_1felbiblalelfedb 9.0.30729.6161 _none_50934f2ebcbTeb5T.manifest]
SE(UrH:r Catalag: [x86_microsoftvedl.ort_1feBb3bdalelfelb 9.0.30729.6161_none_50934f2ebechTeb5T cat]
Assembly Files F
Mame
miswern 3 0.dil
msvep30.dil
miswer30.dil
OK Cancel

Pic 1. Configuring a Win32 Assembly

While configuring a Win32 assembly you should provide a path to the assembly manifest and security
catalog files. If it is required, you should also add assembly files to the Assembly Files table. As for
a .NET assembly, it is required that a path to the assembly file be provided. Optionally, it is possible
to add configuration files, required for the assembly installation, to the Assembly Files table.

= Edit

The Edit button from the Management group on the contextual Assemblies Ribbon
page should be used to change the selected assembly.

x Delete
The Delete button from the Management group on the contextual Assemblies Ribbon
Delete page allows you to delete the selected assemblies from the selected project.

Copy To

The Copy To button from the Management group on the contextual Assemblies Ribbon

C%:FI’Y page should be used to copy the selected assemblies to another project.

. = Move To
» The Move To button from the Management group on the contextual Assemblies Ribbon
M?ﬂ‘re page allows you to move the selected assemblies to another project.
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The side-by-side assemblies can be changed, deleted and transferred between projects. To change
the assembly, select it and either double-click, or choose the Edit item in pop-up menu or on the
contextual Assemblies Ribbon page. While editing an assembly, you can define the same scope of
properties as during its creation. To delete the assembly from the project, select it and choose the
Delete item in the pop-up menu or on the contextual Assemblies Ribbon page.

o If the project contains some assemblies that you don't want to include into the generated

package, you can use the context menu option Exclude from Build. Excluded resources are
displayed in the project using the faded icons. Use the context menu option Include in Build
for excluded resource to add them into the generated package. The Exclude from Build
option allows you to make experiments with the set of resources included into the resulted
package with no deleting resources from the project.

The well-known drag/drop and copy/paste techniques are fully supported for copying and moving
assemblies between projects. You can also use the Copy To and Move To buttons from the
Management group on the contextual Assemblies Ribbon page to transfer the selected assemblies
to a different project. While using these buttons, you are suggested to select a project from those
available in a dialog and confirm your selection

Copy Aszsembly To *

Choose Destination
Select the destination project from those available the specified
assembly will be copaed to.

L dF ¢

B [3VN Client Extensions

QK Cancel

Pic 2. Copying assemblies between projects

Now you are introduced to the side-by-side assemblies concept and an ability to deploy such
assemblies with MSI Package Builder, thus you should be able to define the assemblies to be
installed by a deployment package without any misunderstanding.
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Drivers Deployment

MSI Package Builder is capable of deploying hardware and software drivers. It is possible to create
or delete basic drivers and install or pre-install driver packages in scope of an MSI package
installation.

App-V and MSIX/AppX packages do not support configuring the device drivers during
deployment, so, when generated, those changes are included into MSI deployment packages
only.

Both basic drivers and drivers from packages can be registered as device class filters by MSI
Package Builder, if required. Changes to the operating system drivers are displayed in the Drivers
view when the Drivers node of a project is selected in the Projects view. Changes performed
during the monitoring process are added automatically to the drivers deployment actions. Let us

take a closer look at configuring the drivers deployment actions.
‘ The Basic Driver button from the New group on the regular Project and contextual
Basic Drivers Ribbon pages should be used to add a new basic driver deployment action to
Driver the currently configured project.

Basic Driver

Driver Package

IAMmE The Driver Package button from the New group on the regular Project and
contextual Drivers Ribbon pages should be used to add a new driver package to the

Dri
Pa:::gre currently configured project to be either installed or pre-installed by the resulting MSI
package.
DIFx Driver Package
AW The DIFx Driver Package button from the New group on the regular Project and
DIEx Driver contextual Drivers Ribbon pages should be used to add a new Driver Installation
Package Framework package to the currently configured project to be either installed or pre-

installed by a resulting deployment package.
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The basic driver is a simple driver that is shipped as a single dynamic link library (usually as the
*.sys file) and is managed like a windows service. A driver package consists of all the software
components that you must supply for your device to be supported under Windows. The following
components are necessary to install and support a device on a Windows operating system: the
driver file (*.sys), the installation files (*.inf and *.cat) and other files (the device installation
application, the device icon, the device property pages, etc).

To add a new basic driver deployment action, you should either choose the New Basic Driver item
from the pop-up menu or press the Basic Driver button from the New group on the regular Project
and contextual Drivers Ribbon pages. Within the New Basic Driver dialog, you are suggested to
configure the basic driver deployment action in detail

Mew Basic Driver *

Basic Driver Properties T
Specify the driver properties, choose the drver binary and the operstion to be Ly
"]

performed to this driver.

General | Dependencies  Security | Install Options
Mame [0 VBoxUSEMar] I
Display Marme: i VirtualBox USE Monitor Driver

Description:

0

Driver Binary:
CAWindows\system IO\ DRIVERS\WBoxUSEMon sys

Security Catalog:

Driver Type: Kernel Drrver - Load Order Group:
Startup Type | System - Errar Contrak |Marmal -
Operation: Create =

Start after install

oK Cancel

Pic 1. Adding a basic driver to be created and started during an MSI package installation
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While adding a basic driver deployment action, you should first specify the driver name and the
operation to be performed on the driver. You can choose between the Create and Delete
operations. The scope of settings available for configuring depends on the selected operation. Let
us describe each operation in detail.

The Create operation is used if the driver is a part of an installation. Thus, it is created together
with the generated MSI package installation. Along with the driver name used to install the driver,
you should also provide the display name used for the driver and the path to the file from the
current project to be used as the driver binary on the General tab. You can also provide the driver
security catalog file, if required. It is also recommended that the driver description be provided,
which is displayed in the computer management console for each driver. Other options displayed on
the General tab are the advanced driver loading settings, which are the driver type, the startup
type, the load order group and the error control.

The Driver Type field is used to choose the type of the basic driver to be installed: either a kernel
driver or a system driver.

As for the Startup Type, the following values can be used:

e Boot - the device driver required to start the computer;

System - the non-boot-start driver that detects device(s) that are not PnP-enumerable;

Auto - the Non-PnP driver that must be started by the service control manager;

On Demand - the PnP driver;

Disabled - the disabled driver.

The Load Order Group is used to define the group this driver should be added to for loading by the
operating system.

You can choose from the following Error Control levels:

e Normal - the startup program logs error in the event log but continues the startup operation.

e Critical - the startup program logs error in the event log, if possible. If the last-known-good
configuration is being started, the startup operation fails. Otherwise, the system is restarted
with the last-known good configuration.

e Ignore - the startup program ignores error and continues the startup operation.
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The Dependencies tab is also used while configuring the driver creation. It allows defining the
drivers this driver depends on. The driver name is provided to the Dependency field, and you can
add, edit and remove dependencies on-line using the corresponding buttons built into this field.

On the Security tab, you can specify the permissions to be explicitly assigned to this driver.

While specifying the driver name, display name, description and dependencies you can use the
property definition placeholders standing for the standard MSI properties. See the Property Definition
Placeholders section of this document for the list of available placeholders.

For the Delete operation, the Dependencies tab is not used and only the Name field from the
General tab is applicable. The driver with the matching name will be deleted from the target PC
while installing the generated MSI package.

If you would like to register the basic driver as a filter for one or more device classes, you should
enable the Register this driver as a device class filter option on the Install Options tab. The
Install Options tab contains a list of device class filters the configured driver is used as. You can
add and remove the filter configuration entries using the corresponding buttons on the toolbar. Let
us take a closer look at the device class filter configuration

Add Device Class Filter x
Device Class Filter Configuration A

Choose the device class to be filtered by the drver, select the
filter type and define the filtening order,

Device Class: Ji: BFCESD35-DC25-4104- ABZE-24BDDESAASFE]}
Dependency:

Filter Type: Upper-Level - Order: Prepend

8] 4 Cancel

Pic 2. Registering a driver as an upper-level device class filter
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When registering a driver as a device class filter, you should provide the device class to register the
driver to into the Device Class field. Within the Filter Type drop-down, you should choose the
type of the filter to be registered. A Lower-Level filter driver monitors and/or modifies I/O requests
to a particular device. Typically, such filters redefine the hardware behavior to match the expected
specifications. For example, a lower-level class filter driver for mouse devices could provide
acceleration performing a nonlinear conversion of the mouse movement data. An Upper-Level filter
driver adds value to a particular device. For example, an upper-level device filter driver for a
keyboard could enforce additional security checks. The Dependency and Order fields are
responsible for the filter driver position in the scope of all filters for the specified device class.

To add a new driver package deployment action, you should either choose the New Driver Package
item from the pop-up menu or press the Driver Package button from the New group on the regular
Project and contextual Drivers Ribbon pages. If you are going to deploy the package that requires
deployment via the DIFx (Driver Installation Framework), use the New DIFx Driver Package menu
item and the DIFx Driver Package button respectively. The file system browser will be opened to
let you choose the driver information file for the package. As soon as it is chosen, you will see the
dialog where you are suggested to configure the driver package deployment action in detail. Let us
use the New Driver Package one as the example

Mew Derver Package

Driver Package Properties x

Specify the paths to the information and secunty catalog files for the diver to be deployed by the package, =
provide a name for the driver add a set of the driver package files, and configure the daver deployment options.

=] .

_‘ﬁtntraﬂ. Install E}pﬁcn-’_.
Narne: Driver Package Driver Class: |GARMIN Devices Platform: x64
Driver Infermation: |DA\Instalfdavers\grmnush.inf_amdéd_neutral_dTTb1ddab8556870 grmnush.inf
Security Catalog: | DH\Instalfdnvers\grmnusb.anf_amdBd_neutral_d77b1ddab8556870 grmnusb.cat
Operation: Irstall -

Driver Package Files F
Marne
Amdidgrmngen.sys

Amdidgrmnusb.sys

Cancel

Pic 3. Adding a driver package to be pre-installed during an MSI package installation
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Common information on the driver package being configured is displayed on the General tab. As you
can see, the Driver Information and Security Catalog fields, as well as the Driver Package Files
table, are filled automatically with the files provided by the selected installation file. You can change
any of these aspects in the future, if required.

The next step is providing the driver name and configuring the deployment. The name is provided to
the Name field. The next step is to specify the target platform in the Platform field. The platform
can be specified only during the driver package creation. As for the deployment options, you can
choose if the driver should be installed or pre-installed within the Operation drop-down. The Install
operation should be chosen if the device with an appropriate ID is already present in the system or
it is a virtual device created by the installer. The Pre-Install operation allows you to install a
package to the driver storage. The operating system will use the installed driver as soon as an
appropriate device is installed to the system.

The content of the Install Options tab differs depending on the type of the driver package. It may
be possible to choose the devices or sections from the package to be installed, the hardware
component ID and/or register a driver from the configured package as a filter for one or more device
classes.

y Move Up
o The Move Up button from the Order group on the contextual Drivers ribbon page should
MU':';E be used to move the selected drivers up the deployment order.

Move Down
v

The Move Down button from the Order group on the contextual Drivers ribbon page
3100;: should be used to move the selected drivers down the deployment order.

By default, the drivers deployment order is the same as the addition order, but you can reorder the
drivers using the Move Up and Move Down items from the pop-up menu or the Order group on the
contextual Drivers Ribbon page.

-~ | Edit
&

B

The Edit button from the Management group on the contextual Drivers Ribbon page
should be used to change the selected driver deployment action.

x Delete

The Delete button from the Management group on the contextual Drivers Ribbon page
Delete | allows you to delete the selected driver deployment actions from the selected project.

Edit

Copy To

The Copy To button from the Management group on the contextual Drivers Ribbon

C'T'.f}r page should be used to copy the selected driver deployment actions to another location.

Move To
b . .
- The Move To button from the Management group on the contextual Drivers Ribbon
M_l'f';e page allows you to move the selected driver deployment actions to another location.
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Driver deployment actions can be changed, deleted or transferred another location. To change the
driver deployment action, select it in the Drivers view and double-click it. Alternatively, you can
either choose the Edit itemin the pop-up menu or click the Edit button on the contextual Drivers
Ribbon page. While editing a driver deployment action, it is possible to configure the same options as
those available during the action creation. To delete specific actions from a project, select them
and choose the Delete item from the pop-up menu or click the Delete button on the contextual
Drivers Ribbon page.

o If the project contains some drivers that you don't want to include into the generated

package, you can use the context menu option Exclude from Build. Excluded resources are
displayed in the project using the faded icons. Use the context menu option Include in Build
for excluded resource to add them into the generated package. The Exclude from Build
option allows you to make experiments with the set of resources included into the resulted
package with no deleting resources from the project.

The well-known drag/drop and copy/paste techniques are fully supported for copying and moving
driver deployment actions between projects. You can also use the Copy To and Move To buttons
from the Management group on the contextual Drivers Ribbon page to transfer the selected driver
deployment actions to another location. While using these buttons, you are suggested to select the
target location in the dialog and confirm your selection

Copy DIFx Driver Package To W

Choose Destination )
Select the destination project from those available the specified difx | 55
drrver package wall be copied to.

L Adobe Reader 11
[ ISVN Client Extensions |

Pic 4. Copying driver deployment actions

Now that you have been introduced to the features used to manage driver deployment actions with
MSI Package Builder, you should be able to deploy drivers by the generated MSI package with full
understanding.
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Printers Deployment

MSI Package Builder comes with an option of performing changes to the printing system
configuration. It is possible to create, delete and modify printers; install and uninstall printer drivers;
create and delete print processors and monitors; create, modify and delete printer ports, both local
and TCP/IP. All those actions will be performed within the scope of the generated MSI package
installation if defined in the project.

0 App-V and MSIX/AppX packages do not support configuring the printing system during
deployment, so, when generated, those changes are included into MSI deployment packages
only.

The set of changes to the printing system described in the project is displayed in the Printers view
when the Printers node is selected in the Projects view. The changes performed during the
monitoring process are automatically added to the printing system configuration actions. Let us take
a closer look at the possible types of actions.

Printer Entries

— The Printer Entries drop-down button from the New group on the Project Ribbon
Printer page can be used to create modifications to the printing system to be performed by
Entries™ | the resulting MSI package

Printer

= The Printer button from the New group on the Printers contextual Ribbon page should

Printer be used to add a new deployment action for creating, modifying or deleting a printer
during the package deployment.

Printer Driver

1

i The Printer Driver button from the New group on the Printers contextual Ribbon page
Printer should be used to add a new deployment action for installing or removing a printer
Driver | driver during the package deployment.

Print Processor

| ) The Print Processor button from the New group on the Printers contextual Ribbon
Print page should be used to add a new deployment action for adding or removing a print
Processor | processor during the package deployment.

Print Monitor

g The Print Monitor button from the New group on the Printers contextual Ribbon page
Print should be used to add a new deployment action for adding or removing a print monitor
Monitor | (ejther a language monitor or a port monitor) during the package deployment.

Printer Port

b The Printer Port button from the New group on the Printers contextual Ribbon page
Printer should be used to add a new deployment action for creating, modifying or deleting a
Port printer port during the package deployment.
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Let us start with adding a printer deployment action. As it has already been mentioned, it is possible
to create, modify and delete printers during a package deployment. To add a printer deployment
action, you should use the Printer item either from the Printers view pop-up menu or from the New
group on the Printers contextual Ribbon page. Alternatively you can use the Printer Entries drop-
down button located on the Project Ribbon page in the New group. The New Printer dialog will
appear on the screen to let you configure the required deployment action

Mew Printer *

Printer Properties
Specify the configuration properties for the printer to be created during
the installation of the deployment package to be generated.

General Reqgistry

MName: D Print+Share

Driver: D OPMsend Pranter

Port: 0 OPPD Portl

Pracessor D PrintAndShars Data Type: | MTEMF 1.006
Paramsters: i ]

Attributes: 65

Pricrity: i = | Default Prionty: |0 -

Separator File

Location: i ]

Share Marme: i ]

Spool Directeny: | H{WindowsFolder)S\TEMP
Comrment:

o

Operation: Create =

QK Cancel

Pic 1. Adding a printer to be created during installation of the resulting package
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The common printer deployment action configuration is represented on the General tab of the
dialog. If you would like the resulting MSI package to delete one of the existing printers, you should
choose the Delete value in the Operation drop-down list and provide the name of the printer to be
deleted to the Name field. For creation and modification of printers, there is a set of other fields to
be specified beside the name. Along with the name, it is required to choose a driver to be used by
the printer device and a port for the printer to reside on in the Driver and Port fields respectively.
Two more required fields are Processor and Data Type. The Processor field should contain the
processor to be used by the printer. The processor modifies the job as required for it to be printed
properly. We will take a closer look at print processors later in this section of the documentation.
The processor parameters can be provided to the Parameters field. The bitwise attributes mask
can be specified by means of an easy-to-use editor using the ellipses button of the Attributes field.
The current and default priorities of printers are specified in the Priority and Default Priority fields
respectively. The page separator file is chosen from those already available in the project using the
ellipses button of the Separator field. You can also specify the printer location, the share name,
the custom spooler directory and a comment for the printer in the corresponding fields of this dialog.

On the Registry tab of the configuration dialog it is possible to configure the changes applied to
printer-specific sections of Windows registry while creating or modifying the printer during the MSI
package deployment process.

If you want to make a specific printer as default after installing it, you can select it in the
modifications list and choose the Set as Default Printer item from the Printers view pop-up menu.

The next printer system layer available for configuration is the printer drivers. Printer drivers contain
information specific to the printer begin used. Printer drivers reside on user's computers and are
used by the GDI to render print jobs. A printer driver is a software program that understands how to
communicate with printers and plotters. Printer drivers translate information a user sends from
his/her computer into commands that a printer understands. A printer driver sends printer-setting
data, including the specifications needed to produce each character of the document, to the GDI. It
also transmits helper services or utilities required to make the output print correctly. Each printer
driver consists of the driver binary, data type and configuration files, an optional help file and
dependent files. MSI Package Builder allows you to install and/or uninstall printer drivers during the
resulting package deployment.

To add a deployment action to be performed for a printer driver, you should use the Printer Driver
item either from the Printers view pop-up menu or from the New group on the Printers contextual
Ribbon page. Alternatively you can use the Printer Entries drop-down button located on the
Project Ribbon page in the New group. The New Printer Driver dialog will appear on the screen to
let you configure the required deployment action
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Mew Printer Driver x

Printer Driver Properties
Configure the options for the printer driver to be added to the project. The printer driver is

registered in the opersting system and can be used in the future when adding printers.

Mame: IﬂGF‘Tls-md Printer] ] Environment: x64 - |

Language Monitor .ﬂ | version: [3 :

Driver Binary: |[[OPPDUnidre.DLL)

Diata File: [OPTIsendPrinter.gpd]

Config Filee  |[[OPPDUnidreULI

Help File [OPPDUnidre.HLP] xi
Dependent Files - F
Mame [
| OPPDOEMUNLAN

oppdrv.in
| | stdnames.gpd

| | unires.dil

Cperation: :Cmtc -

QK | Cancel

Pic 2. Adding a printer driver to be installed with the resulting package
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The Name and Environment fields are used to provide a driver name and specify the target
environment. These fields must be filled for both Create and Delete operations. As for the Create
operation, you should also define the print monitor for the driver, the driver version, the default data
type and driver files as described above.

MSI Package Builder allows you to manage print processors when deploying the resulting package.
Print processors are user-mode DLLs that are responsible for converting a print job's spooled data
into a format that can be sent to a print monitor. They are also responsible for handling application
requests to pause, resume and cancel print jobs. You can add and delete print processors during a
package deployment.

To add a print processor to be managed during a package deployment, you should use the Print
Processor item either from the Printers view pop-up menu or from the New group on the Printers
contextual Ribbon page. Alternatively you can use the Printer Entries drop-down button located on
the Project Ribbon page in the New group. The New Print Processor dialog will appear on the
screen to let you configure the required deployment action

Mew Print Processor b

Print Processor Properties f —
Configure the print processor to be installed. The processor is responsible for converting s gl =

print job's spooled data into a format that can be sent to a prnt monitor. =

Marmes D F'llnl.:c-'ul;lsf"uan-l Environrment: |[x6d
Processor Binary: |[PrintAndShare.dil]
Operation: Create

QK Cancel

Pic 3. Adding a print processor
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Within the dialog, you can define a name for the print processor to be managed and the target
environment. If you are going to create a processor, it is also required to provide a path to the
processing library in the Processor Binary field.

With MSI Package Builder, it is also possible to manage print monitors. Print monitors are responsible
for directing a print data stream from the print spooler to an appropriate port driver. Two types of
print monitors are defined: language monitors and port monitors. Both can be created or deleted
with a package generated with MSI Package Builder.

To add a print monitor entry, you should use the Print Monitor item either from the Printers view
pop-up menu or from the New group on the Printers contextual Ribbon page. Alternatively you can
use the Printer Entries drop-down button located on the Project Ribbon page in the New group.
The New Print Monitor dialog will appear on the screen to let you configure the required
deployment action

Mew Prnt Monitor b4

Print Monitor Properties ="

Confrgure the print monitor to be added, Print monitors are responsible for directing a m
print data stream from the print spooler to an appropriste port driver. —

MNarme: 0 OPTisendPrintMonitod Environment: x84

Monitor Binary: | S{5ystemBdFolder]S\OPPDPortMonitor.dil

Operation: Create .

QK Cancel

Pic 4. Adding a print monitor
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When adding a print monitor, you should define its name, the environment to be affected and the
operation to perform over this monitor. For the monitors being installed, you should also choose the
monitor binary from the file available in the configured project.

The last layer available for management with a package generated via MSI Package Builder is the
printer ports. There are two types of ports, namely local and TCP/IP. Packages generated with MSI
Package Builder can create and delete both local and TCP/IP printer ports as well as modify TCP/IP
ports.

To add a printer port operation, you should use the Printer Port item either from the Printers view
pop-up menu or from the New group on the Printers contextual Ribbon page. Alternatively you can
use the Printer Entries drop-down button located on the Project Ribbon page in the New group. A
dialog will be displayed for choosing the port type, and as soon as it is chosen, you will get to either
the New Local Port dialog or the New TCP/IP Port dialog

Mew Local Port bt

Local Port Properties ] 1
Specify the name for the local port to be used by the printer monitor

for executing the print job request sent by the printer clients.

Mame: Ui 1 |

Operation: | Create

QK Cancel

Pic 5. Adding a local printer port

When adding a modification to local ports, you should simply provide the local port name to the
Name field and specify the operation to be performed with this port (either Create or Delete) in
the Operation drop-down.

New TCPAP Port >,

TCP/IP Port Properties
Spedfy the TOP/IP pert for the prnter mantar to histen to for the executing point job
request sent by both local and remote panter chents.

MNarme: ) Laser Version: 2~ MIB Index: |0 -
Host Address: [{) 192.168.1.1 | Protocok [Raw -
Raw Settings

Port Mumber: (9100 .

SMMP Stabus Enabled

Carmmunity Mame: SHINIP
W O Ny MName xMMP D

Operation: Create -

QK Cancel

Pic 6. Adding a TCP/IP port
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The TCP/IP ports configuration process is a bit more complex. You can choose if you would like to
create, modify or delete the port being added using the Operation drop-down. For deleting a port,
it is only required to provide its name. For both adding and modifying a port, you should also provide
the port properties. Beside the name, the port is identified with its version, the MIB index and the
host address. The values should be provided to the Version, MIB Index and Host Address fields
respecrively. If the port is meant for raw bytes communication, then the Raw value should be
selected in the Protocol drop-down list, and the port number should be specified in the Port
Number field. In case the LPR protocol is used, the corresponding value should be selected in the
Protocol drop-down, and the LPR queue name should be specified in the Queue Name field. In
case the LPR byte counting is enabled for communication, the corresponding check box should be
ticked. If the printer device residing on the port can report the SNMP status, the SNMP Status
Enabled check should be ticked, and the required values should be provided to the Community
Name and SNMP Device Index fields.

= Edit

The Edit button from the Management group on the Printers contextual Ribbon page
should be used to change the selected printing system configuration action.

Delete

x The Delete button from the Management group on the Printers contextual Ribbon page
Delete | allows you to delete the selected printing system configuration actions from the selected
project.

Copy To

The Copy To button from the Management group on the Printers contextual Ribbon
Copy | page should be used to copy the selected printing system configuration actions to
To | another location.

Move To

ad The Move To button from the Management group on the Printers contextual Ribbon
Move | page allows you to move the selected printing system configuration actions to another
To | location.

The printing system configuration actions can be changed, deleted and transferred to different
location. To change the printing system configuration action, select it in the Printers view and
double-click it. Alternatively you can either choose the Edit item in the pop-up menu or click the
Edit button on the Printers contextual Ribbon page. While editing a printing system configuration
action, it is possible to configure the same options as during its creation. To delete specific actions
from the project, select them and choose the Delete item from the pop-up menu or click the
Delete button on the Printers contextual Ribbon page.

If the project contains some printers that you dont want to include into the generated
package, you can use the context menu option Exclude from Build. Excluded resources are
displayed in the project using the faded icons. Use the context menu option Include in Build
for excluded resource to add them into the generated package. The Exclude from Build
option allows you to make experiments with the set of resources included into the resulted
package with no deleting resources from the project.
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The well-known drag/drop and copy/paste techniques are fully supported for copying and moving

printing system management actions between projects. Also

you can use the Copy To and Move To

buttons from the Management group on the Printers contextual Ribbon page to transfer the
selected printing system configuration actions to a different location. While using these buttons, you
are suggested to select a target location in a dialog and confirm your selection

Copy Print Monitor To

Choose Destination

Select the destination project from those available the
menrtor will be copied to.

X

specified print | _'_;:)

F [Adobe Reader 11
B SN Client Extensions

QK Cancel

Pic 7. Copying printing system configuration actions

Now that you have been introduced to the features used for managing the printing system
configuration actions with MSI Package Builder, you should be able to set up a printing system with

the help of a generated MSI package without any difficulties.
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Windows Firewall Modifications

MSI Package Builder allows modifying Windows Firewall settings. It is possible to create, modify and
delete inbound and outbound firewall rules and to change firewall profile settings during installation
and uninstallation of the created package.

Windows Firewall settings described in the project are displayed in the Windows Firewall view
when the Windows Firewall node is selected in the Projects view. Changes performed during the
monitoring process are automatically added to the view, so you can edit them or add the required
changes manually. Changes to the inbound and outbound rules are represented on the Inbound &
Outbound Rules tab. Let us take a closer look at the possible types of actions.

.. Inbound Rule

% The Inbound Rule button from the New group on the regular Project and contextual
Inbound | Windows Firewall Ribbon pages should be used to add a firewall inbound-rule
Rule deployment action to the currently configured project.

Outbound Rule

% The Outbound Rule button from the New group on the regular Project and
Outbound | contextual Windows Firewall Ribbon pages should be used to add a firewall
Rule outbound-rule deployment action to the currently configured project.
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When creating an inbound or outbound rule, you need to configure the rule properties in the New
Firewall Rule dialog . First, you need to configure the operation type on the General tab of
the dialog. The Create option allows creating a new firewall rule when a package is deployed. If you

need to modify a rule, you should select the Modify option. To delete a rule, you can select the
Delete or Delete by Name options.

Mew Firewall Rule b4

Firewall Rule Properties
Specify the rule properties, configure the action, scope and operastion to e

be performed during the installation of the deployment package. o
General | Programs and Services | Protocols and Ports | Scope | Advanced Options
Mame: II}lereDl"fh:e ]
Group: [k
Description:

LibreQffice
0

+*| Enabled
Action
Allow the connection
Allow the connection if it i secure
Allow the connection if it is authenticated and integrity- protected

Require the connection to be encrypted

Allow the computers to dynamically negotiate encryption
Allow the connection to use null encapsulation

®) Block the connection

Operation: Create -

QK Cancel

Pic 1. Configuring firewall rule options
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Using the options configured in the Firewall Rule Properties dialog, you can configure a rule to
allow or block a connection. You can switch to different tabs of the dialog to configure the programs
and services for the rule to be applied to and to specify ports, scopes and protocols. These settings

are similar to the settings of the Windows Firewall configuration.

L£E

If the Delete option is specified in the firewall rule, you need to configure all the rule options.
In this case, a rule is deleted during the package deployment only if all the options match
the options of the rule on the machine. The rule deletion doesn't work if any option doesn't

match. To delete a rule regardless of its options, you can use the Delete by Name option. In
this case, you should specify the rule name, so all rules with this name will be deleted.

To configure profiles in Windows Firewall, you can switch to the Profiles Options tab. It is possible
to configure options for the Domain, Private and Public profiles. There is a set of options for every
profile, and you can configure the changes for those options to be applied upon the package

installation and uninstallation

Windows Firewall

Inbound & Outbound Rules | Profiles Options

Domain Profile

Windows Defender Firewall state:
Default behavior for inbound connections:

Default behavior fer cutbound connections:

Display a notification to the user when a program is blecked from receiving inbound connections:

Allow a unicast response to multicast or broadcast network traffic:

Private Profile

Windows Defender Firewall state:
Default behavior for inbound connections:

Default behavior for outbound connections:

Display a notification to the user when a program is blocked from receiving inbound connections:

Allow a unicast response to multicast or broadcast nebwerk traffic:

Public Profile

Pic 2. Configuring firewall profile options

Install Action
Leave Unchanged
Leave Unchanged
Leave Unchanged
Leave Unchanged

Leave Unchanged

Install Action
Leave Unchanged
Leave Unchanged

Leave Unchanged

,_
m
o

ve Unchanged

,_
m
o

ve Unchanged

Uninstall Action
Leave Unchanged
Leave Unchanged
Leave Unchanged
Leave Unchanged

Leave Unchanged

Uninstall Action
Leave Unchanged
Leave Unchanged
Leave Unchanged
Leave Unchanged

Leave Unchanged

Using the configuration options, you can turn on or off Windows Defender Firewall for a selected
profile, set the default behavior for inbound and outbound connections or configure displayed

notifications. You can configure different install and uninstall actions, if you need.
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Scheduled Tasks Modifications

It is possible to create and delete scheduled tasks in Windows during project deployment. A set of
scheduled tasks changes described in the project is displayed in the Scheduled Tasks view when
the Scheduled Tasks node is selected in the Projects view. You can use the follow action to
configure a scheduled task change in the project.

Scheduled Task

L The Scheduled Task button from the New group on the regular Project and
Scheduled | contextual Scheduled Tasks Ribbon pages should be used to add a new Windows

Task scheduled task deployment change to the currently configured project.

When you configure a scheduled task you have to specify its general options, execution triggers,
actions, executing conditions and run settings. All these configuration parameters and displayed in
the correspond tabs of the New Scheduled Task dialog and are described below.

Task General Options

When you configure a new scheduled task you start from providing settings on the General tab of
the New Scheduled Task dialog . On this tab you have to specify a name of the task, task
storage location and the name of the task author. You can also specify a description for the task, if
required.

Mew Seheduled Tazk 5

Scheduled Task Properties [ Ty
Specify schedule properties, secunty options, triggers, actions and conditions of a task @
to be deployed.

ﬁ-.‘ntral- Triggers | Actions | Conditions  Settings
Marme: D Scheduled Task

Location: 0 A tasks

Suthor MERCLUIRIUS A bex

Description:

Security Options

When running the task, use the following user account:
SYSTEM Change User or Group...

Run with highest privileges

Operation: | Create - Configure for: |Windows Vista and later -

0] 4 Cancel

Pic 1. Scheduled task general options
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On the same tab you can also specify security options, such as a Windows user account to run the
task. Click the Change User or Group... button to retrieve and select an account, otherwise a task
will be executed using the system account. In this section you can configure the task to run only if
the selected user account is logged on.

The program allows you to create a new scheduled task or delete an existing task on the package
deployment, so you have to select the corresponding Operation option. You can also select an
operation system compatibility options.

Task Triggers

On the Triggers tab you can configure triggers to be used to activate the task. You can add one or
multiple triggers using the Add button, located on the toolbar or in the context menu of the
Triggers table

New Scheduled Task b4
Scheduled Task Properties [ Ty
Specify schedule properties, secunty options, triggers, actions and conditions of a task @
to be deployed.
General ||Triggers|| Actions | Conditions | Settings
Triggers (1) Add -
Trigger Details Status
{E‘:I At start-up At system start-up Enabled
Onidle When the computer is idle Enabled
] 4 Cancel

Pic 2. Task triggers configuration

The program supports different types of triggers that are used to activate a task. Windows runs the
task when the trigger condition is satisfied. Each trigger type contains its own configuration
parameters depending on the nature of the trigger. Supported triggers are listed below.

System Startup Run the task on the system startup, when the machine is booted.
Trigger

Computer Idle Trigger Run the task when the machine is in the idle state.

User Logon Trigger Run the task when a user logs on into system.
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Scheduled Trigger Run the task on the regular basis - daily, weekly, etc.
Event Trigger Run the task when a specific event occurs.

Run Once Trigger Run the task at the specified date and time.

Task Registration Run the task when a task is created or modified.
Trigger

User Session Trigger | Run the task when a user connects or disconnects the system locally or
remotely, or when the workstation is locked or unlocked.

Windows Notification | Run the task when a specific Windows Notification Facility (WNF) code
Trigger occurs.

Each trigger type can have custom configuration depending on the trigger type and also has
common configuration suitable for all trigger types. Let’s take a look at the trigger configuration. For
example, when you configure a User Logon Trigger , You need to specify a user account to
fire the trigger or select the option to fire the trigger for any user. This configuration is specific for
this type of the trigger.

Add User Logon Trigger X
User Logon Trigger Properties
Specify 8 user whose log-on should tigger the task execution.
@) Any User
Specific User: MERCLIRILIS A le Change User...

Advanced Options
| Delay the task for: |15 mmnutes -

Repeat the tack everye |1 hour for the duration of

Stop all running tasks at the end of repetition duration

-'*ﬂl-'éltd' 12/ 32 11-5655 P

Expire: 12/5/2024 11:56:56 PM Synchronize across time zones

+| Emabled

o] 4 | Cancel

Pic 3. User Logon Trigger configuration
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Other trigger configuration options are the same for all types of triggers. You can delay the task for
the configured time interval. Or you can repeat the task execution. Or stop the task if it runs longer
than the specified period. It is also possible to activate and expire the task at configured date and
time.

Task Actions

A task can run one or multiple actions that are configured on the Actions tab. You can add
a new action by pressing the Add button on the toolbar of the Actions table or select the Add
option in the context menu.

Mew Scheduled Task X
Scheduled Task Properties
Specify schedule properties, security options, triggers, actions and conditions of a task @
to be deployed.
General | Tnggers !F\ﬂ.lc ns. Conditions = Settings
Actions 7 Add =
= Action Details
1 [, Start a program/script scnpt.cmd
4] 4 Cancel

Pic 4. Task actions configuration
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It is possible to start a program or run a COM object as a task action. When you configure a
program you have to specify a program or script to run, its execution arguments and the start

folder. For a COM object you should specify ClassID and data.

Task Conditions

On the Conditions tab you need to configure conditions that should be satisfied to run the task.
You can configure a task to be started only when a computer is in the idle state. Specify

how long the computer should be in idle before running this task and how long to wait for idle.

New Scheduled Task
Scheduled Task Properties
to be deployed.

General | Tnggers | Actions Conditions Settings

Idle

Wait for idle for: |1 howr -
Stop if the computer ceases to be idle
Restart if the idle state resumes

Power

Wake the computer to run this task

| Start the task only if the computer is idle for: |30 minutes

| Start the task only if the computer is on AC power

+'| Stop if the computer switches to battery power

Specify schedule properties, secunty options, triggers, actions and condiions of a task

0] 4

X

€]

Cancel

Pic 5. Task conditions configuration
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You can also configure to run the task when the machine runs on AC power or wake the machine to
run the task.

Task Settings

On the Settings tab you can configure task running and creating options. These options
configure various aspects of task behavior - how it can be started, what to do on the task failure,
how task should be stopped, etc.

MNew Scheduled Task X

Scheduled Task Properties

Speafy schedule properties, secunty options, triggers, actions and conditions of a task
to be deployed.

General Trggers Actions Conditions | Settings
Run
(7] Pllow the task to be run on demand|
Run the task as soon as possible after the scheduled start is missed
If the task fails, restart eveny: |1 minute
Max number of restart attemits: |3
+'| Stop the task if it runs longer than: (3 days -
| If the running task does not end when requested, force it to stop
If the task is not scheduled to run again, delete it after: |30 days
If the task is already running: (Do not star & new instance -
Artributes
Create task disabled

Create task hidden

QK Cancel

Pic 6. Task settings

On the same tab you can also configure task creation options. It is possible to create a hidden and
disabled task.
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Nested Packages Deployment

In the scope of package deployment, it is possible to install and uninstall MSIX packages that are
part of the installation. This functionality can be used, in particular, to deploy MSIX Sparse
Packages that provide access to new Windows APIs and UWP features such as BackgroundTasks,
Notifications, LiveTiles, Share, and others.

During monitoring, the program automatically detects MSIX packages deployed by the repackaged
installation and creates corresponding entries in the Nested Packages view , Which is
displayed when the Nested Packages node is selected in the Projects view. You can review
automatically created nested packages, as well as modify, delete or add new packages manually
using this view. You can also change the nested packages deployment order and exclude/include a
package from the build. To modify nested package properties, you can use the Edit action available
in the context menu.

MNested Packages

= Marme Type
1 -'n',_ PythonSoftwareF cundation. Python.3.8_3.8.2800.0_x64 Mested MSLE Package
2|83 python.3.8_3.8.2800.0_x64 Mested MSIX Package
3 L&) Moxilla Firefox_125.0.3.0_x64 Mested MSIX Package

Pic 1. Nested packages view

There are two types of nested MSIX packages that can be managed in the Nested Packages view:
nested MSIX packages and replicated MSIX packages. Below is detailed information about each
type. You can use the following actions to create different types of nested packages.

S The Nested MSIX Package button from the New group on the regular Project and
Mested MSIX | contextual Nested Packages Ribbon pages should be used to add a new nested
Package MSIX package to the currently configured project.

Nested MSIX Package

Replicated MSIX Package

The Replicated MSIX Package button from the New group on the regular Project
Replicated and contextual Nested Packages Ribbon pages should be used to add a new
M5IX Package | replicated MSIX package to the currently configured project.
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Nested MSIX Packages

Nested packages enable the deployment of existing MSIX packages within the scope of the parent
package. If you use monitoring to capture changes of an installation that deploys some MSIX
packages, these packages are detected and added to the generated project as nested MSIX
packages. This ensures that the repackaged installation will also deploy them. During the
repackaging process, nested packages are created and configured automatically, or you can create
them manually in the Nested Packages view. Nested MSIX packages have several configurable
properties

Edit Mested M5IX Package o

Mested MSIX Package Properties i
Choose an MSIX package to be installed or uninstalled dunng the installation of the M3l package. )

Package Identity

Marme: PythonSoftwareFoundation. Python 3.8 |

Publisher CM=4975053F- AATE-4945- 8B49- EALFDC1BBGER

Architecture: i - Varzign: | 3.8.2200.0 Read |dentity from Package

Package File: ChUsers\Alex\DesktopiPython.3.8_3.8.2800.0_x&l.msix

External Location: |

Operation: Install - Apply To: |Same As Owner Package -~

QK Cancel

Pic 2. Nested MSIX package editing
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When you configure a new package, you need to choose an Operation for the package, such as
Install or Uninstall. If you configure a package installation, you must choose a package file to be
deployed from those stored in the project; select it in the Package File field. If you are deploying a
Sparse Package, you also need to specify a folder in the External Location field that is set as the
root for the installing MSIX package. Additionally, you must configure how a package should be
deployed in the Apply To field, whether it should be deployed to the current user, all users or use
the same settings specified for the owner MSI package.

To configure package uninstallation, you must specify package uninstallation conditions such as
Package Name, Publisher, Architecture, and Version

Mew Mested MSIX Package *
Mested MSIX Package Properties i
Choose an M3 package to be installed or uninstalled during the installation of the M5! package. ;

Package Identity

Marme: Ipython.§.3
Publisher CM=4875D53F-AATE-49A5-8B45-EALFDC1BEGGE
Architecturs: bl - Version: | 3.8.2800.0 Read |dentity from Package

=
-]
]
"
r-

m

Qperation: Unrinstall - Apply To: |All Users -

QK Cancel

Pic 3. Nested MSIX package uninstall options
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The program will uninstall only those packages that meet the entered conditions. To automatically
fill in these fields, you can use the Read Identity from Package button, so conditions are
extracted from the selected package file, and the program will uninstall only packages with the same
identity during deployment. You can configure to uninstall multiple packages at once by specifying
regular expressions in the package properties. The program also supports simple placeholders, so you
can use "*" as a replacement for varying string width and "?" as a replacement for one symbol. You
can leave the Publisher and Version values empty, so they arent evaluated to find suitable
packages.

Replicated MSIX Packages

In some cases, a nested MSIX package file may not be available during installation packaging. For
example, when monitoring a package installation from the Windows Store, the installation happens,
but the MSIX package file used for this process may not be available afterward. In such situations,
replicated MSIX packages can be used to package these installations.

During monitoring, the program automatically detects the deployment of MSIX packages. If the MSIX
package file itself is unavailable, the program uses the deployed MSIX manifest file to replicate the
deployment of the nested MSIX package. A corresponding entry for the replicated package is
automatically created and displayed in the Nested Packages view. Additionally, you can manually
create a replicated MSIX package entry in the project.

To manually create a replicated MSIX package, the program prompts you to specify the path to an
MSIX manifest file, analyzes its content, and creates a corresponding entry in the installation
project. During the parent package generation, the replicated package configuration is used to
create a nested MSIX package, which is deployed as part of the parent package installation.

o MSIX packages must be digitally signed, and the program signs them using the digital

signature configured in the installation project or in the Package Signing Page of the
program Preferences depending on the configured digital signing options. To generate a
package with a replicated MSIX package, a digital signature must be enabled and specified.
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You can modify the content of a replicated MSIX package by editing it. On the General tab, you
can view the main properties of the replicated package. You can change the package name,
version, architecture, and other properties

Edit Replicated MSIX Package 5

Replicated MSIX Package Properties
Specify the MSIX package manfest to buald & mested MSIX package and mstall it dunng the installation of the parent package. |

[General]| Package Files

Package Identity

MNarme: PythonSoftwareFoundation.Python.3.9

Publisher: «The Publisher will be generated based on the signature of the parent package>
Architecture: i = | Wersion: |3.9.2800.0

Manifest File: [AppxManifestamil]

External Location: |

Apply Te: |Same As Qwner Package

QK Cancel

Pic 4. Replicated MSIX package properties

On the Package Files tab, you can review a list of file system resources deployed by the replicated
package. When you create a replicated package, this resource list is generated based on the
package's manifest file

Edit Replicated MSIX Package W

Replicated MSIX Package Properties P
Specify the M3IX package manifest to build a nested M3IX package and install it dunng the installation of the parent package.

General |[Package Files

MSIX Package Files ] o
Name

J! DLLs

include

Lik:

libs

tel

R R

_resources
classicAppCompat.sced
idle3.B.exe

LICEMSE.txt

QK Cancel

Pic 5. Replicated MSIX package files

If needed, you can add new files to the replicated package or remove existing ones. The files listed

in this view will be included in the MSIX package, which will be automatically generated and added
to the parent package.
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Using Custom Actions

The custom actions are the actions that can be performed together with the MSI package install
and/or uninstall process. They can be used, for example, to prepare the system for installation of
the package, to check prerequisites, to start the application on installation completion, etc. These
actions are defined on a project level and are displayed in the Custom Actions view when the
Custom Actions node of a project is selected in the Projects view.

There are two kinds of custom actions, namely pre & post actions and system actions. The pre &

post actions are generic commands to be performed, and the system actions are predefined
commands.

Custom Actions

The Custom Actions drop-down button from the New group on the Project Ribbon

Custom page allows creating a new action of a specific type and add it to the selected
.l'llll.ctil:lrls-""I project.

Pre & Post Action

-

[= |.-"L
The Pre & Post Action button from the New group on the Custom Actions Ribbon
Pre 8 Post | page should be used to create a new generic action and add it to the selected
Action | project.

Managing Pre & Post Actions

To create a new action, choose the New Pre & Post Action item in the Custom Actions view pop-
up menu from the Pre & Post Actions part. Alternatively, you can use the Pre & Post Action
option within the Custom Action button from the New group on the Project Ribbon page and the
Pre & Post Action button on the contextual Custom Actions Ribbon page. In any case the New
Pre & Post Action dialog will appear on the screen to let you configure the action to be created

Mew Pre 8 Post Action W
Action Properties F:[}_x

Previde a command, a URL or a path to the executable to be run before or after the generated M3 package P
install/furinstall process, define when to execute the action, and choose frem a vaniety of the execution options. e

General| | Files
L

Marme: Gather Feedback Run Action:  After Uninstall
Command Line: '] h'l1|'_|.'-"-"|;|||_-u:'11|n;_| hl:.u:g"ftﬂlh.:-:k.p hp?p.‘ oduct=mana gcm:n'._:-on:.l;!!l:a'.'cr-:.:p.—.: 270
Context: Current user account waith hirmited prl'.'lltgt':. [p-o';.';.l':;-l-c impersonation) - Run As: | Invoker

Wat untal thas action 15 completed

nterrupt the install/uningtall process of this action i5 completed with an error (&xperenced users only

oK Cancel

Pic 1. Creating a new pre & post action
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Each pre & post action can be represented with a command (such as an executable or script file) or
a simple action to open a file or an URL. The action to be executed should be specified in the
Command Line field, where you can also configure optional command-line parameters to be passed
to the executable/script.

A custom action can be executed before install of the package, after install, before uninstall or after
uninstall. It's important to understand when the action will be executed to configure a command
properly. A custom action can run executable and script files that is a part of deployed package, but
for actions executed before install or after uninstall these files are not available because the
installation isn't deployed them (in the case of before install action) or already deleted them (in the
case of after uninstall action). Custom actions executed before install or after uninstall can run
scripts/executables always available in a system, for example system commands. Or you can
configure action files, as explained below, and use them to run an action.

To specify a command using an executable/script file use buttons available in the Command Line
edit box.

- Choose the file from those available in the action files
- Choose the file from those available in the project

| - Choose the file from those available on the system

Using a File from Action Files

Custom actions can operate with own set of files that are deployed independently from the deployed
package. You can configure those files on the Files tab of the custom action configuration dialog

Mew Pre & Post Action %
Action Properties [ .E_h

Previde a command, a URL or a path to the executable to be run before or after the generated M3 package
install/furinstall process, define when to execute the action, and choose frem a vanety of the execution options.

General Files

Action Files r .
Marne
Make.cmd
0K Cancel

Pic 2. Configuring custom action files
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If you have been added custom actions files, you can use the Select a File from the Actions Files
button of the Command Line edit box to configure a file to be executed as a custom action. When

you select a file, it is represented as S{ActionFiles}S\<file> in the commend line, where <file> is the

file you selected and S{ActionFiles}S is a property definition placeholder that specified a path to the
storage of custom action files. You can add command-line parameters to the command, if required.

Using a File from Actions Files allows you to run executables/scripts independently from the type
of the custom action (before/after install/uninstall) and environment. Custom actions operate with
the own set of files always available in all the cases, so, for example, you can execute a custom
script before package installation or after uninstallation, for example. Other options, represented
below, have limitations and aren't as flexible as this option.

Using a File from the Project

This option allows you to run an executable or a script deployed by the package. The
executable/script file should be available in the File System section of the project. This option can
be used, for example, to run a file that is a part of the captured installation, for example. This file is
a part of deployed changes, so you can run it.

This option has some limitations. You cannot use it to run a command before installation, because
the file to be executed isn't deployed yet. You cannot use it to run a command after uninstallation,
because the file is already deleted. Use it when you need to run a file that is a part of the deployed
installation after install or before uninstall.

When you select a file from those available in the project, the path to the file may be represented
using the property definition placeholders. They replace absolute paths to the files location with
placeholders to represent special system folders to make the package independent from the
deployment environment.

Using a File

This option allows you to select a location on the local file system and is applicable only to run
standard Windows commands. The custom action will work only if the configured executable with
the same file path is available on the system where the package will be deployed. If you need to run
an executable that isn't available on each system where the package will be deployed, use any of
the options above.

The Command Line field supports the property definition placeholders, so you can use the
standard MSI properties while configuring the action. See the Property Definition Placeholders
section of this document for the list of available placeholders.

/4 The Windows Installer does not allow installing, configuring and uninstalling packages in
£20 parallel, though it is impossible to execute installation, repair or uninstallation of another MSI

package within the custom actions execution scope.

As for the start type, you can choose between Before Install, After Uninstall, Before Uninstall
and After Uninstall. Thus, you can, for example check some prerequisites and perform preparation
steps before the package installation and perform a kind of clean-up after uninstalling the package.
For each action, you can choose the execution context, if to run it as administrator or as invoker in
case of current user account context, if the installer should wait for the action to complete and if it
should analyze the completion result.

ﬁ The Administrator value from the Run As drop-down should be selected only for executing
the actions that required administrative privileges to function. It is insecure to run all actions
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as administrator.

If the successful action completion is required for the installation to complete successfully, than you
can check both the Wait until this action is completed and Interrupt the install/uninstall
process if this action is completed with an error options. However, be aware of the fact, that if
the action is implemented incorrectly, the whole installation will fail.

Move Up
7| The Move Up button from the Order group on the contextual Custom Actions Ribbon
MU':';E page should be used to move the selected pre & post actions up the execution order.

4 =  Move Down

The Move Down button from the Order group on the contextual Custom Actions Ribbon
page should be used to move the selected pre & post actions down the execution order.

By default, the pre & post actions execution order is the same as the addition order, but you can
reorder the actions using the Move Up and Move Down items from the pop-up menu or the Order
group on the contextual Custom Actions Ribbon page.

Custom Action Templates

Some custom actions are used regularly in different projects. To simplify configuring those actions
the program provides preconfigured templates. Use Run PowerShell Script, Run VB Script, Run
Batch File or Run Installed Application actions available in the Action Templates group of the
contextual Custom Actions tab on Ribbon to configure a corresponding action.

Action templates allow you to select a file to be executed. This file is automatically added to action
files storage and the path to the file is specified in the command together with the standard
command-line options. Other suitable configuration options are also set to the required values. You
only need to set Run Action according with your needs.

Managing System Actions

To create a new action for installing Software Assets Management (SAM) licenses, choose the New
SAM Licenses Installation item in the Custom Actions view pop-up menu from the System
Actions part. Alternatively, you can use the SAM Licenses Installation option within the Custom
Action button from the New group on the Project Ribbon page and the SAM Licenses Installation
button on the Custom Actions contextual Ribbon page.

SAM Licenses Installation

l_ The SAM Licenses Installation button from the New group on the Custom
Actions contextual Ribbon page should be used to create a new action for installing
Software Assets Management (SAM) licenses to the Software Licensing Service
(SLS) and add it to the selected project.

5S40 Licenses
Installation
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Configure the action to be created in the New SAM Licenses Installation dialog

Mew SAM Licenses Installation

Configure SAM Licenses Installations
Provide a set of Software Assets Management (SAM) license files to be installed to the Software Licensing
Service (5L5) when deploying the M3 package.

]
| *

Mame: (SAM Licenses Installationd |

License Files ¥ i
Mame
Qabad5id-Sedc-4a28-9007- a6c42d THabde
Gddal523-13e-4130-bI36-23Tea 280100
bf315270-64de-deb 1 -2407T-Fb00d 4440424

QK Cancel

Pic 3. Creating a new SAM Licenses Installation action

For each SAM licenses installation action, you can define a name and a set of licenses to be
installed to the Software Licensing Service (SLS) during the installation of the generated MSI
package.

— Pin Application Action
i
X The Pin Application Action button from the New group on the Custom Actions
Pin Application | contextual Ribbon page allows you to create a new action to pin any application to
Action or unpin it from the Start Menu and/or the Task Bar.

If you would like to pin any application to or unpin it from the Start Menu and/or the Task Bar, you
can use the Pin Application action. To create such an action, choose the New Pin Application
Action in the Custom Actions view pop-up menu from the System Actions part. Alternatively,
you can use the Pin Application Action option within the Custom Action button from the New
group on the Project Ribbon page and the Pin Application Action button on the Custom Actions
contextual Ribbon page. The New Pin Application Action dialog will appear on the screen in any
case

Mew Pin Apphication Action X

Configure Pin Application Action
Frevide a name fior the action, choose the executable path of the application to operate and ’;f‘

define if it should be pinned to or unpinned from the Start Menu and/or the Task Bar

Narme: [Adobe Readed |

Execistable Poth: | S(ProgramFilesFolder ]S\ Adobe\ Reader 11.00Reader\ AcroRd32 exe

Optl.ﬂicn: Pin - Pir Tae  [Start Menu

2] 4 Cancel

Pic 4. Creating a new Pin Application action
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For each action, you should define its name, the application to operate, whether the application
should be pinned or unpinned, and if the operation should be performed for the Start Menu, the Task
Bar or both.

Editing, Deleting and Transferring Actions

The custom actions can be changed, deleted and transferred between projects. The corresponding
actions are available in pop-up menu or on the contextual Custom Actions Ribbon page.

= Edit

The Edit button from the Management group on the contextual Custom Actions Ribbon
page should be used to change the selected action configuration.

x Delete
The Delete button from the Management group on the contextual Custom Actions
Delete | Ribbon page allows you to delete the selected actions from the selected project.

Copy To
The Copy To button from the Management group on the contextual Custom Actions

C%:FI’Y Ribbon page should be used to copy the selected actions to another project.

Move To
» The Move To button from the Management group on the contextual Custom Actions
M?ﬂ‘re Ribbon page allows you to move the selected actions to another project.

To change the action, select it and either double-click, or choose the Edit item in pop-up menu or
on the contextual Custom Actions contextual Ribbon page. While editing an action, you can define
the same scope of properties as during its creation. To delete the action from the project, select it
and choose the Delete item in the pop-up menu or on the contextual Custom Actions contextual
Ribbon page.

0 If the project contains some custom actions that you don’t want to include into the

generated package, you can use the context menu option Exclude from Build. Excluded
resources are displayed in the project using the faded icons. Use the context menu option
Include in Build for excluded resource to add them into the generated package. The
Exclude from Build option allows you to make experiments with the set of resources included
into the resulted package with no deleting resources from the project.
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The well-known drag/drop and copy/paste techniques are fully supported for copying and moving
custom actions between projects. You can also use the Copy To and Move To buttons from the
Management group on the contextual Custom Actions contextual Ribbon page to transfer the
selected actions to a different project. While using these buttons, you are suggested to select a
project from those available in a dialog and confirm your selection

Copy Pin Application Action To W

Choose Destination y_
Select the destination project from those available the specified pin | £33 |
apphcation action will be coped to l

B [SVM Client Extensions

QK Cancel

Pic 5. Copying custom actions between projects

Now you are introduced to the custom actions concept and the abilities the custom actions provide
you with, thus you should be able to use this feature of MSI Package Builder to resolve appropriate
tasks.

Wrapping Existing Installations

One of the methods of installations repackaging supported by MSI Package Builder is wrapping
existing installations into a generated MSI package. The generated MSI includes one or multiple
installations that are deployed when you deploy the MSI. To create a wrap MSI package you need
to specify wrapped installations and configure them for silent deployment, so they will be installed
automatically when you install the generated MSI. You can also configure uninstall and repair
options for wrapped installations if you want to uninstall and repair them when you uninstall and
repair the MSI.

To use wrapping you need to create a project with wrapped packages and configure those
packages. Each wrapped package in the project corresponds to an installation you need to wrap.
The wrapped packages are defined on a project level and displayed in the Wrapped Packages view
when the Wrapped Packages node of a project is selected in the Projects view.

Wrapped Package

The Wrapped Package button from the New group on the Project Ribbon page and on
Wrapped | the contextual Wrapped Packages Ribbon page should be used to create a new
Package | wrapped package and add it to the selected project.
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If the project was created in a scope of the Repackage Installation wizard, the packages defined
during repackaging are automatically added to the project. You can also add any number of wrapped
packages to any project manually. To add a new wrapped package, choose the New Wrapped
Package item from the Wrapped Package view pop-up menu. Alternatively, you can choose the
Wrapped Package button from the New group on the Project Ribbon page and on the contextual
Wrapped Packages Ribbon page. The browse dialog will be displayed to let you choose the
installation package to be wrapped. As soon as the installation is chosen, you are suggested to
configure the package

Mew Wiapped Packsge W

Wrapped Package Properties
Specify the installation package to be deployed together with the generated MSI, define the package
narme and the parameters 1o be passed to the setup dunng the package deployment.

iName  [DjVu Contral

Setup File: |D:\instalREXEVDIVUCHTL_601_EMLEXE

Parameters | Package Files

1 You must specify the parameters to be passed to the provided setup for performing a silent installation
and/or maintenance if you are going to deploy the generated M3 package silenthy, If the parameters are
not defined or are defined incorrectly, the deployment process will hang indefinitely waiting for the user
input.

mportant to supply installer command fine parameters
Install Parameters

¥ou can define the parameters to be passed to the installer during the M3 package installation, if required.
Parameterss i /s FSMS flinstallass
Check for install failure by the exit code  Swuccess Bxit Codes

Maintenance Parameters

You should define the command line to be used to perform uninstall and repair if you would like this
installation to be repaired or uninstalled wsing the created M3I package.

| Allow Repair Repair CMD Line: O ${Package>etupFilels /s /SM3 /Frepairiss

+| Allow Uningtall  Uninstall CMD Line: () S{PackageSetupFile}s /5 /305 fluninstalliss

QK Cancel

Pic 1. Configuring a wrapped package

While configuring a package, you should provide a package name - this name is also used as the
installation package name while deploying a generated MSI package. If additional files are required
to install a wrapped package, they should be added to the Additional Files table, using the Add
File and Add Folder buttons on the toolbar. You can add only files and folders that are located in
the same folder as the setup file. In case the additional parameters are required to be passed to the
installer during a generated MSI package installation, they should be provided to the Parameters
field within the Install Parameters group. A wrapped installation has to be deployed silently.
Usually an installation deploys silently when running with parameters activating silent deployment, so
you have to specify these parameters in the Parameters field.

o It is possible to use the property definition placeholders when configuring both the installer

parameters and maintenance parameters. See the Property Definition Placeholders section of
this document for the list of available placeholders. Together with the common properties, you
can also use the ${PackageSetupFile}$ and the ${PackageSetupDir}$ placeholders. The
${PackageSetupFile}$ placeholder stands for the path to the setup file during the package

Copyright © 2001-2024 EMCO. All rights reserved. 261



EMCO MSI Package Builder 11 Installation Projects

deployment and the ${PackageSetupDir}$ is replaced with the path to the setup file
location.

In some cases you need to check the results of wrapped package deployment to revert MSI
deployment if a wrapped installation fails to install. You can use the Check for install failure by the
exit code option to check results of the wrapped packages deployment. You can enable this option
and specify exit codes for a wrapped package. If during MSI installation this wrapped installation
exits with different exit codes than specified, an installation failure is detected for the wrap MSI. In
this case already deployed wrapped packages are uninstalled, if their uninstallation settings are
specified, and the wrap MSI package entry isn't created.

To be able to repair and uninstall this wrapped package, you should enable the Allow Repair and
Allow Uninstall options within the Maintenance Parameters group. In case if the wrapped
package is an MSI, you can define the Windows installer parameters used for uninstall and repair, if
required. Otherwise, if the wrapped package is an executable installer, you should define a command
line to be executed to uninstall and/or repair the package.

Move Up
o The Move Up button from the Order group on the contextual Wrapped Packages ribbon
MU':';E page should be used to move the selected packages up the deployment order.

4 =  Move Down

The Move Down button from the Order group on the contextual Wrapped Packages

Move | Hibbon page should be used to move the selected packages down the deployment order.

Down

By default, the wrapped packages deployment order is the same as the addition order, but you can
reorder the packages using the Move Up and Move Down items from the pop-up menu or the
Order group on the contextual Wrapped Packages Ribbon page. Please take into account, that
the install, repair and uninstall order for the wrapped packages is the same.

- | Edit
&

- The Edit button from the Management group on the contextual Wrapped Packages
Edit Ribbon page should be used to change the selected wrapped package configuration.

Delete

x The Delete button from the Management group on the contextual Wrapped Packages
Delete | Ribbon page allows you to delete the selected wrapped packages from the selected
project.

Copy To

The Copy To button from the Management group on the contextual Wrapped Packages

C_T_Ef'r Ribbon page should be used to copy the selected wrapped packages to another project.

Move To

The Move To button from the Management group on the contextual Wrapped Packages

Mave | Ribbon page allows you to move the selected wrapped packages to another project.

To
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The wrapped packages can be changed, deleted and transferred between projects. To change the
wrapped package, select it and either double-click, or choose the Edit item in pop-up menu or on
the contextual Wrapped Packages Ribbon page. While editing a wrapped package, you can define
the same scope of properties as during its creation. To delete the wrapped from the project, select
it and choose the Delete item in the pop-up menu or on the contextual Wrapped Packages Ribbon
page. The well-known drag/drop and copy/paste techniques are fully supported for copying and
moving wrapped packages between projects. You can also use the Copy To and Move To buttons
from the Management group on the contextual Wrapped Packages Ribbon page to transfer the
selected wrapped packages to a different project. While using these buttons, you are suggested to
select a project from those available in a dialog and confirm your selection

Copy Wrapped Package To W

Choose Destination .
Select the destination project from these available the specified | B |
wrapped package will be copied te. [

El|adobe Packsges

QK Cancel

Pic 2. Copying wrapped packages between projects

As you can see, the process of wrapping existing installations is fast and easy, but if you are going
to deploy the generated MSI package in a silent mode, you should pay a special attention to the
parameters passed to the wrapped package installer.

Why is it important to supply installer command line parameters?

By default, most of the installation setup programs guide the end user through the setup wizard,
thus the interaction with the user is required to complete the setup. So if you are going to deploy a
generated MSI package in a silent mode, it is required the wrapped installation is performed without
any interaction with the user. If the package is configured incorrectly, the deployment process may
pause to wait for user input, and if there is no user during the remote deployment process, it will
hang indefinitely. Installation setup programs mostly support silent execution, but the execution
parameters may vary depending on the installation vendor.
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Now let us take a look at the importance of an answer file. In some cases, the installer simply does
not provide a default installation sequence without any user input, so a silent deployment without
any additional configuration is impossible. Such installers commonly provide a technique for recoding
an answer file to perform the deployment saving the user answers to that file. Another example is
setups that use the same command for uninstall and repair and simply ask you what you would like
to do on the first step of the installation wizard. If you launch an uninstall using this command with
a default scenario, the installation setup may simply perform a repair, and that is not what you are
expecting. Therefore, the required answer files, if any, must be added to the wrapped package and
used while specifying the installer command line parameters

As a conclusion, we should emphasize that providing the parameters to be passed to the installer
setup and the answer file, if required, is always a must. You should contact the installation package
vendor or should do Internet search to get the proper parameters to be passed to each executable
installer setup.

Using Placeholders

The MSI Package Builder enables the creation of adaptable installations for various deployment
environments. In practice, file system structures and paths to system folders can vary across
machines, influenced by Windows system language, user profiles, and other factors. MSI Package
Builder addresses these challenges using placeholders.

The file system definition placeholders, represented in the next chapter, enable you to replace
absolute file system paths, which are unique to each system, with universal placeholders. This
approach ensures your installations are adaptable to various environments with different Windows
system folder structures.

With property definition placeholders, you can utilize both a predefined set of standard placeholders
and create your own for tasks like configuring custom actions, modifying the registry, and
implementing other changes in the installation project. For instance, this allows passing a custom
property as an installation parameter, enabling the package to utilize the provided property during
installation.

System folder definition placeholders can also be used in a set of monitoring filters to skip activities
from specified processes or changes to defined file system items and registry keys during the Live
Monitoring process. Additionally, they can be utilized in uninstall filters to retain shared resources on
a PC after uninstalling an MSL.

What's Inside

System Folder Definition Placeholders

Property Definition Placeholders
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System Folder Definition Placeholders

Different Windows systems may have different locations of standard Windows folders. For example,
the location of the Program Files, ProgramData and other system folders may be different and
depends on a particular system. You need to take that into account when you create an MSI, you
cannot use absolute paths to the standard system folders. An MSI fails to deploy if it uses absolute
path to system folders and these folders are missing on the system. Instead, you can use so-called
system folders placeholders that represent well-known system locations and are automatically
converted to correct file system paths when a package is deployed.

When you use Repackage Installation Wizard to monitor an installation, the program automatically
converts captured absolute paths to system folders. In the File System editor you can select a
system folder to add a file into it when adding a file manually. You can automatically covert absolute
paths to system folders by executing the Roll All System Folders action from the context menu of
the project.

System folders placeholders are represented in the project with a set of predefined names to well-
known system paths. In the project they are represented with special names started with ${ and
ended with }$, for example ${ProgramFilesFolder}$.

System folders are replaced with the file system locations actual for the system where the package
is deployed, so file system resources are created in correct locations.

System folder placeholders can be used in different places within the project and in the program
settings. In the File System section of the project system folders are used to configure paths to
the files and folders to be deployed. System folders can be used in Custom Actions to specify a
path to the deployed script or executable to be invoked after deployment. System folder definition
placeholders can be used to configure filters in the program Preferences.

Below is a list of the available placeholders for system folder definitions.

Placeholder Replacement

AdminToolsFolder | The file system directory that is used to store administrative tools for the
current user.

AppDataFolder The Application Data folder for the current user.

CommonAdminTool The file system directory that contains administrative tools for all users of the
sFolder computer.

CommonAppDataF | The Application Data folder that is common for all users.
older

CommonDesktopFo The folder for the Desktop content that is common for all users.
Ider

CommonDocument | The file system directory that contains documents that are common to all
sFolder users.

CommonFiles64Fol | The Common Files folder for 64-bit applications.
der

CommonFilesFolder The Common Files folder for 32-bit applications.

CommonProgramM | The folder for the All Programs menu content that is common for all users.
enuFolder

CommonStartMenu | The folder for the Start menu content that is common for all users.
Folder
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Placeholder

CommonStartupFol
der

Replacement

The folder for the programs executed on startup for all users.

CurrentUserProfileF | The current user's profile folder.

older
DesktopFolder
FavoritesFolder
FontsFolder

LocalAppDataFolde
r

MyPicturesFolder
NetHoodFolder

PersonalFolder

PrintHoodFolder

ProgramFiles64Fold
er

ProgramFilesFolder

ProgramMenuFolde
r

RecentFolder

SendToFolder
StartMenuFolder
StartupFolder
Systeml6Folder
System64Folder
SystemFolder
TempFolder
TemplateFolder
UserProfilesFolder
WindowsFolder

WindowsVolume

The current user's Desktop content folder.
The Favorites folder for the current user.
The folder used to install fonts to.

The folder that serves as a data repository for local (nonroaming) applications
for the current user.

The Pictures folder for the current user.

The file system directory that contains the link objects that may exist in the
My Network Places virtual folder.

The Documents folder for the current user.

The file system directory that contains the link objects that can exist in the
Printers virtual folder.

The Program Files folder for 64-bit applications.

The Program Files folder for 32-bit applications.

The folder for the All Programs menu content for the current user.

The file system directory that contains shortcuts to the user's most recently
used documents.

The folder tor the Send To menu content for the current user.

The folder for the Start menu content for the current user.

The folder for the programs executed on startup for the current users.
The System folder for 16-bit libraries.

The System folder for 64-bit libraries.

The System folder for 32-bit libraries.

The file system directory that is designated for temporary files.

The Templates folder for the current user.

The system user profiles folder.

The folder the operating system is installed to.

The volume the operating system is installed on.

Please note that specific system folders can be indefinite on specific operating systems, so you
should make sure that the operating systems you have defined as target during a deployment
package creation process support the folders you have defined.
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Property Definition Placeholders

MSI Package Builder allows using standard and user-defined MSI property placeholders when
configuring custom actions, registry modifications and other changes in the installation project.
Standard property placeholders are defined in Windows Installer specification. You can find a full list
of supported standard properties in the Property Reference article on MSDN. These properties
include system folder placeholders, explained in the system folder definition placeholders article.

Placeholders are replaced with actual values during the package deployment. In the project you can
use a property definition placeholder that starts with ${ and ends with }$ and contains one of the
supported property names, e. g. ${Manufacturer}$. For example, if you specify this placeholder as
a value of the registry key, it will be replaced with the name of package manufacturer during
package deployment. As another example, you can use a system folder placeholder to specify a
path to a script that should be executed in the custom action configuration. The system folder
placeholder will be replaced with the actual path during the package deployment.

The program allows using user-defined MSI properties passed to the package externally during
deployment. These properties should be spelled with all capital letters and should be passed to the
package during deployment as parameters of msiexec.exe command, for example:

msiexec.exe /i installer.msi
AUTOUPDATE=1;REGISTEREDOWNER=Dreamlight;REINSTALLMODE=0omus

The command allow defines ${AUTOUPDATE}S, ${REGISTEREDOWNER}$ and
${REINSTALLMODE}$ property placeholders that can be used in the project.

In addition to standard and user-defined placeholders, there are additional placeholders available
that can be used to configure specific project settings.

Custom Action Placeholders

Using the following placeholders you can specify locations of file system resources. For example, a
custom action includes a reference to a script deployed and executed by the action. To specify a
path to the script a special placeholder should be used. It has the same syntax as system folder
placeholders starting from ${ and ending by }$. Below is a list of placeholders supported by custom
actions.

Placeholder Replacement

ActionFiles This placeholder can be used in Custom Actions to specify a path to the
location that stores files deployed by the custom action. To use this
placeholder you need to add a file in the custom action. The placeholder can
be used to specify a path to the files configured in the custom action.

Wrapped Package Placeholders

When you configure a wrapped package, you can use special placeholder to specify paths to the file
system locations. Below you can find a list of supported placeholders. They have the same syntax
as system folder placeholders starting from ${ and ending by }$.

Placeholder Replacement

PackageSetupFile | This placeholder can be used to specify a full path to the wrapped installation.
You can use it in the wrapped package installation parameters configuration.
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Placeholder Replacement

PackageSetupDir | This placeholder can be used to specify a full path to the directory where the
wrapped installation is located. You can use it in the wrapped package
installation parameters configuration.

Exporting a Project

All project data, including a set of files, registry and other changes, as well as package settings are
stored in the project. To transfer projects from one computer to another or to back up projects, the
program allows you to export the project contents as a single project archive file.

The Projects Storage view lets you review all projects available in the program. To export a
project, simply select it from the list and either choose Export from the context menu or use the
Export Project action on the right side of the view.

Opened projects appear in the Projects tree. To export one, either select Export Project... from
its context menu or choose the project in the Projects tree and click the Export button in the
Project Management group on the Home ribbon page.

Export

o

The Export button from the Project Management group on the Home Ribbon page
Bxport | should be used to export all project contents to a compressed file.

When you initiate project export, the Export Project wizard is opened, where you can configure the
export operation

Export Project X

Export Installation Project
Specify a path to the exported project file and configure the export data compression.

I“E_l |

-

Ex port To: [ChmenbdobeRes :I{r.p'::lF ra)

read  The project contents will be compressed and included inte the export file. You need to select the required
compression level. The export time may vary depending on the project size and the selected compression
|l

Compression Level: |Mone (Very Fast) u

< Back Mext > Finish Cancel

Pic 1. Exporting a project

On the displayed dialog, you should specify a path to the export file and select the file compression
level. The export file size depends on the selected compression level. Hence, the smaller output file
you need, the higher compression level you should select, but exporting project data with a higher
compression may require more time.
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Importing a Project

With MSI Package Builder, you can not only create new packages but also modify existing ones
using the project importing feature. You can import both project archive files and existing packages.
The program allows you to select a package you want to modify, import it to a new project, perform
the changes needed and build a new package. This feature is designed to address situations where
you have generated a deployment package, subsequently deleted the project, but still need to make
changes to or upgrade the package.

;h Though it is guaranteed that the import of the deployment package built with any previous
L2 yersion of MSI Package Builder is fully supported, some MSI, App-V and MSIX/AppX features
are not available in the MSI Package Builder import technology. So if you are importing a
generic deployment package, please check the import results and a newly generated

deployment package carefully.

The feature of creating a new deployment package based on an existing deployment package is
available in the Project Setup wizard. Alternatively, you can use the Import button from the
Project Management group on the Home Ribbon page or the Import Project link in the Product
Actions group on the Welcome View.

Import

r"r:til

The Import button from the Project Management group on the Home Ribbon page
Impert | should be used to create a new MSI Package Builder project based on an existing
deployment package or a project archive file.

In any case, you will reach the page where you are proposed to provide the path to the existing
deployment package to import and a name for the project to be created as a result . The
project allows you to import *.msi, *.appv, *.appx, *.msix and *.pbproj files.

Impart Project x

Import Settings __—
Previde a path to the existing installation package or to the project file to be imported and specify a :E;F
narme for the project to be created. i

Project Mame: | AdobeReader

Import Frem: [CmsiAdobeRea der.pbproj

< Back Mext = Finish Cancel

Pic 1. Importing a project
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When the import is complete, you can see the project that contains the changes performed by the
specified deployment package created in the Projects view. The imported package also appears in
the Projects Storage view.
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Chapter 7: Packages Management

MSI Package Builder offers an interface for managing and performing actions on packages generated
by the program. These packages are listed in the Packages view, which can be accessed either
through the vertical navigation toolbar on the left side of the main screen or by clicking the

Packages button on the View tab of the Ribbon.

Home  View  Program
[y
p— . - =
‘£ B Check All Packages '-N _n @ = ]
: = =
Impert No Group By Group Manage
Grouping  Product By Type VM Profiles
Packages Package Management Links Presentation Virtualizaticn A
s .
L‘-." & packages Filter by: AN packages =| Sertby NameihtoZ) - Packages Available
_1 ‘ adobe Packages -
E_ TR 2 4236 MB N 5 2 1
M5 Packages App-V Packages MSIX/AppX Package
22023 175.21 MB
Actions
M5 o 98,13 MB Test Deployment
C dob . er d Test pacicage deployment to identify any emars.
ﬂ adobe Reader == |mport Package
MSI | 11.03.37 | Alex Delo 17523 MB ‘E Impart an instaliation package info the package list
ChmsivAdobe Reader! VAdobe Reader] ] ms
LibreCffice F ke
MEl T al 12 $05.82 MB Most Recently Created Package
ot s Open Office’ at 12/6/2023 4:28:18 AM
B Manager To
10:0.0 | Alex 13352 KB
C sivManager Toolkifyh
gy Open Office
* 41 28,03 ME
ChimsiOpen Office’ ) Office.appy
@ RealWarld Cursor Editor
£ 31000 | RealWadld Gr 1013 MB
=11
©< Chmsivk orEditer3N AW ursorEditer
-
[
T
a
E Log 4 UOpenations
Done Cipboard: <Empty> 4

Pic 1. The Packages view
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The program saves generated packages in the folders designated during the package creation
process. As packages may reside in various locations across the file system, the program aggregates
them into a single list to facilitate easy navigation. This list displays each package's project name,
size, file location, and a suite of properties including type, generation date, and version. You have
the ability to sort this list by a package property and to filter the view by package type.

When no packages are selected, the interface displays the total count of packages, categorized by
type, as managed by the program. Since each package is linked to the originating project, you can
utilize the Edit action from the context menu or the Ribbon to open and edit the project. This
enables modifications to the project content, if necessary, and allows the subsequent regeneration
of the package.

Within the package list, you have the option to open the file location of any generated package in
Windows Explorer. Since output package files may be altered outside the program, such as being
moved to another folder, discrepancies can occur where the package is listed in the program but its
file is absent from the expected location. To address this, the Check All Packages action is
provided. This function, found on the Home tab of the Ribbon and within the context menu, verifies
the presence of all package files. Should you wish to remove all listings of packages with missing
files, the Remove All Missing Packages action is also available.

The Packages view grants access to the generated packages and enables the performance of
various actions on them. The following chapter will guide you through the process of testing these
generated packages.

What's Inside
Packages Testing
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Packages Testing

Upon generating a package, it is advisable to test its functionality to ensure it meets your
requirements and is free of issues. Initiate this test by selecting a package from the Packages list
and choosing Test Deployment from the context menu or on the Home tab of the Ribbon. This
action launches the Package Deployment Test wizard "< 0,

Package Deployment Test

Deployment Test Environment -

X
. . L. I
Select whether you would like to test the package deployment on this computer or use an existing L ﬁ
wirtual machine.

®) Deploy on This Computer
o | This option allews you to test the package deployment on your local machine.
=

Deploy in Windews Sandbox

.  This option allows you to test the package deployment in a Windows Sandbex, which represents a
brand-new, isolated installation of your current O5.

Deploy on an Existing Virtual Machine

= This opticn allows you to test the package deployment on an existing virtual machine. The program
supports testing on Yiviware, Hyper-V and VirtualBox virtual machines. Select an existing VM profile or
create a new one for the virtual machine to be used for deployment testing.

VM Prafile: |<Seleet VM Profilex

Learm more about the deployment test envirpnment

< Back Mext > Finish Cancel

Pic 1. Deployment environment selection
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Choosing Test Environment

In the initial step of the Package Deployment Test wizard, you must select a target machine for
testing. Adhere to the same recommendations as those outlined for installation repackaging, utilizing
a clean environment with a fresh OS installation. The wizard provides options to deploy on the local
computer, in Windows Sandbox, or on a virtual machine. For package compatibility tests, either
select an existing VM profile used during the package's creation or set up a new one. Windows
Sandbox inherently offers a clean state and is also a viable option. When testing on a local machine,
the preferred method is to employ a VM with MSI Package Builder installed, ensuring a pristine
environment. Follow the guidance given in the Selecting the Monitoring Environment chapter for
detailed recommendations.

Choosing Testing Mode

At the subsequent step of the Package Deployment Test wizard, select the desired testing mode.
You can opt to test solely the installation process, both the installation and execution of the
installed program, or conduct a full test, which encompasses installation, execution, and
uninstallation . When selecting a testing mode, it's important to be aware that package
installation and uninstallation occur automatically. The program initiates, runs them, and monitors
the results. However, the execution of the installed application should be done manually. This means
you will need to launch the application, test it, and then submit the test results. Keep this in mind
when choosing the testing mode.

Package Deployment Test

k.
Deployment Test Mode | r

Select the testing mode for package deployment. Options inclede testing installation, program
running, and wrnstallstion,

@) Full

I“:“ I This opticn enables comprehensive testing, including package installation, running the installed

aZa® program, and package uninstallation.

nstall and Run

=21 This option allows you to test package installation and run the installed program to ensure that the

> deployment process and the installed program work comectly.

nstall Only

This opticn allows you to test package installation. The package is deployed to ensure a seamiless
installation without encountering any potential issues or complications.

Learn more about the deployment test modes

< Back Mext » | Finish Cancel

Pic 2. Choosing a testing mode
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Package Testing

By clicking the Finish button in the Package Deployment Test wizard, you will initiate the testing
process. During testing, the package is transferred to the chosen machine and installation begins.
The program manages package deployment in automatic mode. Should the testing mode include
executing the installed program, following installation, you will be prompted to manually start the
program and verify its functionality. This manual step requires you to perform the test and report
the outcomes. Depending on the test results, choose the appropriate option and provide comments
for the test log. To advance, click Submit Run Results If your testing mode encompasses
package uninstallation, the program will proceed to uninstall the package automatically.

Testing Package in Windeows Sandbox = w

Preparing Testing Finalizing

5"

}  The 'Adobe Reader 9.mzi” package has been installed. Run the installed application
| manually to ensure it operates as expected, and then submit your results along with
| any optional comrments.

B The nstaled appication operates a5 expected Submit Fun Results
The installed applcation is not operating comectly

Application verification was succoessful

Cancel

Pic 3. Submitting the application test results

Analyzing Test Results

Upon completion of the testing, the status is displayed in the Actions History list for the chosen
package. For each instance of test execution, the testing log is accessible via the View Details link

. Within this log, you can review the status for each testing phase and access detailed low-
level logs.

Actions History Clear

ﬂ Deployrment test completed successfully. View Details 12/6/2023 1:23:40 AM
O Packe ge created, Version: 9.3 12/8/2023 1:16:37 AM

Pic 4. Test results
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The program executes both the installation and uninstallation of packages automatically, employing
verbose logging for comprehensive tracking. Detailed logs can be examined on the respective tabs of
the dialog. For example, the Install Log tab displays the verbose log messages reported during the
package test deployment "I, Should any issues arise during the installation or uninstallation
processes, the verbose logs offer insights into the causes.

Test Results b4

Deployment Test Results e
Review the package deployment test results. Check the status of each testing step, and réview the generated logs. ’
r

Test Results | Install Log | Run Log | Uninstall Log

Detailed Log E:l'i

=== Verbose logging started: 12/6/2023 1:17:35 Build type: SHIP UNICQDE 5.00.10011.00 Calling process: C\MPBOIFOF307-8I
kS |:|::I {Edg'c:l l':':l1:1.?:35:1.4ﬁ]: Fornt created, Charset: Fl.t-q:ﬂ‘ Ret= l:l_, Font th:hﬁ. Shell [}|g', Ret=h5 Shell Dlg

M3 () (64:9C) [01:17:35:146): Font created. Charset: Reg=0, Ret=0, Font Req=MS5 Shell Dlg, Ret=MS3 Shell Dig

31 () (64:C0) [01:17:35:271): Reserting cached policy values
S () (62000 [01:17:35:271]: Machine policy value 'Debug’ 12 0

S (] (64000 [01:17:35:271]; v RunEngine:
------- Product: ChMPEIIFOF307-8FT2-43ET-B759- 503 3E0AB2FBAInst\ Adobe Reader S.msi
------- A:‘_i¢l‘l

....... CommmandLing srsseees
3! () (B4:C0) [01:17:35:271): Client-side and Ul is none or basic: Running entire install on the senver.

ASI () (64:C00 [01:17:35:271]: Grabbed execution matex,

S () (64:C0) [01:17:35:334]: Cloaking enabled,

S (2] (642000 [01:17:35:334): Attermnpting to enable all disabled pmaleges before calling Install on Server

31 () (64:C0) [01:17:35:334): Incrementing counter to disable shutdown. Counter after increment:

M3 (5] (E4:0C) [01:17:35:400): Running installation inside multi- package transaction CUMPBIZFOF307-8F72-43ET-B759-5033E9.
31 (5] (E4:0C) [01:17:35:400): Grabbed execution mutex.
A5 (5) (E4:68) [01:17:35:400]): Resetting cached policy values

n

Pic 5. Installation log

If the package installation concludes unsuccessfully, the logs can provide insight into the underlying
issues. To rectify the problem, you may either edit the installation project and regenerate the
package, or opt to repeat the repackaging process.
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Chapter 8: Command-Line Interface

The MSI Package Builder command-line interface provides a set of commands that allow you to
monitor installations, build packages, repackage installations, import/export projects and perform
other operations. These commands can be used as alternatives for the features available in the
program GUI, so you can run a command from the command-line for the main features instead of
performing it in the GUIL. However, the command-line interface supports the basic features only, and
you need to use the GUI to work with the advanced features.

The command-line interface is provided by the PackageBuilderCMD.exe executable available in the
program installation folder. You can run a command using the following format:

PackageBuilderCMD.exe <command>

Command Description
-monitor Monitor system activity and create a project based on the captured changes.
-build-msi Build an MSI package using an existing project.
-build-appv Build an App-V package using an existing project.
-build-appx Build an MSIX/AppX package using an existing project.
-repackage-msi Repackage an installation to the MSI package format.

-repackage-appv | Repackage an installation to the App-V package format.

-repackage-appx | Repackage an installation to the MSIX/AppX package format.

-sign-package Sign the package with a digital certificate.
-import-project Import the project from an archive file.
-export-project Export the project to an archive file.

-test-deployment | Test functionality of the package

-help <command> | Display detailed help for the specified command.

The command-line interface requires that you should have a license for the program. It is possible to
use the command-line interface in the trial mode, but the generated MSI packages will have the
same restrictions as those applied to packages generated in the GUI.

0 You need to have local administrative permissions to run MSI Package Builder commands, so it
is recommended to open the command-line prompt in Windows “As Administrator”.

If you would like to get help for a specific command, you can run PackageBuilderCMD.exe with the

—help command, for example:

PackageBuilderCMD.exe -help monitor

Detailed information on these commands and examples of their usage are available in the next
chapters.

What's Inside
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Monitoring Command

Package Building and Signing Commands
Repackaging Commands

Package Testing Commands

Project Import and Export Commands
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Monitoring Command

The monitoring command allows repackaging an installation and creating a project based on the
captured changes. As a result of the execution of this command, you get a project with captured
changes, which you can use to generate a package in different formats. When you run the
monitoring command, the repackaging process is performed on the local machine, so you need to
make sure your repackaging environment is clean and you follow the repackaging best practices.

To run monitoring, you need to execute the following command:

PackageBuilderCMD.exe -monitor <project-name> [-i <application-path> [-p <application-

params>] | -m <applications-list>] [-| <path>] [-e <project-archive>] [-c]

Parameter Optiona Description
I
<project-name> No The name of the project to be created.
-i <application-path> Yes The path to the installation to be monitored (*.exe, *.bat,

*.cmd, *.msi, *.msp file types are supported).

-p <application- Yes Command-line parameters of the installation. This parameter

params> can be used if the installation path is specified with the —i
option.

-m <applications-list> | Yes The path to the .csv file with a list of installations to be

captured and their command-line parameters.

-1 <path> Yes The path to the project to be created. If this option is skipped,
the project is created in the current folder.

-e <project-archive> Yes The path to the archive file to export the project to.

-C Yes Prepare the project after monitoring.

The monitoring command can be used for capturing installations and system changes. For example, if
you need to repackage an executable installation, you can run the following command:

PackageBuilderCMD.exe -monitor AdobeReader —i c:\downloads\reader-install.exe —c

When you monitor an installation, the specified installation file is executed automatically, and you
need to follow the installation steps as usual. The monitoring progress and additional information are
displayed in the console window . Once the installation is completed, the monitoring stops
automatically and the project is created.
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B8 Administrater: Command Prompt - PackageBullderCMD.exe -moniter AdobeReader «i d:\inst2IREXELAdbeaRdr11003_en_US.exe <1 o\ MSIProjects), -c - m| A

oring changes to the system... )

Pic 1. Monitoring console
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If you need to repackage multiple installations into a single package, you can run the following
command using the path to a .csv file where the installations and their command-line parameters are
specified:

PackageBuilderCMD.exe —monitor OfficeTools —m c:\config\office-tools.csv —

The program starts monitoring and runs the installations specified in the .csv file. When the last
installation is completed, the monitoring stops automatically and the project is created. You can use
the created project to generate an output package by running other commands.

Using the monitoring command, you can also capture system changes to generate a project
including those changes. In this case, you don't have an installation to be repackaged, so you need
to start monitoring and apply the required changes manually. Run the following command that
enables that:

PackageBuilderCMD.exe —monitor FontsInstall —c
When monitoring is enabled, you need to apply the required changes to be captured. To stop

monitoring and create a project, you need to press F6 in the monitoring console window.

Final Notes

In the examples above, the —C parameter is used. It allows preparing a project after monitoring by
saving all captured files in the project folder, so that the project can be transferred to another
computer and used for generating a package. It's recommended to use the —C if there are no
reasons to skip it.

If you don't use the —| parameter to specify a path to the project location, the program creates a
folder with the project name locally, i.e. in the folder where PackageBuilderCMD.exe is executed.

Use the —| parameter to specify a path to the project location if you need to save the project to a
specific directory.

You can save the project content as a single archive file using the —e option.

Package Building and Signing Commands

If you have a project, you can generate a package using the project content. It is possible to
generate a package in the MSI, App-V and AppX/MSIX formats.

MSI Package Generation

To generate an MSI package, you can run the following command:

PackageBuilderCMD.exe -build-msi <project-path> <package-path> [-g <guid>] [-u <guid>] [-m

<manufacturer>] [-n <product-name>] [-| <language-id>] [-v <version>] [-p <x86 | x64>]

Parameter Optiona Description
|
<project-path> No The path to the project used to generate an MSI package.
<package-path> No The path to the MSI package output file.
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Parameter Optiona Description
|
-g <guid> Yes Set the product GUID for the generated MSI package.
-u <guid> Yes Enable an upgrade for the generated MSI package with the specified
GUID.
-m Yes Set the manufacturer for the generated MSI package.
<manufacturer>
-n <product- Yes Set the product name for the generated MSI package.
name>
-l <language-id> | Yes Set the MSI package language.
-v <version> Yes Set the MSI package version.
-p <x86|x64> Yes Set the MSI package platform.

To generate an MSI, you need to specify a path to the project and the output file only. Other
parameters are optional. For example, you can use the following command to generate an MSI
package:

PackageBuilderCMD.exe -build-msi c:\Projects\AdobeReader c:\Projects\AdobeReader.msi

The project name, manufacturer, version and other settings should be specified in the project, so
that you don't have to specify them when you generate a package from the command-line. If those
settings are missing for some reason, you can specify them using the corresponding command-line
parameters.

App-V Package Generation

To generate an App-V package, you can run the following command:

PackageBuilderCMD.exe -build-appv  <project-path> <package-path> [-g <guid>] [-m

<manufacturer>] [-n <product-name>] [-| <language-id>] [-v <version>] [-p <x86 | x64>]

Parameter Optiona Description
|
<project-path> No The path to the project used to generate an App-V package.
<package-path> No The path to the App-V package output file.
-g <guid> Yes Set the product GUID for the generated App-V package.
-u <guid> Yes Enable an upgrade for the generated App-V package with the
specified GUID.
-m Yes Set the manufacturer for the generated App-V package.
<manufacturer>
-n <product- Yes Set the product name for the generated App-V package.
name>
-l <language-id> | Yes Set the App-V package language.
-v <version> Yes Set the App-V package version.
-p <x86|x64> Yes Set the App-V package platform.
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Example:

PackageBuilderCMD.exe -build-appv c:\Projects\AdobeReader c:\Projects\AdobeReader.appv

MSIX/AppX Package Generation
To generate an MSIX/AppX package, you can run the following command:

PackageBuilderCMD.exe -build-appx <project-path> <package-path> [-a <package-name>] [-u
<publisher>] [-d <package-description>] [-m <manufacturer>] [-n <product-name>] [-| <language-
id>] [-v <version>] [-p <x86 | x64>]

Parameter Optiona Description
|
<project-path> No The path to the project used to generate an MSIX/AppX
package.
<package-path> No The path to the MSIX/AppX package output file.
-a <package-name> Yes The package name.
-u <publisher> Yes The name of the package publisher (in the Relative

Distinguished Name (RDN) format)

-d <package- Yes The package description.

description>

-m <manufacturer> Yes Set the manufacturer for the generated MSIX/AppX package.
-n <product-name> Yes Set the product name for the generated MSIX/AppX package.
-l <language-id> Yes Set the MSIX/AppX package language.

-v <version> Yes Set the MSIX/AppX package version.

-p <x86|x64> Yes Set the MSIX/AppX package platform.

Example:

PackageBuilderCMD.exe -build-appx c:\Projects\AdobeReader c:\Projects\AdobeReader.appx

Package Signing

You can digitally sign a package using the sign command. You can find detailed information on digital
signatures in the signing packages chapter. To digitally sign a package, run the following command:

PackageBuilderCMD.exe -sign-package <package-path> <certificate> [-p <password>] [-t
<timestamp-url>]

Parameter Optiona Description
I
<package-path> No The path to the AppX or MSI package to sign.
<certificate> No The path to the certificate pfx file to sign the package with.
-p <password> Yes The certificate password.
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Parameter Optiona Description
|
-t <timestamp- Yes The timestamp URL to use in the signing process.
url>
Example:

PackageBuilderCMD.exe -sign-package c:\Projects\AdobeReader.msi c:\certificate.pfx
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Repackaging Commands

MSI Package Builder enables you to convert an existing installation into an MSI, App-V, or
MSIX/AppX package. When you execute the repackaging command, the software initiates the
targeted installation on your local machine and starts monitoring. You should complete the
installation steps as usual, while the program records the changes. Finally, it generates a package in
the chosen format, incorporating your specified configuration parameters.

MSI Packaging
To repackage an installation into an MSI package you can run the following command:

PackageBuilderCMD.exe -repackage-msi <application-path> [-x <application-params>] <package-
path> [-r <project-path>] [-s] [-m <manufacturer>] [-n <product-name>] [-| <language-id>] [-v
<version>] [-p <x86 | x64>] [-g <guid>] [-u <guid>]
Parameter Optiona Description
|

application-path No The path to the installation to be monitored (*.exe, *.bat, *.cmd,
*.msi, *.msp file types are supported).

package-path No The path to the MSI package output file.

-Xx <application- Yes Command-line parameters of the installation.

params>

-r <project-path> Yes Path to the project to be created, including the project name.

-s Yes Run command in Windows Sandbox.

-m Yes Set the manufacturer for the generated MSI package.

<manufacturer>

-n <product- Yes Set the product name for the generated MSI package.

name>

-l <language-id> | Yes Set the MSI package language.

-v <version> Yes Set the MSI package version.

-p <x86|x64> Yes Set the MSI package platform.

-g <guid> Yes Set the product GUID for the generated MSI package.

-u <guid> Yes Enable an upgrade for the generated MSI package with the specified
GUID.

Example:

PackageBuilderCMD.exe -repackage-msi c:\Downloads\AdobeReaderInstaller.exe c:

\Packages\AdobeReader.msi

When performing repackaging, you must specify only the path to the repackaged installation and the
path for the generated package; other parameters are optional. Repackaging is performed by default
on the local machine, therefore, ensure your repackaging environment follows the repackaging best
practices. Use a clean VM for repackaging, where MSI Package Builder is installed only. If you prefer
repackaging in Windows Sandbox, specify the corresponding command-line option.
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Other configuration parameters are the same as specified during in the GUI in the Project Details
view, so you can enter them for the product name, manufacturer, package language, version, and
platform. For packages designed to upgrade, set the necessary product GUID and upgrade GUID.

App-V Packaging
To repackage an installation into an App-V package you can run the following command:

PackageBuilderCMD.exe —repackage-appv  <application-path> [-x  <application-params>]
<package-path> [-r <project-path>] [-s] [-m <manufacturer>] [-n <product-name>] [-| <language-
id>] [-v <version>] [-p <x86 | x64>] [-g <guid>]

Parameter Optiona Description
I

application-path No The path to the installation to be monitored (*.exe, *.bat, *.cmd,
*.msi, *.msp file types are supported).

package-path No The path to the App-V package output file.

-x <application- Yes Command-line parameters of the installation.

params>

-r <project-path> Yes Path to the project to be created, including the project name.
-S Yes Run command in Windows Sandbox.

-m Yes Set the manufacturer for the generated App-V package.
<manufacturer>

-n <product- Yes Set the product name for the generated App-V package.
name>

-I <language-id> |Yes Set the App-V package language.

-v <version> Yes Set the App-V package version.

-p <x86|x64> Yes Set the App-V package platform.

-g <gquid> Yes Set the product GUID for the generated App-V package.
Example:

PackageBuilderCMD.exe -repackage-appv c:\Downloads\AdobeReaderlInstaller.exe c:

\Packages\AdobeReader.appv

The command-line parameters used for App-V generation closely mirror those for generating MSI
packages, as detailed in the previous section.

MSIX/AppX Packaging

To repackage an installation into an MSIX/AppX package you can run the following command:

PackageBuilderCMD.exe -repackage-appx <application-path> [-x <application-params>] <package-
path> [-r <project-path>] [-s] [-m <manufacturer>] [-n <product-name>] [-| <language-id>] [-v
<version>] [-p <x86 | x64>] [-a <package-name>] [-u <publisher>] [-d <package-description>]
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Parameter Optiona Description
|

application-path No The path to the installation to be monitored (*.exe, *.bat, *.cmd,
*.msi, *.msp file types are supported).

package-path No The path to the MSI package output file.

-X <application- Yes Command-line parameters of the installation.

params>

-r <project-path> Yes Path to the project to be created, including the project name.
-s Yes Run command in Windows Sandbox.

-m Yes Set the manufacturer for the generated MSIX/AppX package.
<manufacturer>

-n <product- Yes Set the product name for the generated MSIX/AppX package.
name>

-l <language-id> | Yes Set the MSIX/AppX package language.

-v <version> Yes Set the MSI/AppX package version.

-p <x86|x64> Yes Set the MSI/AppX package platform.

-a <package- Yes The package name.

name>

-u <publisher> The name of the package publisher (in the Relative Distinguished

Name (RDN) format).

-d <package- The package description.
description>

Example:

PackageBuilderCMD.exe -repackage-appx c:\Downloads\AdobeReaderInstaller.exe c:

\Packages\AdobeReader.msix

The command-line parameters used for MSIX/AppX generation closely mirror those for generating
MSI packages, as detailed in the previous section. You can also specify MSIX/AppX-specific
properties, including the package name, publisher, and description.

Package Testing Commands

The program facilitates testing of generated packages through a command-line interface. This
testing ensures that packages install and uninstall correctly, and verifies the proper functioning of
the installed program. To initiate testing via the command-line, execute the command below:

PackageBuilderCMD.exe -test-deployment <package-path> [-m <test-mode>] [-| <log-path>] [-s]

Parameter Optiona Description
I
<package-path> No Path to the MSI, App-V or MSIX/AppX package for testing.
-m <test-mode> | Yes Mode for testing the package.
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Parameter Optiona Description
|
-l <log-path> Yes Path to the root directory to store log files.
-s Yes Run command in Windows Sandbox.
Example:

PackageBuilderCMD.exe -test-deployment c:\Projects\AdobeReader.msi

To conduct deployment testing, you must provide the path to the packages being tested. While
other options are available, they are not mandatory. Testing is executed on the local machine by
default; however, you may opt to perform tests in Windows Sandbox by using the appropriate
option.

The program offers various testing modes, with the default being a full test. This comprehensive
test includes the installation of the package, execution of the deployed program, and subsequent
uninstallation. The available testing modes are as follows:

Testing Mode Description

full The full testing is performed, including the package deployment, executing the
deployed program and package uninstallation.

run The program deployment and execution of the deployed program are tested
only.
install The program deployment is tested only.
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Project Import and Export Commands

MSI Package Builder has commands that allow you to export and import projects to/from the project
archive file. Using the project archive file, you can transfer a project to another computer or back
up a project as a single file.

You can use the following command to export a project:

PackageBuilderCMD.exe -export-project <project-path> <project-archive>

Parameter Optiona Description
|
<project-path> No The path to the project to export.
<project-archive>  No The path to the destination project archive file *.pbproj.
Example:
PackageBuilderCMD.exe -export-project c:\Projects\AdobeReader c

\Projects\AdobeReader.pbproj
To import a project from the project archive file, you can run the following command:

PackageBuilderCMD.exe -import-project <project-archive> <project-location> [-n <project-name>]

Parameter Optiona Description
I

<project-archive>  No The path to the project archive file *.pbproj to import.
<project-location> No The path to the folder to import the project content to.
-n <project- Yes The name of the project to be created to store the imported data.
name>
Example:
PackageBuilderCMD.exe -import-project c:\Projects\AdobeReader.pbproj c:

\Projects\AdobeReader
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Chapter 9: Log

The log is designed to store information on the events taking place while the program is running.
Most of them are messages sent by the operations and operations results. Such events are
displayed in the Log view and can significantly help you to analyze the operation execution results
and troubleshoot problems taking place while the program is in use. The log may grow continually,
thus slowing down the program loading and response time. To prevent this, it can be cleared
manually at any moment.

In this chapter, we will explain how to analyze the log to ensure that the operations are completed
successfully or to troubleshoot possible problems and describe the option of exporting the log to a
simple format.

What's Inside
Analyzing Log
Exporting Log

Analyzing Log

The main purpose of the Log view is to help you understand if the operation execution has
succeeded and troubleshoot problems if any have occurred. Each entry in the log has a severity
icon, a title and a description. From the title, you can understand which operation has been
performed; the description provides you with the result message and a hint on solving the problem,
if any; and the severity icon can be used to quickly understand if the operation has fully succeeded.

For example, let us take a closer look at the following result set in the log

Log

This view centains all operation results and other program events - F B
Title Description Time
> OEPackage Deployment Test The deployment test completed successfully. See child nodes or open Its for result details. 12/6/2023 1:23:41 AM

0 Create MSI Package The 'Adobe Reader 9.msi' MS| installer package has been created succ nd saved to the C\msi\Adobe Reader &, path. 12 23 1:16:57 AM

v /I Open 'Drives' Project The operation has been completed with warnings. See child nodes for details 12 23 11:32:42 PM
A8, Load Files The 'VBoxUSB\VBoxUSB.sys' file content (ID: 287f07a3-f236-4b32-917a-f3edbla2%ca) could not be loaded. The systern cannot find 12 23 11:32:41 PM
the file specified (Error code: 2).

i Load Files The 'Driver Package\VBoxDrv.sys' file content (ID: 06d5b634-81c2-405e-976b-7a0a%b39885a) could not be loaded. The system 127572023 11:32:41 PM
cannot find the file specified (Error code: 2).

Pic 1. Sample logged events

The picture above shows the set of result we received after performing an operation. As we can
see, most of the logged events are informational, but some stand for problems. We need to find out
what caused the problem and what should be done to avoid it in future. In addition, it may be
interesting to go through the warnings to see if anything wrong is going on.

After the results have been reviewed and all the problems have been solved, you can run the
operation again and ensure that it completes successfully.
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Exporting Log

With MSI Package Builder, you can easily export the log to the CSV file format for future analysis or
processing by an automated tool. To export the log, click the Export button from the Log view
toolbar or choose the Export item from the pop-up menu. The Export Log dialog will appear on the
screen

Export Log W
Configure Log Export ==
Provide the path to the C5V file to export the log to. A detailed description of - _f’i
the export format can be found in the product docurmentation, —
Export To: |CAUsers\Ale\Docurments ll:::j.l::.'.l'
] 4 Cancel

Pic 1. Exporting Log

In the Export Log dialog, you are offered to choose a file you are going to save the log data to.
The file path should be provided to the Export To field. After you are ready with configuring the
export, press OK to proceed. The file containing the log data will be created in the path specified.

The CSV file with the exported data consists of four columns, which are the following:

Column Header Description
Index
1 Title The logged event title (including the path).
2 Severity The logged event severity level.
3 Description The logged event description.
4 Time The time when the event occurred.

Sample exported log data in the CSV format
"Title","Severity","Description","Time"

"Create MSI Package","Information","The operation was completed successfully.","12/3/2013
11:14:50 AM"

"Create MSI Package","Cancel”,"The operation was canceled by the user.","12/3/2013 11:12:51 AM"

"Create MSI Package\Code Page Verification","Cancel","All code page errors should be resolved for a
successful MSI package creation. To find out which items could not pass the code page
verification process, review the Application Log.","12/3/2013 11:12:51 AM"

"Create MSI Package\Code Page Verification","Warning","The characters contained in the
'HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Adobe\PDF
Owner\PreviousOwner\Acroexch.Document.7\shell\Open' Registry item are not available in the code
page selected for the MSI package.","12/3/2013 11:12:43 AM"

"Create MSI Package\Code Page Verification","Warning","The characters contained in the

'HKEY _LOCAL_MACHINE\SOFTWARE\Wow6432Node\Adobe\PDF
Owner\PreviousOwner\CLSID\{B801CA65-A1FC-11D0-85AD-444553540000}\Verb\0' Registry item
are not available in the code page selected for the MSI package.","12/3/2013 11:12:43 AM"
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"Create MSI Package\Code Page Verification","Warning","The characters contained in the
'HKEY _LOCAL_MACHINE\SOFTWARE\Classes\AcroExch.Document.7\shell\Open' Registry item are not
available in the code page selected for the MSI package.","12/3/2013 11:12:43 AM"

Now you are introduced to the log export and export data file format and can use the export feature
for the log analysis without any misunderstanding.
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Chapter 10: Program Preferences

MSI Package Builder comes with a wide range of settings available for changing by any user. Every
preference page has a detailed description of its content and of the feature it is used to configure.
To reach the program preferences, click the Preferences button available from the Application
Menu. Besides, the clickable Ribbon groups' glyphs open the preference pages that configure the
functionality incorporated in the respective group.

What's Inside
MSI Package Builder Part
Filters Part

Miscellaneous Part

MSI Package Builder Part

The MSI Package Builder part of the program preferences is used to configure the main program
settings, such as the projects storage location, project signing options and user interface settings.
To open the Preferences dialog, click the Preferences button available from the Application
Menu. Feel free to configure the available settings to suit your needs best.

What's Inside
Projects Configuration Page
Package Signing Page

User Interface Page
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Projects Configuration Page

MSI Package Builder is a project based program - this means that all data is grouped by the
projects. Each project contains one or several packages. Such data structure allows grouping the
coupled installations, storing them and managing them as the unit. The projects are saved to the
projects storage. To define a projects storage location, open the program preferences using the
Preferences button from the Application Menu and click the Projects Configuration link on the
navigation bar on the left of the Preferences dialog within the MSI Package Builder group

Preferences 5

rg_ MSI Package Builder  ~ Projects Configuration

Projects Configurat M5l Package Builder iz 3 project based program - this means that all data is grouped by the projects.
B z Here you <an configure the location used to save projects to.
User Interface

Projects Storage

:, L] iy Provide the path to the folder to be used as the M3I Package Builder projects storage. It is
1’ ‘f Filters ., e recommended that the provided path is as short as possible.

Path: | DAMSIPERoot -
Monitoring File Fiters

Monitoring Registry Fiters
Monitoring Process Fiters
Urinstall File Fiters I Provide the support informiation to be added to the generated deployment packages
Urinstall Registry Fiters b describing you as a package vendor, if required,

Contact
Miscellaneous ~ Phone

Cnline Support

Support Information

oo Update Info URL
Layouts )
Proxy Settings Help File URL

Manufacturer URL
Comments

Restore Defaults Apply

Restore Defaults Cancel

Pic 1. The Projects Configuration preference page

The path to the folder to organize the MSI Package Builder projects storage in should be provided to
the Path field within the Projects Root Directory group.

On the Projects Configuration preference page, you can provide the default support information to
be used for all deployment packages, if not overridden for a specific project.
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Package Signing Page

MSI Package Builder allows you to sign generated deployment packages to help guarantee that
users know if your packages have been modified and that they came from you, the publisher. To
configure the signing options, open the program preferences using the Preferences button from the
Application Menu and click the Package Signing link on the navigation bar on the left of the
Preferences dialog within the MSI Package Builder group

Preferences ¥

4 Package Signing

[B | MSI Package Builder -~
Projects Configuration M3l Package Builder allows you to sign generated MSI packages to help guarantee that users know if
w your files have been modified and that they came from you, Here you can configure the signing
User Invterface eptions.

‘1| Digital Signature

'if' Y Filters -~ . Specify if you would like to sign generated M5| packages. To be able to sign a package, you

' - i should select the certificate to be wsed for generating the signature from the certificate store
Monitoring File Fiters and choose the time server used for generating a digital signature time stamp.
Monitoring Ragistry Fiters | Sign packages with a digital signature
Monitoring Process Fiters
Uninstall Fie Fiters @) Select certificate from stores |[EMCO Sign Certificate

Urinstall Registry Flters
Select certificate from file:

{%} Miscellaneous 2= Use auto-generated self-signed certificate
General Sattings Certificate password
Layouts
Proxy Set:r-gs How to install an auto-generated self-signed cedtificate?

Timestarmp Service (URL):

Restore Defaults Apply

Restore Defaults Cancel

Pic 1. Configuring the package signing options

Within the Digital Signature group, you can define if generated deployment packages should be
signed, select the certificate to be used for a digital signature (either from those available in the
certificate storage, or from the file, or use auto-generated one) and choose the time server that
should be used for creating a time stamp for the digital signature.

The package signing options defined in the program preferences are used as default for each
project, but it is possible to override those options for each specific project on the Project Details
view or while creating an MSI package or creating an MSIX/AppX package from the project.

Refer to the Signing Packages section of this document for detailed information on the purpose and
the process of packages signing.
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User Interface Page

MSI Package Builder is a multifunctional tool, which can be used as an easy-to-use installations
repackager and as an advanced packages editor. That is why different user interface configuration
may be required for different persons. The configuration is performed on the User Interface
preference page . To access this page, click the Preferences button from the Application
Menu and select the appropriate link in the navigation bar, on the left in the Preferences dialog
within the MSI Package Builder group.

Preferences 5

;'_!r MSI Package Builder -~ User Inte rfa e

The user intérface options allew you to configure the dialog settings to be uzed by MSI Package

Projects Configuration =
Builder to make your werk with the program more comfortable.

Package Sgrng
car Inberfacs Dialog Settings

|= lﬁl

[y riters ~
Monitaring File Fiters

Monitoring Registry Fiters Run package creation in the background
Monitoring Process Fiters
Uninstall File Filters
Urinstall Registry Fiters

Ask me what to do -
L‘:u{’;} Miscellaneous ™

Genaral Sattings
Layouts
Proxy Settings

Configure the program behavior with respect to Repackage Installation wizard and the option
of displaying a created package in a new Windows Explorer window.

+| Show Repackage Installation wizard on the program startup

Select whether to display the newly created package in a new Windows Explorer window or in
the Packages view:

Restore Defaults Apply

Restore Defaults Cancel

Pic 1. Configuring user interface

For those who use it as a simple repackager, it might be enough to walk through the repackaging
wizard and build a resulting deployment package, so it would be convenient for them to display the
Repackage Installation wizard on start up. However, it is not convenient for those who are using
the program also for managing the software packages or creating their own packages. It is also
possible to define if the deployment package creation is always run in background.

The other aspect is a decision making. By default, after each deployment package creation the
program asks if the folder containing the newly created package should be opened in Windows
Explorer. If your answer is always the same, you can answer this question only once, on the User
Interface page. You can configure the program to perform one of the following actions
automatically after generating a package: open the package in the Packages view, reveal the
package in Windows Explorer, or take no action. By default the program prompts you for a preferred
action following each package generation.
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Filters Part

During the monitoring process MSI Package Builder records the modifications performed by all
processes that operate in the system. Thus monitoring results can include the modifications
performed by system processes. These modifications do not refer to the application or installation
that you have monitored and that is why they should be excluded from monitoring results. This goal
can be reached using the Monitoring Processes Filters configuration. While using process filters, the
changes made by those processes are automatically excluded from the resulting deployment
package. In the same manner, there are registry keys and file system paths that should be excluded
from the resulting deployment package. The Monitoring Registry Filters and Monitoring File Filters
configuration allow you to fulfill this.

When the installation creates a joint resource that is commonly used by several applications, such
resource should be indicated as permanent. Permanent files, keys and registry entries are not
deleted during application uninstall process to prevent functionality violation of applications that use
these resources. You are able to set permanency option for each resource in separate during its edit
but it seems to be quite a complex way. To simplify the operation with permanent resources MSI
Package Builder comes with a set of predefined uninstall filters and allows you to add some.

All the filters in MSI Package Builder are set up in the program preferences. Press the Preferences
button from the Application Menu and you'll find the filtration settings under the Filters group.

What's Inside

How should I correctly specify the filter value?
Monitoring File Filters Page

Monitoring Registry Filters Page

Monitoring Processes Filters Page

Uninstall File Filters Page

Uninstall Registry Filters Page
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How should | correctly specify the filter value?

With MSI Package Builder, it is possible to define a set of monitoring filters that allow skipping the
activity of the defined processes or the changes made to the defined file system items and registry
keys during the Live Monitoring process and a set of uninstall filters that allow leaving joint
resources on a PC after an MSI is uninstalled. In this chapter, we will show you how to specify a
filter value. There are two methods of specifying a filter value — those are using a simple filter value
and using a regular expression. Let us take a close look at each method.

Simple Filter Value

Simple filter value is a string to be used for matching elements to be filtered. In case of a processes
filter this string should be a process name, e.g. explorer.exe. For the file system filters this string
should be a file system path to filter — all the sub-directories and files in the path specified are also
filtered, for example C:\Windows)\ filter value will lead to filtering all data inside Windows directory.
The registry filter string should match a path to the registry key - all the sub-keys along with
registry values in the path specified are filtered, e.g. choosing HKEY _LOCAL MACHINE as root key

and setting Software\Microsoft\Windows NT as key will filter all data inside Windows registry key.

— While specifying a simple filter value you can use wildcard characters same as for file system

T search, for example setting a file system filter value to ?:\Temp* will filter all the folders that

start with Temp from all logical drive, such as C:\Temp, D:\Temporary Data, etc.

Regular Expressions

Using regular expressions is a more advanced way of a filter value specification. Regular expression
is a string that is used to match a set of strings, particular characters, words, or patterns of
characters according to certain syntax rules that are described below. Regular expressions usage is
a more flexible way of specifying a filter value than a simple filter value, because one regular
expression can cover lots of items to be filtered. For example:

AS{CommonUserFolder}S\\[*\\]+\\Local Settings\\!(Application Data\\).+$

This expression will filter all the folders from the Local Settings folder of each user except the
Application Data folder.

The following syntax should be used to define a filter value with a help of regular expression.

Metacharact Meaning
er

Matches any single character.
[] Indicates a character class. Matches any character inside the brackets (for

example, [abc] matches a, b, and ¢).

N If this metacharacter occurs at the start of a character class, it negates the
character class. A negated character class matches any character except those

inside the brackets (for example, [*abc] matches all characters except a, b, and c).

If ~ is at the beginning of the regular expression, it matches the beginning of the
input (for example, [abc] will only match input that begins with a, b, or ).
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Metacharact
er

*

??, +?, *?

()

Meaning

In a character class, indicates a range of characters (for example, [0-9] matches
any of the digits O through 9).

Indicates that the preceding expression is optional: it matches once or not at all
(for example, [0-9][0-9]? matches 2 and 12).

Indicates that the preceding expression matches one or more times (for example,
[0-9]+ matches 1, 13, 456, and so on).

Indicates that the preceding expression matches zero or more times.

Non-greedy versions of ?, 4+, and *. These match as little as possible, unlike the
greedy versions that match as much as possible (for example, given the input

<abc><def>, <.*?> matches <abc> while <.*> matches <abc><def>).

Grouping operator (for example (\d+,)*\d+ matches a list of numbers separated by

commas, such as 1 or 1,23,456).
Indicates a match group.

Escape character: interpret the next character literally (for example, [0-9]+
matches one or more digits, but [0-9]\+ matches a digit followed by a plus
character). Also used for abbreviations (such as \a for any alphanumeric character

- see the following table for details).

If \ is followed by a number n, it matches the nth match group (starting from 0).
Example: <{.*?}>.*?</\0> matches <head>Contents</head>.

At the end of a regular expression, this character matches the end of the input (for
example, [0-9]S matches a digit at the end of the input).

Alternation operator: separates two expressions, exactly one of which matches (for
example, T|the matches The or the).

Negation operator: the expression following ! does not match the input (for
example, alb matches a not followed by b).

The following abbreviations can be used in regular expressions.

Metacharact
er

\a
\b
\c
\d
\h
\n

Meaning

Any alphanumeric character: ([a-zA-Z0-9])
White space (blank): ([ \\t])

Any alphabetic character: ([a-zA-Z])

Any decimal digit: ([0-9])

Any hexadecimal digit: ([0-9a-fA-F])

Newline: (\r|(\r?\n))
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Metacharact Meaning
er

\q A quoted string: (\"["\"*\") [ (\'[*\'T*\")

\w A simple word: ([a-zA-Z]+)

\z An integer: ([0-9]+)

Now you are introduced to the possible ways of specifying a filter value and should be able to
provide any filter to solve any problem.

OS and Platform Conditions

For any filter type, you may configure conditions, including the operating system, the OS build
number and the platform. It allows you to configure filters to be used for specific operating systems
only. OS and platform conditions can be configured in the Conditions tab

Add Mo ni1urmg File Filter W
Filter Condition (R
Previde a file-system path to be filtered dunng the montoning process. Changes to all files and
subfolders in the previded folder will also be filtered. '

General | Conditions

Apply this filter enly on operating systems where all of the following cenditions are met:

Operating System: |equals = | |Windows 10
Build Number: i5 greater than - | 18363
Platform: equals - | |wbd

0] 4 Cancel

Pic 1. Configuring OS and platform conditions filters

As a condition, you may specify the required Operating System, Build Number and Platform, or
any combination of these fields together with the comparison operators. The applied conditions are
displayed in the filters list, so you can find filters that are applicable for the current OS or any
specific OS.
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Monitoring File Filters Page

The Monitoring File Filters are used to allow the Live Monitoring technology to skip the changes
performed to specific files and folders. This prevents unnecessary changes from being included into
a deployment package based on monitoring results. To configure the Monitoring File Filters open the
program preferences using the Preferences button from the Application Menu and click the
Monitoring File Filters link on the navigation bar on the left of the Preferences dialog within the
Filters group

Preferences 5

Y st pockage susder ~ Monitoring File Filters

The Monitaning File Filters sre used to allow the Live Manitening technology to skip the changes
pedformed to specific files and felders, This prevents unnecessany changes from being included into a
deployment package based on monitanng results.

Projects Configuration
Package Sgrng
User Interface

I 'nl Filters

fe=

B ‘Y’ Filters ” o= The Monitoring File Filters consist of predefined system filters and user-defined filters. System

' filters can only be enabled or disabled, As for user-defined filters, it is pessible not only to
Mot Fie Filters enable or disable such filters, but also to add new filters and edit or delete any.

Monitoring Registry Fiters
Monitoring Process Fiters
Lirinstall File Fiters Filter Coenditions
Urinstall Registry Fiters

+ | Use the following filbers ¥ F T

~ Systemn Filters

|| H AppDataFolder}S\Microsoft\ CryptnetUrCache 05 is less than
Miscellaneous . . X
« || S AppDataFolder}S ' Microsoft\Crypto
Genaral Sattings + || S AppDataFolder}5\Microsoft\Protect
Layouts +| §{AppDataFolder)$ Microseft\SystemCertificates
Proxy Settings
|| { AppDataFolder}$ Microsoft\Windows\Cookies 08 is greater tl
| ${AppDataFalder)S\Microseft\ Windows\IETIdCache
+ | HAppDataFolder}S Microsoft\Windows\PrivaclE

[AppDataFolder}5 Microsoft\ Windows\ Recent 05 is greater tl

{\.

£

S AppDataFolder S\ Microsef\ Windows\ Thermes\ CachedFilas

Restore Defaults Apply

Rti!ﬂrt'}t‘{ﬂu'ti (4].4 Cancel

Pic 1. Configuring Monitoring File Filters

The filters are divided into two categories; those are User Filters and System Filters. The system
filters are predefined ones and cannot be deleted, but can be disabled, if required, using the
Disable Selected item from the pop-up menu. You can then re-enable any filter using the Enable
Selected menu item. To enable/disable a filter and to check if it is enabled, you can use the check
boxes located on the left of each row representing the filter. It is also possible to refuse filtering file
system items by disabling the Use the following filters option.

Toolbar Overview

Add Filter
* The Add Filter button should be used to add a new user-defined Monitoring File Filter.
. Edit
.

The Edit button allows you to change the selected user-defined Monitoring File Filter.
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Delete

7| The Delete button allows you to delete the selected user-defined Monitoring File Filter
items.

Clear User Filters

& The Clear User Filters button should be used to delete all user-defined Monitoring File
Filter items.

View Mode

The View Mode button is intended to show only the filters that meet specific criteria. You
may show all the filters, the filters applicable for the current OS only, or specify a custom
criterion for filters.

As for the user filters, those are the user-defined ones. To add a new filter, use the Add Filter item
from the pop-up menu or press the Add Filter button on the toolbar.

Add Monitorning File Filter -

Filter Condition .
Previde a file-system path to be filtered during the monitoring process. Changes to all files and
subfolders in the provided folder will also be filtered, l
General | Conditions
Path: | S{WindowsVolume )5 MyIDLA]
Use a regular expression while specifying the filter value

Hanas wlheny dd T o fie Hhe filber vabe corracty?

TN o W & offiatdl ol Wy TR VT Wity DON ROV

8] 4 Cancel

Pic 2. Configuring a Monitoring File Filter

When configuring a Monitoring File Filter , You should provide a file system path to be filtered.
All changes to the specified path are ignored during a monitoring process. You can provide the path

manually or select it through the file picker using the L button built into the edit box. It is possible
to use the system folder definition placeholders while specifying the filter, these placeholders are
replaced automatically with corresponding file system paths during an installation monitoring
process. See System Folder Definition Placeholders section of this document for the list of available
placeholders.

Each system folder definition should be proceeded with ${ and succeeded with }$, e. g.
${ProgramFilesFolder}$.
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The L and | buttons built into the edit box can help you with replacing specific paths to their
system folder definitions and vice versa. If you enable the Use a regular expression while
specifying the filter value option, you can define a filter that will exclude all paths matching the
expression from monitoring results. See the How should I correctly specify the filter value? section
of this document for a detailed description of possible values.

A filter can be used in specific environments if you configure conditions for it. On the Conditions
tab you can specify the Operating System, the Build Number (of the 0OS) and the
Platform where the filter should be applied. You can use one or multiple criteria together with the
comparison operators to specify environments for the filter. If you specify a condition, you can see
its value in the filters list. Using conditions can be helpful if you plan to perform monitoring on
different OSs so that you can configure OS/platform-specific filters, if required.

Add Monitoning File Filter X
Filter Condition

Previde a file-systemn path to be filtered during the monitoring process. Changes to all files and
subfalders in the previded folder wall also be filtered. '

General | Conditions

Apply this filter only on operating systems where all of the following cenditions are met:

l:IFtla'.lng 5:,'-:.!¢rn: r-;|l.:.1|1. = Windows 10
Build Number: is greater than - | 18363
Platfarm: equals » | |xbd

8] 4 Cancel

Pic 3. Configuring OS and platform conditions

To edit a user-defined Monitoring File Filter select it in the filters table and choose the Edit menu
item from the pop-up menu or press the Edit button on the toolbar. The filter editing process is
similar to the above-stated creation process. To delete the user-defined filters that are no longer
needed, you can select those items in the filters table and choose the Delete menu item from the
pop-up menu or press the Delete button on the toolbar. It is also possible to delete all user-defined
filters using the Clear User Filters menu item and the corresponding button on the toolbar.
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Monitoring Registry Filters Page

The Monitoring Registry Filters are used to allow the Live Monitoring technology to skip the changes
performed to specific registry keys. This prevents unnecessary changes from being included into a
deployment package based on monitoring results. To configure the Monitoring Registry Filters open
the program preferences using the Preferences button from the Application Menu and click the
Monitoring Registry Filters link on the navigation bar on the left of the Preferences dialog within
the Filters group

Preferences -
{“';r MSI Package Builder  ~ Monitoring Registry Filters

Prajects Confiouation The Menitoring Registry Filters are used o allow the Live Monitering technelogy te skip the changes
performed to specific registry keys and values. This prevents unnecessary changes from being

Package Sgrang ] = P
Liser Invterfacs included inte & deployment package based on monitonng results,

f‘hl Filters

,if ‘f Filters ” s The Monitonng Registry Filters consist of predefined systemn filters and user-defined filters,

' System filters can only be enabled or disabled. As for user-defined filters, it is possible not onby
Monitaring File Fiters to enable or disable such filters, but also to add new filters and edit or delete any.

Registry Fit =

Morstoring Process Fiters + | Use the following filbers + F
Lininstall File Fiters Filter Conditions

Jrins {
S gt y ERect ~ System Filters

E}} Miscelianeoas . « | HKEY_CLURRENT_UISERV Softwaret | Microsoft\\Windows\\CurrentVersi.. 05 is greater t]
' | HKEY_CURRENT_USERV\SoftwaretMicrosoft\\\Windows\\ CurrentVersi.. 05 is greater tl

Genaral Sattings + || HKEY_CURRENT_USER\Sessioninformation’ProgramCount
Layouts | HEEY_CURREMT USER\Softwars\AppDatalow 05 is greater t|
Proxy Setings + || HKEY_CURREMT_LISER) Software\Classes\Local Settings\ImmutableMui... 05 is greater ti
+ | HKEY_CURRENT_USER\Software\Classes\Local Settings\MrtCache 05 i greater tl
| HKEY_CURRENT_USER\ Software\Classes\Local Settings\MuiCache 05 is greater t]

HEKEY_CURREMT_USER\Software\Classes\Local Settings\RegMuiCache 05 is greater tl
HEKEY_CURREMT_USER\Software\Classes\Local Settings\SoftwareiMicr... 05 is greater il

{\.

£

Restore Defaults Apply

F!til:vur-:l}rfﬂ ults- (4].4 Cancel

Pic 1. Configuring Monitoring Registry Filters

The filters are divided into two categories; those are User Filters and System Filters. The system
filters are predefined ones and cannot be deleted, but can be disabled, if required, using the
Disable Selected item from the pop-up menu. You can then re-enable any filter using the Enable
Selected menu item. To enable/disable a filter and to check if it is enabled, you can use the check
boxes located on the left of each row representing the filter. It is also possible to refuse filtering
registry keys by disabling the Use the following filters option.

Toolbar Overview

Add Filter

#| The Add Filter button should be used to add a new user-defined Monitoring Registry
Filter.

Edit
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-

The Edit button allows you to change the selected user-defined Monitoring Registry
Filter.

Delete

The Delete button allows you to delete the selected user-defined Monitoring Registry
Filter items.

Clear User Filters

The Clear User Filters button should be used to delete all user-defined Monitoring
Registry Filter items.

View Mode

The View Mode button is intended to show only the filters that meet specific criteria. You
may show all the filters, the filters applicable for the current OS only, or specify a custom
criterion for filters.

As for the user filters, those are the user-defined ones. To add a new filter, use the Add Filter item
from the pop-up menu or press the Add Filter button on the toolbar.

Add Monitoring Registry Filter x
Filter Condition 3.9
Provide a registry key to be filtered during the monitoning process. Changes to all values and subkeys I

in the provided ey will also be filtered. You can use a regular expression, if required, l

General | Conditions
Key: HEEY_CURREMT_USER - {Eﬂft-.'.-are'-.r-q".-'lDIACcrpcratlnrﬂ ]

Use a reqular expression while specifying the filter value

QK Cancel

Pic 2. Configuring a Monitoring Registry Filter
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When configuring a Monitoring Registry Filter , you should define a registry key to be filtered.
All changes to the specified key and its sub-keys are ignored during a monitoring process. To define
a registry key you first choose the root key from the drop down list and then type in the path to the
key in the text edit. If you enable the Use a regular expression while specifying the filter value
option, you can define a filter that will exclude changes to all keys matching the expression from
monitoring results. See the How should I correctly specify the filter value? section of this document
for a detailed description of possible values.

A filter can be used in specific environments if you configure conditions for it. On the Conditions
tab you can specify the Operating System, the Build Number (of the OS) and the
Platform where the filter should be applied. You can use one or multiple criteria together with the
comparison operators to specify environments for the filter. If you specify a condition, you can see
its value in the filters list. Using conditions can be helpful if you plan to perform monitoring on
different OSs so that you can configure OS/platform-specific filters, if required.

Add Monitoring Registry Filter W
Filter Condition

Prewvide a registry key to be filtered during the monitoning process. Changes to all values and subkeys [
in the provided key will also be filtered. You can use a regular expression, if required. I

General | Conditions

Apply this filter only on operating systems where all of the following conditions are met:

Operating System: is less than « | [Windows 10
Build Number: any -
Platforme any

QK Cancel

Pic 3. Configuring OS and platform conditions

To edit a user-defined Monitoring Registry Filter select it in the filters table and choose the Edit
menu item from the pop-up menu or press the Edit button on the toolbar. The filter editing process
is similar to the above-stated creation process. To delete the user-defined filters that are no longer
needed, you can select those items in the filters table and choose the Delete menu item from the
pop-up menu or press the Delete button on the toolbar. It is also possible to delete all user-defined
filters using the Clear User Filters menu item and the corresponding button on the toolbar.
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Monitoring Processes Filters Page

The Monitoring Process Filters are used to allow the Live Monitoring technology to skip the changes
performed by certain processes. This prevents unnecessary changes from being included into a
deployment package based on monitoring results. To configure the Monitoring Process Filters open
the program preferences using the Preferences button from the Application Menu and click the
Monitoring Process Filters link on the navigation bar on the left of the Preferences dialog within
the Filters group

Preferences 5

Monitoring Process Filters

>

r"r. M5I Package Builder

Projects Configuration The Menitoding Process Filters are used to allow the Live Monitoring technology to skip the changes
Package Sigring performed by certain processes. This prevents unnecessary changes from being included into 2
Tntarfacs deployment package based on monitanng results.
[ 'nl Filters
l:’ ‘Y’ Filters ~ % The Monitoring Process Filters consist of predefined system filters and user-defined filters.
' System filters can only be enabled or disabled. As for user-defined filters, it is possible not onby
Monitoring File Fiters to enable or disable such filters, but also to add new filters and edit or delete any.

Monitoring Registry Fiters
Monitoring Process Filters
Uininstall File Fiters Filter Conditions
Urinstall Registry Fiters

+ | Use the following filbers ¥ F T

w System Filters

|| AggregatorHost.exe 05 is greater tl
Miscellaneous ~ .
|| CompatTelRunner.exe 05 is greater tl
Ganeral Sattings ' || congent. exe 05 iz greater tl
:‘"':"": o | Drwtsn3Zexe 05 is less than
oxy Settings
+ || dumprep.ece 05 is less than

Systern Modules Filters

Mgy Specify if the program should skap the changes pedormed dunng monitoning processes by
Ir-:"' specific operating system modules,

Filter default browser

Restore Defaults Apply

Ftci!vur-cl}:’fﬂults- (4].4 Cancel

Pic 1. Configuring Monitoring Process Filters

The filters are divided into two categories; those are User Filters and System Filters. The system
filters are predefined ones and cannot be deleted, but can be disabled, if required, using the
Disable Selected item from the pop-up menu. You can then re-enable any filter using the Enable
Selected menu item. To enable/disable a filter and to check if it is enabled, you can use the check
boxes located on the left of each row representing the filter. It is also possible to refuse filtering
processes by disabling the Use the following filters option.

Toolbar Overview

Add Filter

+| The Add Filter button should be used to add a new user-defined Monitoring Process
Filter.

Edit

The Edit button allows you to change the selected user-defined Monitoring Process Filter.
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View Mode

Clear User Filters

The Delete button allows you to delete the selected user-defined Monitoring Process
Filter items.

The Clear User Filters button should be used to delete all user-defined Monitoring
Process Filter items.

The View Mode button is intended to show only the filters that meet specific criteria. You
may show all the filters, the filters applicable for the current OS only, or specify a custom
criterion for filters.

As for the user filters, those are the user-defined ones. To add a new filter, use the Add Filter item
from the pop-up menu or press the Add Filter button on the toolbar.

Add Meonitoring Process Filter

Filter Condition
Specify the process name to filter the changes made by this process during the
monitanng process, You can use a regular expression, if required.
General | Conditions
Frocess Name: n-.*tra;.-.uei
Use a regular expression while specifying the filter value
Heay e A T emar s il b

- ] PT |
O STROLBT | SEMECNTY BN TRDET WEe e COITacily

] 4

Cancel

Pic 2. Configuring a Monitoring Process Filter
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When configuring a Monitoring Process Filter , you should define a process name to be
filtered. All changes performed by the specified process are ignored during a monitoring. If you
enable the Use a regular expression while specifying the filter value option, you can define a
filter that will exclude changes by all processes which names are matching the expression from
monitoring results. See the How should I correctly specify the filter value? section of this document
for a detailed description of possible values.

A filter can be used in specific environments if you configure conditions for it. On the Conditions
tab you can specify the Operating System, the Build Number (of the OS) and the
Platform where the filter should be applied. You can use one or multiple criteria together with the
comparison operators to specify environments for the filter. If you specify a condition, you can see
its value in the filters list. Using conditions can be helpful if you plan to perform monitoring on
different OSs so that you can configure OS/platform-specific filters, if required.

Add r'.'h;ni'!l:!.'lng Process Filter 4

Filter Condition i
Specify the precess name to filter the changes made by this process duning the
menitarng process, Youw can use a regular expression, if requared, i

General | Conditions

Apply this filter only on operating systems where 3l of the following conditions are met:

Operating System: |is less than or equal to « | 'Windows T
Build Number: any -
Platform: any

QK Cancel

Pic 3. Configuring OS and platform conditions

To edit a user-defined Monitoring Process Filter select it in the filters table and choose the Edit
menu item from the pop-up menu or press the Edit button on the toolbar. The filter editing process
is similar to the above-stated creation process. To delete the user-defined filters that are no longer
needed, you can select those items in the filters table and choose the Delete menu item from the
pop-up menu or press the Delete button on the toolbar. It is also possible to delete all user-defined
filters using the Clear User Filters menu item and the corresponding button on the toolbar.

In addition to using the generic process monitoring filters, you are suggested to define if the
changes performed by specific system modules should be filtered or not. Currently, you can choose
if the activity of a default browser should be taken into account during the monitoring process using
the Filter default browser option.
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Uninstall File Filters Page

The Uninstall File Filters allow you to prevent removing system-critical files while uninstalling a
generated deployment package. All changes to files and folders in the filtered folder that are
captured by the Live Monitoring technology are treated as permanent. To configure the Uninstall File
Filters open the program preferences using the Preferences button from the Application Menu and
click the Uninstall File Filters link on the navigation bar on the left of the Preferences dialog
within the Filters group

Preferences 5

B 1o nier - Uninstall File Filters

Projects Configuration The Uninstall File Filters are used to prevent rtn‘l-‘,‘-ving fyst tl?l‘l-qr:lti\?d' files while Llninglalling B
Package Signing generated M3l package. All changes to files and subfolders in the filtered folder that are captured by
User Tnberfacs the Live Munllcurlng bee hn¢|¢g:,- will be permanant.

I ‘hl Filters

i: ‘Y’ Filters ~ = Thie Uninstall File Filters consist of predefined system filters and user-defined filters, System

' filters can only be enabled or disabled, As for user-defined filters, it is pessible not only to
Monitoring File Fiters enable or disable such filters, but also to add new filters and edit or delete any.
Monit Regestry Fit

HrTg SegrRrTy TIRen + | Use the following filbers + F T

Monitoring Process Fiters
Lininstall Fie Fiters Filter Conditions
Uninstall Registry Fiters

w System Filters

@ P || H{ System16Folder)s
iRCellaneous "
| S SystembdFolder)s Platform equa
General Sattings o || SystemFolder]s
Layouts
Proxy Settings

Restore Defaults Apply

Restore Defaults oK Cancel

Pic 1. Configuring Uninstall File Filters

The filters are divided into two categories; those are User Filters and System Filters. The system
filters are predefined ones and cannot be deleted, but can be disabled, if required, using the
Disable Selected item from the pop-up menu. You can then re-enable any filter using the Enable
Selected menu item. To enable/disable a filter and to check if it is enabled, you can use the check
boxes located on the left of each row representing the filter. It is also possible to refuse filtering
files and folders from uninstall by disabling the Use the following filters option.

Toolbar Overview

Add Filter
= The Add Filter button should be used to add a new user-defined Uninstall File Filter.
. Edit
#

The Edit button allows you to change the selected user-defined Uninstall File Filter.
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Delete

7| The Delete button allows you to delete the selected user-defined Uninstall File Filter
items.

Clear User Filters

Vi The Clear User Filters button should be used to delete all user-defined Uninstall File Filter
items.

View Mode

The View Mode button is intended to show only the filters that meet specific criteria. You
may show all the filters, the filters applicable for the current OS only, or specify a custom
criterion for filters.

As for the user filters, those are the user-defined ones. To add a new filter, use the Add Filter item
from the pop-up menu or press the Add Filter button on the toolbar.

Add Uninstall File Fikter W

Filter Condition
Provide a path to the file-system entry to filter during the MSI package uninstall process. Al files
and subfelders in the provided folder will also be filtered.
General | Conditions
Path: | S{WindowsVolume )5\ NyI0LA|
Use a reqular expression while specifiing the filter value
Hene shed 1 epecifye By lbe ab e corrarty?

2] 4 Cancel

Pic 2. Configuring an Uninstall File Filter

When configuring an Uninstall File Filter , You should provide a file system path to be treated
as persistent. No files and folders in the specified path, including the one represented with this path,
will be deleted while uninstalling a generated deployment package. You can provide the path

manually or select it through the file picker using the LI button built into the edit box. It is possible
to use the system folder definition placeholders while specifying the filter, these placeholders are
automatically replaced with the corresponding file system paths during a deployment package
uninstall process. See System Folder Definition Placeholders section of this document for the list of
available placeholders.

Each system folder definition should be proceeded with ${ and succeeded with }$, e. g.
${SystemFolder}$.
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The L and | buttons built into the edit box can help you with replacing specific paths to their
system folder definitions and vice versa. If you enable the Use a regular expression while
specifying the filter value option, you can define a filter that will treat as permanent all paths
matching the expression. See the How should I correctly specify the filter value? section of this
document for a detailed description of possible values.

A filter can be used in specific environments if you configure conditions for it. On the Conditions
tab you can specify the Operating System, the Build Number (of the 0OS) and the
Platform where the filter should be applied. You can use one or multiple criteria together with the
comparison operators to specify environments for the filter. If you specify a condition, you can see
its value in the filters list. Using conditions can be helpful if you plan to perform monitoring on
different OSs so that you can configure OS/platform-specific filters, if required.

Add Uninstall File Fikter W
Filter Condition

Provide a path to the file-system entry to filter during the M5! package uninstall process. All files
and subfelders in the previded folder will also be filtered.

General | Conditions

Apply this filter only on operating systems where all of the following cenditions are met:

Qperating System: |is less than = | (Windaws 7
Build Number: any -
Platform: By - | %86

Ok Cancel

Pic 3. Configuring OS and platform conditions

To edit a user-defined Uninstall File Filter select it in the filters table and choose the Edit menu item
from the pop-up menu or press the Edit button on the toolbar. The filter editing process is similar to
the above-stated creation process. To delete the user-defined filters that are no longer needed,
you can select those items in the filters table and choose the Delete menu item from the pop-up
menu or press the Delete button on the toolbar. It is also possible to delete all user-defined filters
using the Clear User Filters menu item and the corresponding button on the toolbar.
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Uninstall Registry Filters Page

The Uninstall Registry Filters allow you to prevent removing system-critical registry keys and values
while uninstalling a generated deployment package. All changes to values and sub-keys in the
filtered key that are captured by the Live Monitoring technology are treated as permanent. To
configure the Uninstall Registry Filters open the program preferences using the Preferences button
from the Application Menu and click the Uninstall Registry Filters link on the navigation bar on
the left of the Preferences dialog within the Filters group

Preferences 5

4 Uninstall Registry Filters
B | MSI Package Builder -~

Projects Configuration The Unin_*,tall Regustry Filters sre used to prevent remeving system-cntical registay lct:.es_and walues
while uninstalling a generated M3l package. All changes to values and subkeys in the filtered hey that

Padage Sigring L .
Lssr Interfacs are captured by the Live Monitenng téchnslogy will be permanent.
I ‘hl Filters
:i': ‘Y’ Filters % L Thie Uninstall Registry Filters consist of predefined system filters and user-defined filters.
' q System filters can only be enabled or disabled. As for user-defined filters, it is possible not only
Maonitaring File Fiters to enable or disable such filters, but also to add new filters and edit or delete any.
toring Registry Fit
m.zz ?rec'-:c:ss:-‘-dt:-r-s v*| Use the following filters = F r-
Uninstall File Filters Filter Conditions
irinstall Registry Fiters .
. w Systemn Filters
E}} P || HKEY_CLASSES_ROOT\Component Categones
Bocllaneous a
' | HKEY_CLASSES_ROOT\Wowid3ZNode\.Component Categones
General Sattings + || HKEY_CURRENT_USER\Software\Microsoft\SystemCertificates
:’Imi | HEEY _CURREMT_USER\Software\Microsoft\ Windows NT\CurrentVersio...
oxy Settings . . , \ ,
e + || HKEY_CURREMT_LISER) Software'\Microsoft\ Windows\CurrentVersion,...
+ || HKEY _CURREMT_LISER\ Software\Microsof\ Windows\CurrentVersion\E...
w HKE'I'_!_D'{:;\L_P\.‘E.‘-’NC HINENSOFTWARE Microsoft\Windows NTWCurr...

HEEY_LOCAL_MACHINEMSOFTWARE Wewid32MNode\\Microsaft\\Wi... Platform equa
HEEY _LOCAL_MACHINEDSYSTEM CurrentContralSet\\Control)!(Cla...

{\.

£

Restore Defaults Apply

Ftci!vur-cl}c’fﬂults- (4].4 Cancel

Pic 1. Configuring Uninstall Registry Filters

The filters are divided into two categories; those are User Filters and System Filters. The system
filters are predefined ones and cannot be deleted, but can be disabled, if required, using the
Disable Selected item from the pop-up menu. You can then re-enable any filter using the Enable
Selected menu item. To enable/disable a filter and to check if it is enabled, you can use the check
boxes located on the left of each row representing the filter. It is also possible to refuse filtering
registry keys from uninstall by disabling the Use the following filters option.

Toolbar Overview

Add Filter
* The Add Filter button should be used to add a new user-defined Uninstall Registry Filter.
. Edit
.

The Edit button allows you to change the selected user-defined Uninstall Registry Filter.

Copyright © 2001-2024 EMCO. All rights reserved. 313



EMCO MSI Package Builder 11

Program Preferences

Pal

Delete

The Delete button allows you to delete the selected user-defined Uninstall Registry Filter

items.

Clear User Filters

The Clear User Filters button should be used to delete all user-defined Uninstall Registry

Filter items.

View Mode

The View Mode button is intended to show only the filters that meet specific criteria. You
may show all the filters, the filters applicable for the current OS only, or specify a custom

criterion for filters.

As for the user filters, those are the user-defined ones. To add a new filter, use the Add Filter item
from the pop-up menu or press the Add Filter button on the toolbar.

Add Uningtall Registry Filter W
Filter Condition %
Provide a path to the registry key to filter during the M3I package uninstall process. All keys and values 55 i
in the provided key will also be filtered. You can use a regular expression, if required, [
General | Conditions
Key: HEKEY_CURRENT_USER - [Eaft\.l.-are'-. MVIDIA Corporation]
Use a reqular expression while specifying the filter value
Hiowe showild | specify the filter vakee correctiy?
QK Cancel

Pic 2. Configuring an Uninstall Registry Filter
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When configuring an Uninstall Registry Filter , you should define a registry key to be treated
as persistent. No keys and values from the specified key, including the key itself, will be deleted
while uninstalling a generated deployment package. To define a registry key, you should first choose
the root key from the drop down list and then type in the path to the key in the text edit. If you
enable the Use a regular expression while specifying the filter value option, you can define a
filter that will treat as permanent all keys matching the expression. See the How should I correctly
specify the filter value? section of this document for a detailed description of possible values.

A filter can be used in specific environments if you configure conditions for it. On the Conditions
tab you can specify the Operating System, the Build Number (of the OS) and the
Platform where the filter should be applied. You can use one or multiple criteria together with the
comparison operators to specify environments for the filter. If you specify a condition, you can see
its value in the filters list. Using conditions can be helpful if you plan to perform monitoring on
different OSs so that you can configure OS/platform-specific filters, if required.

Add Uninstall Registry Filter W
Filter Condition

Previde a path to the registry key to filter during the M3l package uninstall process. Al keys and values
in the provided key will also be filtered. You can use a regular expression, if required,

General | Conditions

Apply this filter only on operating systems where all of the following conditions are met:
Qperating System: is less than « | (Windows 7

Build Number: any -

Platforrme any

(] 4 Cancel
L Lancel

Pic 3. Configuring OS and platform conditions

To edit a user-defined Uninstall Registry Filter select it in the filters table and choose the Edit menu
item from the pop-up menu or press the Edit button on the toolbar. The filter editing process is
similar to the above-stated creation process. To delete the user-defined filters that are no longer
needed, you can select those items in the filters table and choose the Delete menu item from the
pop-up menu or press the Delete button on the toolbar. It is also possible to delete all user-defined
filters using the Clear User Filters menu item and the corresponding button on the toolbar.

Miscellaneous Part

The Miscellaneous part of the program preferences should be used to configure the common MSI
Package Builder options, such as automatic update settings, layouts configuration, the proxy
settings to be used to connect to the Internet, etc. To open the Preferences dialog, click the
Preferences button available from the Application Menu. Configure the available settings to best
suit your needs.

What's Inside

General Settings Page
Layouts Page
Proxy Settings Page
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General Settings Page

MSI Package Builder can automatically check for updates for you to always have the latest version
of the program. You can configure this feature from the General Settings preference page. To
open this page, click the Preferences button from the Application Menu and select the General
Settings link in the navigation bar on the left in the Preferences dialog within the Miscellaneous
group

Preferences b4

1_!' MSI Package Builder  ~ General SEttmgs

Prajects Confiour ation Here you can configure the most commen M3 Package Builder settings pertinent to the general
P " functionality that does not relate to the business aspect of the program.

User Interface

Y Filters ~
Monitoring Fie Fiters
Monitoring Registry Fiters
Monitoring Process Fiters

Update

Choose if you want the program to automatically check for updates. Enabling this options
allows you to always have an up-to-date version of the program,

BT

«| Automatically check for updates: | Daily

A major update is an update to 3 brand-new version of the program that includes » number of
significant changes. It is installed alongside you currently used version, which allows you te

Uninstall Fie Filters evaluate the new version while continuing working with the existing one.
Uninstall Registry Flters
| Automatically check for major updates
Lfé} Miscellaneous ~ C
Commen
eal Sait M The application may dspley warmings and hints whereas you can choose if you would like
— f each one to be shown again. You can reset all the remembered decisions to that defaults so
¥

that all the warnings and hints are shown.
Proxy Settings g8

Reset All Remembered Decisions

Restore Defaults Apply

Restore Defaults | oK Cancel

Pic 1. Configuring general settings

MSI Package Builder can check for updates automatically every day or once a week. To enable an
automatic checking for updates, check the Automatically check for updates option and choose
the checking frequency between Daily and Weekly. You can also define if the program should
check for major updates by changing the Automatically check for major updates option value.

If you use a proxy server to connect to the Internet and the required proxy settings are not
provided, an automatic check for updates will not take place.

The application may display warnings and hints, and you can choose if you would like each one to
be shown again. On this page, you can reset all the remembered decisions to the defaults so that all
the warnings and hints are shown. Use the Reset All Remembered Decisions button to this
purpose.
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Layouts Page

Layout management technology allows you to configure MSI Package Builder user interface, save it
any time you want and then select between saved layouts to change the appearance without
reconfiguring windows positions, sizes, etc.

The Layouts preference page is designed to help you with windows layout management. To
access this page click Preferences button from the Application Menu and select the appropriate
link in the navigation bar on the left of the Preferences dialog.

Preferences ¥
4 Layouts
[B | MSI Package Builder -~
Prasects Configuration Layout management sllows you to configure the M3I Package Builder user interface, save it any time
Pa&# Sigring you want and then select from the saved layouts to change the appearances without reconfigunng the
Liser Invherfmce window positions, sizes, etc.
Stored Layouts
f “f Filters - ".__ =k You can create a new layout, modify the existing ane or choose from the already saved ones,

Thie currently active layout is colored in grey and can be neither renamed nor deleted.
Monitoring Fie Filters )
Monitoring Regesiry Flters
Monitoring Process Fiters by Layout
Uninstall File Fiters
Uninstall Registry Fiters

{%} Miscellaneous ~

General Sattings
Lavouts
Proxy Settings

Layout Mame

MNewy Rename Use Layout Reset Delate
Restore Defaults Apply
oK Cancel
Pic 1. Managing Layouts
On the Layouts preference page you can create new layout, modify existing one or choose

from already saved layouts. Currently active layout is colored gray and cannot be either renamed or
deleted.
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Proxy Settings Page

MSI Package Builder requires an Internet connection to support the Live Update and Feedback
features. Therefore, if a proxy server has to be used to connect to the Internet, it should be
configured on the Proxy Settings preference page . To access this page, click the
Preferences button from the Application Menu and select the appropriate link in the navigation
bar on the left in the Preferences dialog within the Miscellaneous group.

Preferences b 4
4 Proxy Settings
[ | MSI Package Builder -~
Projects Confiouration M3l P.s-:::_ge B-t.rilztr rtqﬁ-;:i{rﬂla-: In::;ntt connection to check for updates. Here you can specify the
Package Signing proxy settngs bo be wsed for Intermet access.

User Interface Configure Proxy

You can choose between autematic detection and manual specification of the proxy
E configuration. Automatic detection means that Interniet connection is established using the
settings predefined in the Intemet Explorer,
Monitaring File Fiters
Monitoring Regstry Fiters
Monitoring Process Fiters
Uininstall File Filters Direct connection to the Intermet

 Fi :
s LR Manual proxy configuration:

Address: Port: |8080
Miscellaneous ~

The network can be configured so that the prexy senver would require authentication to

Specify the prexy configuration to be used to access the Internet:
&) Auto-detect proxy settings for this network

General Settings connect to the Internet. Here you can specify the username, passwond and authentication
Layouts type.
Prouy Setin

Proxy server nequires authentication

User NMame: Password

Restore Defaults Apply
Restore Defaults | oK Cancel
Pic 1. Proxy Settings
On this page , you may choose among three variants of the proxy configuration to be used by

the program. If Auto-detect proxy settings for this network is chosen, the program uses the
settings predefined in the Internet Explorer. If MSI Package Builder does not have to use a proxy
server to connect to the Internet, the Direct connection to the Internet option should be chosen.
The Manual proxy configuration option allows you to provide the proxy server address and port
manually.

Both for the automatic detection and manual configuration, it is possible to specify if the proxy
server requires authentication and what credentials should be used to connect to the proxy server.
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Chapter 11: Evaluation of the Program

MSI Package Builder is a shareware product, so you can try it before ordering a license. The
download includes a free 30-days trial of the Enterprise edition of the program. It provides access to
all the available features. After the trial expires, the program reverts to the Free edition, and you
can keep using it as long as you like. You can order a license for a commercial edition of the program
to register it and use the program’s commercial features.

This chapter will cover the particularities of the evaluation mode, tell you how and where you can
get the license code and how you can request the extended evaluation. Read this chapter carefully
to face no difficulties during the EMCO MSI Package Builder evaluation.
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Evaluation Wizard

As long as the EMCO MSI Package Builder is not activated on each program startup the Evaluation
Wizard is displayed on the screen, showing you the information about the evaluation
process and providing with quick links for the program activation, purchase and extended evaluation

request.

EMCO M3 Package Builder Trial

Welcome to EMCO MSI Package Builder Architect

Thiz iz an evalustion copy of the product that can be legally used for 30 days. Choose from the available
eptions to continue or press 'Exit’ to exit the program,

Evaluate (30 days left)]
Contnge the product evaluaton. You can use this product as the evaluaton persd does not exprre to gt a
doser introduction to its main features.

Enter License Code

Activate this copy of the product. The License Code is sent to you via e-mal after you have purchased the
product boense,

Request Extended Evaluation
Sand a reguest for the Extendad Licensa to EMCO Saftware. The avaluaton perod will be intreasad to
continue getting famiarized with the product.

Buy MNow
Visit the EMCO Software onling shap to purchase the License for the product onling, The onling ordering
process ks fast, easy and fully seaure.

Help me chopse

Yiew License sgresment

Exit

Pic 1. The EMCO MSI Package Builder Evaluation Wizard welcome page
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The welcome page of the Evaluation Wizard allows you to choose between four options to
continue. Those are Evaluate, Enter License Code, Request extended evaluation and Buy
now. Optionally you can press Exit button to close the program. In this section we will help you to
choose the option that will best fit your needs.

The Evaluate option shows you the time left until the evaluation period expires. You should choose
this option to continue the evaluation process - the wizard will be closed and you can start working
with MSI Package Builder. You can use the program as long as the evaluation period does not expire
to get a closer introduction to its main features.

It you have already purchased the license for using the EMCO MSI Package Builder you should
choose the Enter License Code option to activate the program. This options also should be chosen
if the extended evaluation request has been approved by EMCO Software and you have been
provided with the Extended License. If you are having problems with finding the License Code refer
to the Where can I get my License Code? section of this document. After choosing the Enter
License Code option the program activation page is displayed on the screen

Activate EMCO M5I Package Builder "

Enter License Code (E
Copy and paste the License Code to the field below to activate the &
preduct. The program will be restarted to proceed with the activation, §

chivate Cancel

Pic 2. Activating EMCO MSI Package Builder
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To activate EMCO MSI Package Builder copy and paste the License Code to the input field on this
page and press Activate - the program will be restarted to activate.

If the evaluation period has expired and you are not sure you have fully introduced yourself to EMCO
MSI Package Builder main features you can once request the extended evaluation. As soon as the
request is processed by EMCO Software you are provided with the Extended License to prolong the
evaluation period. To request the Extended License you should choose the Request extended
evaluation option. After choosing this option the request form will appear on the screen

Extend Evaluation of EMCO M5! Package Builder b4

Request extended evaluation A
|

=
Fill ins the fields below to request an Extended License. The comment field is aptional and can be @ :
used to provide additional requirements for the evaluation extensien. Plesse note that an

Extended License can only be requested once.

Marme: (Ale Delorian . Company: |Dreamlight
E-rnail: a'lm-c@dreamlight.cr-j

Comment:

Send Request Cancel

Pic 3. Requesting an extended evaluation

To request the Extended License fill the fields on the request form regarding the recommendations
and press the Send Request button.

The Evaluation Wizard also provides you with the short cut action that allows you to visit EMCO
Software web store. To use this feature choose the Buy Now option. The on-line ordering process
is fast, easy, and fully secure.
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Where can | get my License Code?

After you have purchased the license for using EMCO MSI Package Builder our experts will generate
the License Code and send it to you via e-mail to the address you have specified during the
purchasing process. You are supposed to receive two e-mail messages - one with the License Code
written in the message body and one with the attached text file (license.txt), containing the
license. It is your choice to use any message because both License Codes are identical.

To activate the program the License Code received via e-mail should be copied and pasted to the
program activation form . This form can be reached using the Enter License Code button
from the Information group on the Ribbon bar or by choosing the appropriate option in the
Evaluation Wizard.

Actrvate EMCO MSI Package Builder b 4
Enter License Code (3
Copy and paste the License Code to the field below to activate the &
preduct. The program will be restarted to proceed with the activation. 9
vate Cancel

Pic 1. Activating EMCO MSI Package Builder

To activate MSI Package Builder, copy and paste the License Code to the input field and press
Activate - the program will be restarted to activate.
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How should | formulate the Extended License request?

The Extended License is used to prolong the evaluation period to get a closer look at EMCO MSI
Package Builder. This feature can be reached by choosing the appropriate option in the Evaluation
Wizard. Here we'll give you the recommendations on filling the Request extended evaluation form

Extend Evaluation of EMCO MSI Package Builder W

Request extended evaluation

-’F\!I
Fill in the fields below to request an Extended License. The commient field is optional and can be @ .
used to provide additional requirements for the evaluation extension. Plesse note that an

Extended License can only be requested once.

Y

Marmne: (4lex Delorian . Company:  Dreamlight
E-rnail: alex @dreamlight.crg|
Comment:

Send Request Cancel

Pic 1. The Request Extended Evaluation form

In the Request extended evaluation form you should obligatory specify your name in the Name
field, company name in the Company field and your e-mail address in the E-mail field.

Though the Comment field is optional it is strongly recommended to use this field for
providing EMCO Software with the reason of requesting the Extended License. Please notice

that EMCO Software reserves the right to decline the request without providing a requester
with any explanations.

If the extended license request is approved by EMCO Software experts you'll receive the License
Code to the e-mail address specified.
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Chapter 12: Program Updates

EMCO Software cares for versatile needs of the users of EMCO programs and fully understands their
wish to have the most up-to-date software installed on there PCs. That is why we provide you with
an easy update feature. You do not need to browse the Internet again and again to find out if any
updates are available - MSI Package Builder will do this work for you. Checking for updates can be
performed both manually and automatically. This chapter describes the Live Update process for the
current major version of the program and the Major Update feature which allows you to get a brand
new version of MSI Package Builder quickly and easily.
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Live Update

MSI Package Builder can be easily updated with just a few clicks. The update process is performed
via an Internet connection using preconfigured proxy settings.

i Check for Updates

The Check for Updates button from the Update Ribbon group should be used to

Checkfor | check for new versions of MSI Package Builder.
Updates

() MSI Package Builder can check for updates automatically. You can configure the program
WAl
2 behavior regarding the automatic check for updates on the General Settings preference

page.

To check for updates, click the Check for Updates button from the Application Menu or from the
Update group of the Program Ribbon page. MSI Package Builder will check if any updates are
available and if so, the Live Update Wizard will appear on the screen.

Live Update Wizard ¥

Welcome to the Live Update Wizard
EMCO MSI Package Builder 11
A product update is available, which contains the following changes:

Mew Features:
+ Added application capabilties support for MSD{ AppX packages.

Bug Fixes:
F.x-—-w,% + Fed the signing emor during an MSI package creation.
) + Fed the problem with Hyper-V virtual machines enumeration on non-
w%r englsh operatng systems.
+ Fixed the application won't start problem for MSDX AppX package
apphcations that require admin rights to start.
W &;”
M_ _
©) emaco
@ To perform update, press Mext. Hove b benefit from Live Update?

< Back Mext > | Finish Cancel

Pic 1. The Live Update Wizard welcome page

The Live Update Wizard will introduce you to the changes made in the newer version and guide
you through the whole updating process while showing the detailed download progress. When the
download is finished, the program will be restarted to perform the actual update.
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Major Update

Along with the Live Update feature, MSI Package Builder comes with a built-in function of
automatic checking for Major Updates. The Major Update is an update to a brand-new version of
MSI Package Builder that includes a number of significant changes.

You can install this version alongside the version you are using now. It will import the settings and
data from your current version, so that you won't need to configure the new version in the same
way you configured the one you are using at the moment. Such parallel installation allows you to
inspect the new version and compare it with the previous one in your environment with your data
and settings.

The Major Update is installed alongside the version you currently use. The existing version is
not automatically uninstalled from your PC, and you can continue using the program version
you are accustomed to while having a look at the brand new one.

If the program detects availability of a Major Update, the Major Update Wizard will appear
on the screen.

Major Update Wizard »

Welcome to the Major Update Wizard

The major update iz an installation of brand-new version of the program, which
includes a number of significant changes.

Theé new varsian of the pra gram will import the settings and Jats fram Ydur
current version, 5o you won't need to configure the new version in the same way
you configurad the one you are using at the moment. Such parallel installation
allews you to inspect the new version and compare it with previous one in your
environment with data and settings.

"’“'-_-M“"%% You are eligible to purchase the new version of the program at
N the upgrade price. Till purchased, the new version of the
program will be run in the evaluation mode.
Review the upgrade prices
K f{ The new version will be installed alongside the current version
o S of the program. The current version of the program will neither
be modified nor uninstalled, 5o you may continue working with
it while trying out the brand-new one.
@ emeco o
To procesd, press Mext. o by banahit from Major

Pic 1. The Major Update Wizard welcome page

The Major Update Wizard will introduce you to the features available in the brand new version of
MSI Package Builder and guide you through the update process. The message displayed at the
bottom of the welcome page will let you know if the current License allows you to install and use
the Major Update for free. When the download is finished, the new version installation will be run
automatically.
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Chapter 13: Requirements

Please carefully read and follow all requirements, listed here, or you may not be able to successfully
use the product. You can contact our support if you experience a problem during the product use.

System Requirements

Computer running MSI Package Builder must meet the following requirements:

Minimum Hardware Requirements

e Intel Core iX Processor or equivalent
e 4 GB of RAM

e 2 GB of free disk space

Recommended Hardware Requirements

e 6th Gen Intel Core iX Processor or equivalent
e 8 GB of RAM
e 10 GB of free disk space

Supported Platforms (x86/x64)

e Windows 11, 10, 8.1, 8, 7 (with SP1 or later)
e Windows Server 2022, 2019, 2016, 2012 R2, 2012, 2008 R2 (with SP1 or later)

Requirements

¢ Administrative rights on the local computer

e Microsoft .NET Framework 3.5 SP1 or above
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Chapter 14: Edition Upgrade

The program has multiple editions with different features, so you can select the one that suits your
needs.

Edition Upgrade
-ﬁ*’?"f‘. The Edition Upgrade provides you with an ability of benefiting from update to a more

"E._.E.U' comprehensive edition of MSI Package Builder with a help of the Edition Upgrade
UEd'tr':ge Wizard that will help you choose an appropriate edition and purchase a license for
= using it.
The Edition Upgrade Wizard was designed to make the upgrade process easier. This wizard

can be reached by clicking an appropriate hyper link in the About dialog or by using the Edition
Upgrade button from the Program Ribbon page.

EMCO M3I Package Builder - Edition Upgrade X

Upgrade to a more comprehensive edition

The edition upgrade process is fast and easy. You can purchase an upgrade to 8 morne
comprehenzive edition of EMOD MSI Package Builder any time you want and expenence all the
sdvantages of that edition.

Get more features with an advanced edition of the product
Visit EMCO Software online shop to purchase an upgrade right now and get ready to benefit from
using a more comprehensive edition,

9 Choose the product edition that is best for you
£ Revien the comparison matrix of different product editions to get introduced to the features
avalsble in the other editons,

Howr to benefit from an upgrade to angther edition?

Pic 1. The Edition Upgrade Wizard

With a help of the Edition Upgrade Wizard, you can purchase an upgrade to more comprehensive
edition of MSI Package Builder with a single click on the Get more features with an advanced
edition of the program option or introduce yourself to the features available in the other edition of
the program using the Choose the program edition that is best for you option. This option will
open a feature list web page that shows you the detailed comparison matrix of the features
available in different MSI Package Builder editions so that you can review all the features of each
edition before choosing the one that best fits your needs.
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Chapter 15: How can | leave my Feedback?

EMCO Software always takes care of its customers, and your opinion means a lot to us. For this
reason, our programs have built-in features for your feedback. You can suggest a feature you want
to see in new program versions or report a technical problem you have faced using the program.
Specifying your contact information on the feedback forms ensures that you will be informed of any
changes with regard to the reported issue, our plans for implementing the suggested feature or
fixing the reported bug. Those actions can be found in the Feedback Ribbon group of the Program
page.

Suggest a Feature

7
“5"3]' The Suggest a Feature button from the Feedback Ribbon group should be used to

Suggest suggest a functionality you would like to see in the next versions of MSI Package
a Feature Builder.

MSI Package Builder comes with a wide range of features, but if you feel some functionality is
missing, you can always suggest a new feature to us that you want to see in the program. To
suggest a new feature, you should press the Suggest a Feature button from the Feedback Ribbon
group. After pressing this button, you will see the Feature Suggestion dialog on the screen
where you are offered to enter your contact information and describe your suggestion.

Feature Suggestion ¥

Define report content .
Mo information is gathered from your computer - the data we récenve contains only this ."I
infarmation. You will receive a copy of this report by e-mail to the specified address,

Marme: Al Delorian |  Company: Dreamlight

E-mail: alex@dreamlight.org

summan: | Custom Actions

Description: || would like to execute custom actions before and after the installation. | think it would be useful.

Send Cancel

Pic 1. The feature suggestion form
Press Send when you are done with filling out the form to send your suggestion.

— Report a Problem

The Report a Problem button should be used to report a problem you have faced

Reporta | while working with MSI Package Builder.
Problemn
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MSI Package Builder is easy to use and very stable. Nevertheless, if you have faced any difficulty or
problem while working with it, you can send us a problem report. To send such a report, you should
press the Report a Problem button from the Feedback Ribbon group. When this button is pressed,
the Problem Report dialog will appear on the screen where you are offered to enter your
contact information and describe your problem.

Problem Report b

Define report content -
Mo information except the data you see in this dialog is gathered from your computer - we -
receive only this infermation. You will receive 2 copy of this report by e-mail if an e-mail address
15 provaded,

Marrse: Alex Delorian Company: |Dreamlight

E-rnail: alex D dreamlight.org

Ervironment: | Microsoft Windeows NT 10.0.19045
Summary: How to make changes to the repackaged installation?

Description: || cannet find the way, how can | meniter the installation and then add twe more shorteuts to
the installation. | am using the Repackaging Wizard. Please assist]

Send Cancel

Pic 2. The problem report form

In the Environment field, you can provide us with a description of the specific environment used
while working with the program. Press Send when you are done with filling out the form to send
your report.

Do not hesitate to contact EMCO Software - we are always glad to receive your feedback and are
doing our best to satisfy our customers' preferences.
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Chapter 16: About EMCO Software

EMCO creates mission-critical software to manage network computers remotely and automate
network administration.

Our company was founded in 2001 in Reykjavik, Iceland. Managing Windows networks as network
administrators, we could not find tools that would help us automate our routine network
administration tasks, so we decided to create such tools for fellow administrators and ourselves.

Today we offer innovative software that help IT specialists and network administrators to automate
their Windows network management tasks. Our software tools are focused on remote management
of Windows computers across networks and allow administrators to perform routine tasks on all
managed computers with a few mouse clicks. We automate software audit and deployment, power
management, hosts monitoring and other computer administration tasks.

Learn more: http://emcosoftware.com.

Our Customers

Being suitable for managing networks of any size, our products cater to the needs of 25,000+
customers in 85 countries around the globe. They are Fortune 100 corporations and small
businesses, as well as governments, military institutions, universities, public schools, libraries and
charities.

Our customers rely on EMCO products for managing their mission-critical network infrastructure.
Using our products, network administrators monitor, audit, deploy and manage 3,000,000+ network
devices every day.
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Chapter 17: Contact Information

We would be glad to help you with any questions and problems you might have. Use the contact
information below.

Contact Sales Contact Support
Our sales team is standing by to answer your Our support team is here to help you with any
questions about purchasing or licensing EMCO technical product-related issues you may have.
products. Submit a request, send us an e-mail or We provide free technical support for all our
call us: Contact Sales. products, including freeware. Submit a request

or send us an e-mail: Contact Support.
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